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Operational Challenges

@

Siloed Too many alerts/ Cyber

security tools too much noise security skills
shortage

Manual
investigation
processes

3 | © Infoblox Inc. All rights reserved.



Business Disruptions are Costly and Impacts Brand

fs

Initial loss from a Wiped off from

recent
ransomware
attack

Average time to
identify a breach

Facebook’s market

cap after
Cambridge
Analytica breach

Sources: Ponemon Institute, The Guardian
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Operational Challenges Continue to Mount

of companies get more And We Can’t Throw More People
than 500 alerts per day; at the Problem

a single cyber analyst

can handle only 10
Gap in Cybersecurity Professionals by Region

EUROPE, THE MIDDLE
LATIN AMERICA EAST, AFRICA

of alerts are investigated; ~136K ~142K
not enough humans to : ASIA PACIFIC
keep organizations safe 2.14M

GLOBAL
~2.93M

security tools in
operation, with staff and
expertise to manage 12

scurity Workforce Study, 2018
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Visibility is Key for Security Operations

+ Visibility that extends
@ beyond the campus

L | network ( public cloud,
loT, roaming users,
branch offices)

* Network context for
efficient correlation

» Key datasets for making
threat intelligence
actionable
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Gathering Device Data with DDI

Network Discovery \ £ A
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= DHCP Reply = =3
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Additional Device Discovery

IP Address

-
m
- Database
m

Device Fingerprint
Device IP Address I i DHCP.
ingerprint

Devicel | 10.1.35 ;||
'— Devicel  10.1.3.5 PC  Windows v10
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DDI Meta-data for Entire Infrastructure

DHCP Discovery Additional Discovery

MAC Address
Device type

User details

Network Location
Physical location
Network devices

OS information
Current IP
Historical IP’s and locations

o

0
%
o

' DDI
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Agenda

Accelerating Incident Response



Typical Incident Response O

Lengthy
Investigation Response Times

@ Manual Investigation
Next-gen @ /\
ext-g I MAC Address

Endpoint Security User details

Vulnerability Analysts Eﬁxzr:l Il_ocz:c:;ti)onn
\ l ’
_onegement o . ~\’_«. Network devices
Network Access @ Dev!ce e :
Control (NAC) OS information

IP Address Alert
Current IP

Historical IP’s and locations

SIEM / SOAR

ITSM
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DDI Data Accelerates Incident Response O

DDI Data
Next-gen 3.
Endpoint Security
—_
Vulnerability Analysts
Management o

Network Access
Control (NAC) —

B3 Enriched SIEM / SOAR

@ Automated ITSM
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Lower
Response Times

Malicious activity inside the security
perimeter

Includes BYOD and loT device

Profile device & user activity

° |
cssiid 3.9‘ ~N~
0,00, = -
[ ] ° [ ] °
‘e [ Device Audit Trail and Fingerprinting
Security Alerts Device info, MAC, lease history

T

Application and Business Context
+ “Metadata” via Extended Attributes:

Owner, app, security level, location,
ticket number

» Context for accurate risk assessment
and event prioritization
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Value of DNS Data to a SIEM

 DDI data enriches events in

V /\ N a SIEM

« DNS query and response info
provides insights into device activity

* However, sending all DNS query,
response data could quickly
overburden the SIEM
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Cloud Managed Data Connector for SIEM Optimization

Cloud Services
Portal

Sources Destinations

Syslog
Data Connector gathers @ . I
DDI data, filters out V Events | Splunk
legitimate activity and BloxOne Threat Filtering [
sends suspicious event Loene Data Connector Reporting

info to SIEM

Figure 1: The Infoblox Data Connector
automatically collects, filters and distributes
event information

Infoblox
Cloud

SOC teams can easily connect the dots when investigating

incidents, while keeping costs low
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14 | © Infoblox Inc. All rights reserved. :




Bridging Silos with Security Orchestration

Network
Vulnerability =~ Access Control Next-gen

Network and threat Management Endpoint Security
context data to entire Web
ecosystem Gateway

Threat

Intelligence
Automate network Platform (TIP)

wide remediation

ITSM

Advanced

Threat NEXT LEVEL NEXTLEVEL NEXT LEVEL SOAR
. RELIABILITY AUTOMATION SECURITY
Detection

Improve ROI of
security stack
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SOC Inefficiencies

[eee —)
Vendor A allo () Sandbox 4 )
N\
Siloed threat intelligence Vendor B .--. o0
. . WAF WAF
and security architecture & g an
Vendor C .--. NGFW
NGFW S|EM
Each tool pushes events Vendor D (EJ) bLP
into SIEM based on ; —
r ncorrel =
separate uncorrelated Vendor E @- NAC
vendor feeds
Vendor F ' Endpoint .\/?\,.
= 1 €1
. ’\ | e |
Inefficient use of SIEM Infoblox A IPS ¢
] [ 1
Infoblox B Core
Hobiex ) [ I [ FW \. J
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SIEM Optimization and SOC Efficiency Using TIDE*

Vendor A [ll]ﬂ[l_ Sandbox é )
Disparate threat
intelligence is consolidated Vendor B - WAE St
: WAF
& curated into one : an —
latform, and normalized _
P Vendor C .--. NGFW
NGFW SIEM
DLP
Data simplified into a VendorD (.@)
single, optimized “super [ AR
feed” Vendor E \% NAC
Vendor F g Endpoint .\/?\/‘
9.,
Fewer conflicting events Ji IPS Neo”
into SIEM ‘ Infoblox A
[ 1
Infoblox B Core
I Fw \ s

TIDE — Threat Intelligence Data Exchange
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Dossier for Faster Threat Investigation

« Adds more context for
Search Dossier G [ roscuces - | [ Expontoon correlation

This Record Contains:

badwerkad.top A\ DNS Count: a . .
) p . Domain/Subdomain Count: 2 - MUltlple data SOU rceS In
Reported by Infoblox, and ThreatTrackSecurity URL Count: 3 A
First Reported on 4/20/2017 by Infoblox IP Count: 3 H 1
Last Reported on 4/23/2018 by ThreatTrackSecurity Positive File Detections: 8 A a SI n g Ie V I eW
Contacts: 3

e T, Gonan i, * Accelerates threat
investigation (making
CATEGORIZATIONS WHOIS {oomaINTOOLS .
Infoblox MalwareDownload_Cerber Created: 4/16/2017 IInkageS) and helpS
ThreatTrackSecurity MalwareDownload_Generic Updated: 4/17/2018 prioritize eventS (based

Forcepoint ThreatSeeker compromised websites Expires: 4/16/2019

S e neatsmtme e on threat class or the
scope of attack)
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Security Landscape

Infrastructure Security

Endpoint Security

Application Security

Network Firewall Network Monitoring Endpoint Protection & Anti-Virus WAF & Application Security
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Components of Mature Cyber Security
Program

Actionable Network Intelligence (IT)
+

Actionable Threat Intelligence (Security)
+

Informed Ecosystem
" \We've NARROWED OUR SECURITY

- RISKS DOWN to TrESE Two GRouPs.”

© =)
Llof‘hﬁ}-

Holistic and Mature Cyber Security
Program
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Customer Story: US Technology Company

Customer Use Case:
* Analysts typically spent 1 hour evaluating
incidents

» 40 minutes spent gathering data from
multiple sources

Solution: Infoblox Dossier

Outcomes:
* Infoblox reduced time it took to investigate
incidents / eliminated wasted time

 Improved operational efficiency
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Summary

DDI can provide ubiquitous visibility across

Boost Efficiency of your entire network

Security Operations

DDI data can help accelerate incident response
L X 4

0:0 Threat intelligence optimization can help make
your SOC more efficient

o,
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Demo: Aproveche la Infraestructura de
Seguridad Existente para Automatizary
Mejorar la Deteccidon de Amenazas y
Acelerar la Remediacion

Francisco Osornio, Senior Systems Engineer
Infoblox
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Customer Panel Infoblox <=3-

NEXT LEVEL NETWORKING <

Heber Camarillo Victor Mejia Hugo Suarez Jorge Lozoya Arandia

Banregio Bestel Grupo Salinas Services Operations
Chief Cybersecurity Director of Sales & Manager DNS Services  Coordinator
Architect Security Operations University of Guadalajara

o,
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CLAUSURA Y
CONCLUSIONES




InfObIOX ) Por favor complete su
formulario de
comentarios para tener
la oportunidad de ganar
un casco de realidad
virtual Oculus Go

Infoblox 2=3:
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Infoblox .
SECURITY ROADSHOW North America | Europe | Middle East/Africa | Asia-Pacific

Infoblox 2=3-
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MUCHAS GRACIAS!
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