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Danny’s three+ ‘trimesters’ of NAC

Old-School

NAC

General Policy 

Driven NAC

Event or 

Cyber/Threat

Driven NAC

You won’t find this in Gartner, Forrester, IDC, Ovum….

IT & OT/ICS

Convergence

Next-Phase

What’s your “NAC” journey looking like?
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ClearPass at a Glance

CONTROL

• Reduce risk and workload through Automation

• All devices are Authenticated or Authorized – NO UKNOWN DEVICES

RESPONSE

• Adaptive response brokering best of breed security solutions

VISIBILITY

• Know what's connected, connecting in your wired & wireless multivendor environment
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ClearPass Policy Manager

Guest Onboard OnGuard

Hardware, Virtual or Cloud

Deployment

(1,000, 10,000, 50,000)

REMOTE LOCATION

ClearPass Policy Manager Platform
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3rd party integrations – why they matter to us…

Authentication Messaging Social Media

Hotspot

PropertyFirewall

Logging MDM Network
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more 3rd party integrations…….let’s focus on Infoblox

MFA

UBA/UEBA Deception

SQL

‘Other’IIoT

MIoTEndpoint

Services
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CPPM Exchange/Extensions: End to End Control

Internet of 

Things (IoT)

BYOD and 

corporate owned

REST 

API Security monitoring 

and threat prevention

Device management and 

multi-factor authentication

Helpdesk and voice/SMS 

service in the cloud

Multi-vendor 

switching

Multi-vendor 

WLANs

Aruba ClearPass with 

Exchange Ecosystem
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ClearPass acts as a single point of 

policy control across all wired, wireless 

and remote infrastructure.

ClearPass Exchange sends Username 

to MAC Address mapping information 

to Infoblox's MAC Address Filters

Infoblox appliances will only provide a 

DHCP IP address to device that is listed 

in the MAC filter, preventing 

unauthorized devices from connecting to  

wired/wireless networks.

Can also return context like VLAN #

ClearPass Exchange Integration with Infoblox
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ClearPass acts as a single point of 

policy control across all wired, wireless 

and remote infrastructure.

Infoblox provides enhanced visibility 

into connected devices on the 

network supplementing and 

enhancing CPPM’s own visibility, 

becomes a source of truth.

ClearPass Exchange Integration with Infoblox
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ClearPass acts as a single point of 

policy control across all wired, wireless 

and remote infrastructure.

Infoblox provides visibility into endpoint 

domain usage, bad domain e.g. CnC 

server could trigger disconnect/quarantine 

actions 

ClearPass Exchange Integration with Infoblox



11

Example of technology integrations 
where Infoblox contextual data 
drives additional value

PROPRIETARY UNRELEASED INFORMATION
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DYNAMIC SEGMENTATION: FAST AND SIMPLE

Campus 
Controller 

Cluster

Corp

BYOD

IOT

Guest

Office

365

Academic

Records

n0tma1ware

.biz

AirGroupAccess 
Point

Access 
Switch

Users and 
Devices

Applications and 
Destinations

ClearPass

Roles are “Dynamic” “Segmentation” refers 
to the separation of traffic

…is just for wired 
users and devices

…is something we 
just invented

…always requires 
tunneling of traffic
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Palo Alto/Checkpoint and ‘other’ NGFW vendors

INTERNET

NETWORK ACCESS LAYER

INTRANET

WIRED AND WIRELESS CLIENTS

NEXT-GEN FIREWALL

KEY

Network

RADIUS

PANOS XML API

Syslog Event Feed

1. Client device attaches to the network, 

is profiled and health assessed by 

ClearPass Policy Manager

2. Detailed user, device, and health data 

are sent to Palo Alto Firewall via API 

3. Firewall uses the user, device, and 

health data to permit/deny and log 

applicable traffic
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Open and Nimble

PROPRIETARY UNRELEASED INFORMATION
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Aruba 

ClearPass

Extensions Repository

• Opens doors for new Exchange partnerships
▪ Device authorization, MFA, visitor registration, 

EMM/MDM and more…

• Extends use of existing security, productivity 

solutions

• Fast, no heavy lifting integration model. 

ClearPass Extensions - New 3rd Party Integration Option
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More Ways to Talk To ClearPass
ClearPass continues the process of enabling automation and orchestration
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Global Wins
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Worldwide ACS Replacement 

for RADIUS and TACACS+
Increased security & 

simplified  BYOD onboarding

ACS replacement for Policy 

Mgmt & Guest
ACS Replacement for Policy 

Mgmt, NAC, & BYOD

Worldwide Guest and Device 

Auth in Cisco / Juniper network

Leveraged ArcSight Installation 

to drive AAA replacement



Thank You

jump@hpe.com


