
SOLUTION NOTE

With the combination Infoblox Ecosystem and 
ThreatQ Intelligence platform, your organization can 
categorize, manage, and respond to threats with 
greater speed and efficiency by activating cyber 
intelligence in Infoblox DNS, and importing unique 
DNS threat intel and Insights from Infoblox.

THREATQUOTIENT
ThreatQuotient redefines security operations with ThreatQ, the data-driven 
Threat Intelligence Platform underpinned by the DataLinq Engine for seamless 
integration and intelligent prioritization of threat data across a company’s 
entire security infrastructure.  Embrace efficiency with Smart Collections, 
driving dashboard analytics, sharing and automated ThreatQ TDR Orchestrator 
workflows, reducing complexity and focusing actions.  ThreatQ Investigations 
coordinates cross-team efforts within a cybersecurity situation room for 
collaboration and unified response.  With an expansive integration marketplace 
and custom tooling, ThreatQuotient empowers organizations to target relevant 
threats, streamline decision-making, and enhance response effectiveness.

INFOBLOX
Infoblox is the leader in modern, cloud-first networking and security services 
that deliver unmatched performance and protection. Trusted by Fortune 100 
companies and emerging innovators, Infoblox provides real-time visibility and 
control over who and what connects to your network so your organization runs 
faster and stops threats earlier. Through extensive integration with ecosystem 
partners like ThreatQuotient, the Infoblox solution empowers organizations to 
realize the full advantages of cloud networking and security while maximizing 
their existing infrastructure investments. 

INFOBLOX AND THREATQ™

Technology Segment: Enrichment & Analysis 

THREATQUOTIENT & 
INFOBLOX DRIVING 
EFFICIENCY IN SECOPS

•	 Quickly identify which events 
matter the most, eliminating 
alert fatigue and enabling more 
value-added activities.

•	 Use vast amounts of untapped 
event, network, ecosystem, and 
DNS intelligence data to move 
SecOps from a reactive to a 
more proactive posture.

•	 Stop threats before they occur, 
beginning with proactively 
hunted threat intelligence and 
insights derived from massive 
dataset analytics.
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NEW!

The integration between Infoblox and ThreatQuotient security solutions unlocks significant value for 
enterprises and amplifies the security capabilities by adding context to intelligence, enriching vital 
information, and enforcing the security state on the network. Working together drives efficiency in SecOps, 
enhances threat detection and investigation, and improves security posture and visibility for hybrid and 
multi-cloud environments. 

Infoblox has broadened the partnership with ThreatQuotient to include integration of Infoblox BloxOne 
Threat Defense’s latest feature, SOC Insights NEW! - which uses  AI-driven analytics to turn vast amounts 
of event, network, ecosystem, and unique DNS intelligence data into a manageable set of actionable 
insights. The joint integration supercharges SOC Insights with ThreatQuotient to enhance automated 
workflows, share vital data, and trigger remediation actions across over 400 security tools and systems. 

SOC Insights Integration Use Case

Infoblox sends SOC 
Insights to ThreatQ

ThreatQ enriches the SOC Insights data 
with addi�onal context from security 
partners and other internal tools

Feed back loop providing
addi�onal context and 
status updates

Create an incident �cket for priority ac�on

Ini�ate automated response ac�ons

Deploy detec�on/blocking capabili�es
to the endpoint || network
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Infoblox unites networking and security to deliver unmatched 
performance and protection. Trusted by Fortune 100 companies and 
emerging innovators, we provide real-time visibility and control over who 
and what connects to your network, so your organization runs faster and 
stops threats earlier.
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Initiating Automated Workflows
•	 Automate workflows across the security ecosystem to uplift 

defenses, speed IR, or trigger containment or other response 
actions.

•	 Leverage unique threat intel to trigger contextual workflows, 
isolating attacks before they escalate	  

Sharing Vital Data
•	 Eliminate waste time collecting, filtering, and interpreting 

vast amounts of events, network, ecosystem, and unique DNS 
intelligence data for enriched actionable insights. 

•	 Know which events matter most with insightful analytics that 
go beyond simple malware risk-ranked dashboards.

Triggering Remediating Actions
•	 Apply hunted DNS Threat Intelligence from SOC Insights and 

remediate actions on other security solutions

•	 Block attacker domains before they go active with 
pre-campaign threat intelligence to disrupt the attacker supply 
chain.	

http://www.infoblox.com
https://www.instagram.com/infoblox/?hl=en
https://www.youtube.com/channel/UCfWH0dl7yTjRo9SaCz1s5nw
https://www.linkedin.com/company/infoblox/
https://www.facebook.com/Infobloxinc/
https://twitter.com/Infoblox

