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The information in this comparison highlights key differences in the BloxOne Threat Defense product line to
help you understand which package can best meet your unique visibility and security needs and priorities.

Features & Capabilities

On-Premises DNS Firewall

Cloud-based DNS Firewall®

DNS Forward Proxy

DNS over HTTPS risk
management

Block DNS Data Exfiltration,

DNS Tunneling

Zero Day DNS™

Block Malicious Domains
(malware, C2, phishing, etc.)

File-less Malware (i.e.
DNSMessenger)

Detect Inline DGA,
Dictionary DGA, etc.

Block inappropriate or
unwanted websites?®

Lookalike Domain
Monitoring’

Application Discovery?®

SOC Insights -
Configuration/Health

SOC Insights - Security
(add-on option)

Threat Insight

Essentials

Per Appliance

Busines

On-Premises

Grid Wide

Business Cloud

Grid Wide



Infoblox Threat (RPZ) feeds? Base feeds, Base feeds, Base feeds, Base IP Base feeds,

DOH, Bogon, Base IP feeds, | feeds, Informational | Base IP feeds,
DHS Informational feeds, DOH, Bogon, Informational
feeds, DOH, DHS, EECN, US feeds, DOH,
Bogon, DHS, OFAC Sanctions, Bogon,
EECN, US OFAC cyrptocurrency, DHS, EECN,
Sanctions, TOR Exit US OFAC
cyrptocurrency, Sanctions,
TOR Exit cyrptocurrency,
TOR Exit, High

risk, Medium
risk, Low risk

TIDE? (ingest & distribute X
custom feeds)

Ecosystem (data sharing and Available Grid Wide Cloud Data Grid Wide
response automation) Connector Only

Threat Lookup to research "a la carte" X X X
attacker data

Dossier for contextual & X 32,000 32,000 64,000

detailed threat intelligence
(queries per year)

BloxOne Endpoint?® X X
(Mac & Windows; Mobile:
iOS & Android)

1- Also available as a standalone product. Refer to the Lookalike Domain Monitoring Solution Note.
2 - A complete breakdown of available threat feeds available for each package is available in the Infoblox Threat Intel Solution Note.
3 - This feature requires a cloud deployment.
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