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Requirements

Working CAC/PIV (common access card/personal identity verification) or Certificate Authority
infrastructure.

Client machine and browser already configured for your client certificate.

Existing and functional NetMRI appliance.

Your Certificate Authority chain’s public certificates.

OCSP(online certificate status protocol) Responder’s operating at the web root.

AlA (authority information access) Information does not need to be followed to obtain the OCSP
response.

A user created where the CN or common name is the username and assigned to the appropriate role.

Deployment Instructions

1.

2.

Log into the NetMRI GUI. Enter your default username of admin and password of infoblox.

Infoblox NetMRI
User Login

Username: |a.:|mi|-| I

Password:

The following screen will appear. To set up certificate authentication click on the wheel icon in the
upper right corner of the screen.

mmmmmmm agement (1)
{3 Network wio SNMP (2)

Views v Filers | Dispiay + U oo
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3. Click on the ‘General Settings’ tab on the right.

FO—
User Admin

NetMRI Configuration

NetMRI Version :

API Version :

Model :

Serial Number :

Licensed NetMRI Device Limit :
NIOS Host :

Device and Interface Counts

Total Devices and Hosts Seen :
Network Devices Seen :
Managed Network Devices :
Total Interfaces :

Up Interfaces :

Frequently Polled Interfaces :

Metwork Configuration

Database Name :
Server Name :

Name Priority :
Time Zone :

MGMT Interface Configuration

7.4.4.98805

36

VMware
VM-73BB-249D5
200

None registered

(=N CIS ISI SE)

DRHome
NetMRI-VM-73BB-249D5
DNS

US/Arizona

4. Click on the ‘Security’ tab.

Collector Settings

SNMP Data Collector :

Enabled

Route Collection Priority : CLI
ARP Collection Priority : CLI
Port Control Preference : CLI

Telnet Config Collector :

SSH Config Collector :

HTTP Config Collector :

Discovery Engine :

Vendor Default Credential Collector :
Port Scanning :

Smart Subnet Ping Sweep :

Enabled
Enabled
Disabled
Enabled
Disabled
Disabled
Enabled

Automatic ARP Refresh Before Switch- Enabled

Port Polling :
Fingerprinting :

NetBIOS Collector :
Switch Port Management :

Module Settings

NetMRI :
License Expires :

License Configuration

Customer Name :

Disabled
Disabled
Enabled

Enabled
2020-10-27

instal

+
Setup -
= Settings Summary

=] setup Wizard

Scan Interfaces
Network Views

[= Collection and Groups

Discovery Settings
SDN/SD-WAN Paolling
Proxy Settings
Credentials

Device Support Bundles
MIB Management
Syslog Forwarding

Port List

Device Collection Status
NIOS IPAM Sync

() Failover Configuration

Issue Analysis +

Notifications +

: General Settings )

Settings

NetMRI Configuration

NetMRI Version :

API Version :

Model :

Serial Number :

Licensed NetMRI Device Limit :

NIOS Host

Device and Interface Counts

Total Devices and Hosts Seen :
Network Devices Seen :
Managed Network Devices :
Total Interfaces :

Up Interfaces :

Frequently Polled Interfaces :

Network Configuration

Database Name
Server Name

Name Priority :

7.4.4.98805

36

VMware
VM-73BB-249D5
200

: None registered

(=TS B I S R St

: DRHome
: NetMRI-VM-73BB-249D5
DNS

Collector Settings

SNMP Data Collector :
Route Collection Priority :
ARP Collection Priority :
Port Control Preference :
Telnet Config Collector :
SSH Config Collector :
HTTP Config Collector :
Discovery Engine :

Vendor Default Credential Collector :
Port Scanning :

Smart Subnet Ping Sweep :

Enabled
cu

cu

cu
Enabled
Enabled
Disabled
Enabled
Disabled
Disabled
Enabled

Automatic ARP Refresh Before Switch- Enabled

Port Polling :
Fingerprinting :

NetBIOS Collector :
Switch Port Management :

Module Settings

NetMRI :
License Expires :

Disabled
Disabled
Enabled

Enabled
2020-10-27

User Admin 4
Setup 4
Issue Analysis 4
Notifications 4

General Settings -

[=] Advanced Settings

[E] Authentication Services
=] Auto Update

[=) Banner Logo

[E) Custom Fields

E License Management

=JPain
E Update History
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5. Select the ‘CA Certificate’ tab.

Security

. - : User Admin +
NetMRI HTTPS Settings H SSH Settings | SNMP Settings { CA Certificates

Setup +

This form is used to manage the NetMRI HTTP and HTTPS settings Issue Analysis +

Enable HTTP for the NetMRI interface Notifications +

Enable HTTPS for the NetMRI interface

General Settings

— HTTPS Cipher Suite — HTTPS Certificate Advanced Setiings
Select one or more ciphers to be used by HTTPS Issued To Aulhenticaﬂon SEkes
r [=] Auto Update
{ECDHE-RSA-AES256-GCM-SHA384 - .
Common Name (CN): NetMRI-VM-73BB-249D5 =
[ECDHE-ECDSA-AES56-GCM-SHA384 (cn) & Banner Logo
[ECDHE-RSA-AES256-SHA384 Organization (0):  NetMRI Erim A=
s gt = y .
ECDHEECDSAAE '56-SHA384 Organization Unit{OU) icense Managemen
'ECDHE-RSA-AES256-SHA [Z] Shutdown Server
[ECDHE ECDSA-AES2S6.SHA Issued By
ngEDSSS”‘;EEZSg:EGCM g:ﬁg‘;‘ Common Name (CN): NetMRI-VM-73BB-249D5 Path Analysis
e S R o : =] Update History
DH-RSA-AES256-GCM-SHA384 Organization (0):  NetMRI =
| 2 S e Organization Unit(OU):
Validity
e Issued On: 2020-08-28 21:15:19
\DH-DSS-AES256-SHA256
DHE-RSA-AES256-SHA Expires On: 2030-08-26 21:15:19
DHE-DSS-AES256-SHA m———= ——
DH-RSA-AES256-sHA [ Ugled.. |
DHEDSS-AESIBSHA s
'DHE-RSA-CAMELLIA256-SHA
NHE-NSS.CAMELLIAZRR-SHA L
Database Settings +

https://10.0.4.100/webui/settinas/securitvi#
6. Select the ‘Import’ button to import the certificates.

Security
User Admin oo
\ NetMRI HTTPS Settings H SSH Setiings | SNMP Setings H CA Certificates ‘
Setup +
Search... A
[search.. | WP T | e anarsi -
Valid From i i i Notifications +

General Settings -

=] Advanced Settings

(=] Authentication Services
[=) Auto Update

[=] Banner Logo

[Z Custom Fields

E License Management
[E) Shutdown Server

[=] Path Analysis

=] Update History

Updated at 2020-09-09 14:10:44 Database Settings +

|4 4 [Pagel 1ofl| b Pl | Nodatato display
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7. Input the root certificate. Type the certificate name and then browse for the file on your computer. The

certificate name is only local to NetMRI. Click Import.

Security

Import

certificate

Certificate Nmﬂ" ib-example-root )

File toimport: | G | Browse...

This import allows for a .PEM file containing a certification authority
1

8. Here is an example of the root certificate.

Name Size Modified -

db 27 Aug
@ private 27 Aug
=/ 0B.pem 6.3kB 27 Aug

! rookca-ib.crt 1.7kB 27 Aug
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9. Once you have selected the proper certificate file from your hard drive, click import.

Import

This import allows for a .PEM file containing a cerification authority
certificate

Certficate Name: | ib-example-root |

File to import: |C:\I‘akepath‘.mm-ca-ibj|[ Browse... ]
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10. Add the issuing certificate.

Security

Import

This import allows for a .PEM file containing a certification authority
certificate

Certificate Name: | ib-example-issuing| |

File toimport: | || Browse.. |

11. Select the certificate.

Name Size |
@ private :
= 0C.pem 6.1kB
= 0B.pem 7.0kB
= DA.pem 6.1kB |
=| issuing-ca-ib.crt 6.3kB |
= issuing-ca-ib.csr 1.5kB
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12. Once you have selected the proper certificate file from your hard drive, click import.

User Admin
Setup
Issue Analysis

+ + o+ |+

Notifications

General Settings
Advanced Seftings
[E] Authentication Services
[E] Auto Update
[£] Banner Logo
[E] Custom Fields
mm:ﬂ allows for a .PEM file containing a certification authority (=] License Management
Certificate Name: | ib-example-issuing o] o e
File to import: C:\fakepath\issuing-ca ‘ Browse... [E] Path Analysis
[E) Undate History

Database Settings 3

© 2020 Infoblox. Inc. All riahts reserved

13. Repeat steps 10-12 for each certificate in your CA chain for your users and the OCSP Responder if
they are different CA infrastructures.

14. Click on the Authentication Services tab where you will to add the OCSP responder.
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javascript:showSettingsContent('/webui/settings/authentication’, "Authentication Services', this)

Subject

| NetRIHTTPS Setiings | SSH Settings | SNMP Setings | cAcCertificates |
Search...
Actions ssuer Valid From
a ib-example-iss... /C=US/0=IB Example/OU=IB Example Root C... Thu Aug 27 2020 22:27:45... SunAug 25 2030 22:27:45...
a ib-example-root  /C=US/0=IB Example/OU=IB Example Root C... Thu Aug 27 2020 21:57:17... SunAug 25 2030 21.57:17..
1
4 4 |Page 1ofl| b b| | Displaying1-2of2

Updated at 2020-09-09 14:12:31

a4 dZ

User Admin
Setup

Issue Anal

/C=US/0=IB Example/OU=1B

JC=US/0=IB Example/OU=1B

L3

Notifications

‘General Settings -

dvanced Seitings
Ereremon o>
o Update
Banner Logo
Custom Fields
License Management
Shutdown Server
ath Analysis
Update History

Database Settings +

Infoblox Deployment Guide - NetMRI Certificate Authentication with CAC and PIV (November 2020)



15. Click on the ‘Details’ tab. Add the name of the OCSP responder. On the ‘Service Type’ drop down
menu, select ‘OCSP’. Ensure the ‘Disable Service’ check box is checked.

Add Authentication Service B

Details Senvers Remaote Groups

MName: |B-Example-OCSP
Description:
Priority: 1 % Timeout (sec): 5
Service Type: Active Directory ¥
Service Specific I Active Directory
AD Domain: LDAP
RADIUS [
TACACS+
SAML

Disable service
[ | Disable authorization

@ The authentication senvice is not yet saved.
Click on "Save’ button to enable Servers and Remote Groups management.

gat Save Close
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16. Click ‘Save’.

Add Authentication Service

Details Servers

Mame:

Description:

Priority
Service Type:

Remote Groups

IB-Example-OCSP

ﬁ Timeout (sec): 2

0CSP v

Service Specific Information

Disable service

Disable authorization

ﬁ The authentication service is not yet saved.
Click on "Save' button to enable Servers and Remote Groups management.
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17. Click on the ‘Servers’ tab and then click on the ‘+’ button to add the server.

Edit Authentication Service: IB-Example-OCSP

Deetails SEervers Remaote Groups

Search...

Host ! IP Port | Certificate

Actions

[4 4 | Page lofl| # #| | Nodatatodisplay Updated at 2020-09-09 14:14:08

18. Enter the IP address of the OCSP responder, issuing certificate, and port number that is used to
communicate with the OCSP responder. Ensure the ‘Disable server’ check box is unchecked. Click
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‘Save’.

Add OCSP responder

Host/IP address:  10.0.2.71 Priority:

Certificate: ib-example-issuing ﬂ Port:

(| Disable server
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19. Add another OCSP server entry to add the root certificate. Ensure the ‘Disable server’ check box is
checked to allow the certificate chains to form properly when both OCSP entries are entered.

Add OCSP responder

Host/IP address:  10.0.2 Priority:

Certificate: ib-example-root

1 Disable server

20. Repeat step 19 for each certificate in your OCSP Responder chain that did not issue the actual
responder’s certificate.
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21. In addition, enable the service from the ‘Details’ tab by unchecking the ‘Disable service’ check box.
Edit Authentication Service: IB-Example-OCSP E

Details SEVers Remote Groups

Name: |B-Example-OCSP

Description:

Priority ﬁ Timeout (sec): 5]
Service Type: OCSP E|

Service Specific Information

[ | Disablg service

able authorization

Test Save Close
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22. Click ‘Save’.

Edit Authentication Service: IB-Example-OCSP

Details SEervers Remaote Groups

MName: |B-Example-OCSP

Description:

Priority 3 Timeout (sec):

Service Type: QCsP 3

Service Specific Information

[ | Disable service

Disable authorization

Network Explorer | Config Management  Reports

Overal Scare History

Alule
Select Device Group [»|®]
Search.

£ Network Management (1)
5 Network wio SNWP ()

Views Kmels\l)swary-’:‘
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24. To ensure proper OCSP responder performance, reboot the NetMRI instance or appliance. After
reboot is completed. Point your browser to the IP address or FQDN (fully qualified domain name). You
should get a prompt to select the certificate. Select the certificate and click ‘OK’.

& S5 X @ 1004100
Select a certificate %
Select a certificate to authenticate yourself to 10.0.4.100:443

Subject Issuer Serial

testuser 1B Example Issuinc  0C

Certificate information Cancel “
|

Q_ Search Google or type a URL 4

4 & - - o
< < * e L

25. You should now get the NetMRI login screen. The username should be filled in for you and you will
need to provide the user’s password and click ‘OK. If everything is configured correctly, the login
should work.

Infoblox NetMRI
User Login

Username:  testuse

Password:
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