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IPvé6 Planning

The astronomically larger address space available in IPvé gives network administrators a new flexibility in
defining address plans that are both logical and practical. But in order to create an effective IPvé6 addressing
plan, network administrators will benefit from new best practices that more efficiently manage the
unprecedented abundance of bits available in IPv6 address allocations. Here are eight concepts or
fundamentals that should be considered.

Planning with Abundance

Because of the virtually inexhaustible supply of IPvé address space, subnets are no longer sized according
to how many hosts are expected per segment or broadcast domain. Instead, the standard IPvé address plan
uses a one-size-fits-all subnet (the /64, as noted below) and a large enough primary allocation from your ISP
or RIR (regional internet registries) to provide sufficient subnets.

Efficiency in IPv6 addressing becomes about readability and consistency rather than address conservation.

Standard Subnet Size

In IPvé addressing, a /64 (1.8 x 10 host addresses) is the standard subnet size for addressing interfaces.
Allocating and deploying smaller subnets--i.e. more than 64 bits--is not recommended (with the exception
of point-to-point links noted below).

Point-to-point Links

The exception to the /64 standard are subnets used for point-to-point links. Current best practice
(RFC6164) dictates that these links should use a /127 (though the use of a /126 subnet or a /64 exist in
some real-world deployments). For address plan consistency, every point-to-point link can be allocated a
/64 configured with a single /127 from that allocation. /128 loopback addresses can all be assigned from the
first /64 of the /48 reserved for infrastructure. (Alternatively, all point-to-point subnets could be allocated
from one /64 per routing area).

Standard Site Allocation

The standard per-site allocation provided to an organization is typically a /48. If you have more than one
site you'll need a larger allocation--e.g., /44 for up to 16 sites, /40 for up to 256 sites, /36 for up to 4,096
sites, and /32 for up to 65,536 sites.

Pl vs. PA

IPv6 allocations from IP transit providers or ISPs are referred to as Provider Aggregatable (or PA)
allocations. These allocations are usually tied to the duration of the contract for IPvé connectivity.
Alternatively, IPvé allocations from the Regional Internet Registries (or RIRs) are Provider Independent (or
Pl) allocations and are considered permanent. Both types are globally registered and globally routable. In
general, multi-homed networks connected to multiple ISPs or transit providers require Pl allocations.
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Making your Address Plan Readable

Groups of IPvé6 subnet assignments broken out from the primary allocation are often restricted to multiples
of four bits -e.g., /36, /44, /48, /52, /56, /60. While this method reduces the overall granularity available to
the address plan, it improves network prefix readability (see inset). With each group of subnets aligning
with a hexadecimal digit (or nibble)in the network prefix, the resulting readability can make geographic and
functional significance more immediately decipherable. This can improve operational efficiencies.

Subnet bits a multiple of four Subnet bits not a multiple of four
Prefix: 2001:dbB:abcd:: /48 Prefix: 2001:db8:abcd:: /49

Range: Range:

2001:db8:abcd: 0000:0000:0000:0000:0000 to 2001:db8:abcd: 0000: 0000: 0000: 00000000 to
2001:dbB:abcd: ffff:ffff: Ffff: ffff: FFFf 2001:db8:abcd: 7fff:ffff:ffff:fiff:ffff

Location and Function Assignments

The abundance of addresses in an IPvé6 allocation provides the opportunity to efficiently assign groups of
networks based on geographical and functional requirements (see inset for an example). Such assignments
allow for potentially more efficient and effective routing and firewall policies. Further, it is possible to
encode existing IPv4 addresses into IPvé addresses if consistency is desired between address families
during the initial stages of IPv6é adoption (though it is generally recommended that this technique be used
only temporarily as it may interfere with the ultimate efficiency and scalability of the IPvé address plan).

Host Address Assignment

Three primary mechanisms exist for addressing hosts with IPvé. They are Stateless Address Auto
Configuration (SLAAC), Dynamic Host Control Protocol for IPvé6 (DHCPvé), and static addressing. In most
production deployments, compliance and security requirements may make the use of SLAAC undesirable
and compel the use of DHCPvé for hosts (network infrastructure and servers will most likely use static
assignments).

Function (16 functions per location)
2001:db8:abodx[0-f] xx::/ 56

2001 :db8:abecd:LFXX::/ 48 Interface subnets

(256 per function per location)
2001 :db8:abod:x[0-f] [0-f]:2 64
Locations (16 sites)
2001 :db8:abodx[0-f] »xx:f 52
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Deployment Instructions

Grid Communication

The LAN1 port can be configured with an IPvé address by using the ‘set network’command and then

following the prompts.

Infoblox >

Infoblox > set network

OTICE: All HA configuration is performed from the GUI. This interface is
used only to configure a standalone node or to join a Grid.

Enter IP address: fdH6:16881:1681:1::54

ABNING: local IPv6 unicast address.

Enter IPu6 Prefix Length [Default: nonel: 64

Enter IPvb gateway [Default: nonel: fdBH:1AH1:18BH1:1::51
Enter ULAN tag [Default: Untagged]l:

onfigqure IPuv4 network =zettings? (y or nl: n

Become grid member? (y or nl): n

New Network Settings:
IPvb6 address: fdAA:16881:1881:1: :58-64
IPvb Gateway address: fdHB:1HH1:18H1:1::51
IPuvb ULAN tag: Untagged

0ld IPv4 Network Settings:
IPv4 address: 192 .168.1.2
IPv4 Netmask: 255.255.255.8
IPv4 Gateway address: 192.168.1.1
IPv4 ULAN tag: Untagged
Iz this correct? (y or nl): y

To add a LAN2 port and/or MGMT port, from the GUI, follow these steps:
1. Navigate to Grid— Grid Manager — Members.
2. Click on the member that needs IPvé interfaces. Click on the Edit button.
3. Within the Grid Member Properties Editor, click on the Network tab.
4. Scroll down to Additional Ports and Addresses.
5. Click on the down arrow next to the ‘+' button and select either LAN2 (IPv6) or MGMT (IPvé).

6. Enter the Address, Subnet Mask, and Gateway information.
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7. Optionally, add a VLAN tag. Click Save and Close.

nios-gm.ipv6 (Grid Member Properties Editor)

& Toggle Basic Mode Basic Advanced

General
CSP Config
Enable port redundancy on LAN1T/LAN2

1 .. . Use LAN1 when available
Anycast

Security
ADDITIONAL PORTS AND ADDRESSES
DNS Resolver

[ Interface Address

Monitoring

Syslog Backup MGMT (IPv6) 00:1001:1001:3::100
SNMP

]  LANZ (IPve) 1d00:1001:1001:2::100

SMNMP Threshold

Mot

Email
Extensible Attributes

Permissions

Cance

viwi2GElcucNgvw/WHd82/WHd82#

D Enable default route redundancy on LAN1/LAN2

+-1®
Subnet Mask (IPvd) or ... Gateway VLAN Tag Port Settings
64 fd00:1001:1001:3::250 Automatic
64 fd00:1001:1001:2::250 Automatic

Save & Close

SSH communication to the Infoblox member can be done using IPvé6 address, hostname entry, or DNS

FQDN. Below is a screenshot of SSH communication to an Infoblox member using either the IPvé address

or the hostname that is in the host file.

I+1 infoblox@ubu-ipve: ~

#

fdee:1001:1001:1: : 5€ os-gm.ipve

@
S

Disconnect NOW if
admin@fdee:1001:1001:1::50"'s password:

Infoblox N
Copyright (c) 1999-2¢

ssh admin@fdee:1001:1001:1::50

ou have not been expressly authorized to use thi

Release 8.5.2-409296 (64bit)
Infoblox Inc. ALl Rights Reserved.

type 'help' for more information

Infoblox > exit
Connection to fdoc 1001:1 0 closed.

g admin@nios-gm.ipvé

Disconnect NOW if

admin@nios-gm.ipv6 password:

Infoblox NIOS Release 8.5.2-409296 (64bit)
Copyright (c) 1999-2020 Infeblex Inc. ALl Rights Reserved.

type 'help' for more infeormation

ou have not been expressly authorized to use thi
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IPAM

Note: Extensible attributes are supported in IPv4 and IPvé6 setups.

Add an IPvé6 Network.
1. Navigate to Data Management — IPAM.

Infoblox :E: Dashboards ~ Data Management Smart Folders Reporting Grid Administration

DHGP  DNS  File Distribution

™ default  network view | Toolbar » @
» «
Add -
Quick Fitter | None v| | Bl Feron Show Fiter 2= Toggle fiat view +
+- BEEr- Goto | o
= B mment iizaon  Discovery Engine | Discovere iscovered VLA...  Assign ssign a
= Network ca IPAM Utiization  Discovery Engine | D d.. D VLA Assigned VLAN... Assigned VLAN... VRF N
Q, vDiscovery o
Q_ Discovery B
B3 Clear .

' Restart Senvices

X csvimport
45 CSV Job Manager

# IDN Converter

(5]

2. Click on the ‘+’ button drop-down arrow and select IPvé Network.

Infoblox :5: Dashboards Data Management Smart Folders Reporting Grid Administration 5 admin
File Distribution
® default  Neworkview | Toolbar » @
» «
Add o
Quick Filler  None v| | Erteron Show Fiter "= Toggle fia view +
Fae B - ot e
B 1Pv4 Network Comment IPAM Utilization  Discovery Engine  Discovered ... Discovered VLA... Assigned VLAN... Assigned VLAN... VRF Na
1PVB Network B
No
Q, vDiscovery .
Q, Discovery o
B Clear -

& Restart Services

& csv import
4 CSV Job Manager

2 DN Converter

https://ds-gm-a.ipv6/ui/mFW o02PQqgdP-RSDhpyhZHg/mFWed/Dh
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3. Click Next if you just want to add a network. Otherwise, you can create a container. For example if
you wish to subnet a network like FD00:1001:1001:1::/64, you would create a container with this
prefix and then subsequently click into the container and add subnetted networks. Click Next.

Add IPv6 Network Wizard = Step 1 of 7 a

e

@ Add Network &
® Manually

O Using a network template

(O Add Network Container

Cancel | Previous | Mext Schedule for Later Save & Close -

4. For the netmask, slide the circle either way to define the netmask. Click on the left hand ‘+’ button
to add a network. Click on the check box to automatically create a reverse-mapping zone.

Add IPv6 Network Wizard > Step 2 of 7 a
(7}
&«
0 i a2 48 64 80 9 112 12
(AR R R RN R R
«
“Networks
‘ + +
1Pv6 Prefix MNone v u
Add Cancel
[F] Network

[ fdo0:1001:1001:1::

Comment

Automafically Create Reverse-Mapping Zone

[ Disable for DHCP

Cancel Previous Nesxt Schedule for Later Save & Close -
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5. Click on the ‘+’ button to add the Grid member that will service this IPvé address.

Add IPv6 Network Wizard > Step 3 of 7 [ %]

e

Members + «
] Name IPv4 Address IPvE Address ‘Comment

D dns-memberlo... 10.61.66.102 fd00:1001:1001:1::1002

Cancel Previous Mext Schedule for Later Save & Close -

6. Click Save and Close.

Q Search admin  +|

Infoblox :E: Dashboards Data Management Smart Folders Reporting Grid Administration
VLANs Super Host DHCP DNS File Distribution
= default  neworkview | Toolbar » @
» «
Add -
Quick Filter | None v | EJrieron Show Fiter "= Toggle flat view +
+ - B - Go to | 6o
A = Network - Comment IPAM Utilization Discovery Engine ~ Discovered ... Discovered VLA... Assigned VLAN... Assigned VLAN... VAF Na
| = iy 1d00:1001:1001:1:/64 None
Q, vDiscovery o
Q, Discovery =
B clear B
(@ Restart Services
X csVimport
# GSV Job Manager
2 DN Converter
el
| R

DNS

With the advent of RFC 1886, the DNS protocol is set up to handle IPvé addresses. A new type of A record
was created to handle the 128 bits in an IPvé6 address. Itis called a ‘AAAA record and IPvé reverse mapping

domain called ipé.arpa
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IPvé6 Specific Records

Here is how you create an AAAA record:

1. Navigate to Data Management — DNS — Zones

Infoblox :s: Dashboards Data Management Smart Folders Grid Administration Q Search  admin
IPAM VLANSs Super Host DHCP File Distribution
; Zones Members Name Server Groups Shared Record Groups Response Policy Zones SUB Toolbar » 2
default P + A ¥
Quick Filter  None v ‘ ﬂ Filter On Show Filter  *3= Toggle flat view

| | ZlT- LB Goto Go i
D = Name « Grid Primary Se... Type Comment Multi-master Zone  Monitor
D ipvé nios-gm.ipvé Authoritative No Not Mor
] 0.0.127.in-addr... Auto-created No Not Mor
E 1.0.0.0.0.0.0.0.... Auto-created No Not Mor
D = 1.0.0.0.1.0.0.1....  nios-gm.ipv6é Authoritative No Not Mor

#% Scavenge Records |+

| & T

= Manaae Dvnamic

2. Clickonthe zone. Inthis caseitisipvé.

|r|f0b|0x :E: DEE] W LETGES Data Management Smart Folders Grid Administration
IPAM VLANs Super Host DHCP File Distribution

= Zones Members Name Server Groups Shared Record Groups Response Policy Zones Su
>

default

IpV6 Authoritative Zone g 4

Records Subzones
Quick Filter None v ‘ [oill Filter On Show Filter "= Toggle flat view
&+ - | | AR Goto Go

D = Name = Type Data Record Source Principe
Retry 3600
Expire 2419200 I
Negative Caching TTL 900
B = NS Record nios-gm.ipv6 System
| o
[ )

[0} Search

Toolbar

o Add

| Copy Records
BB View Statistics

Hostname
Compliance

2% Scavenge Records

5= Manaae Dvnamic

admin

»

«
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3. Click onthe ‘+ button and navigate to Record — AAAA Record.

Dashboards Data

Infoblox &

Management Smart Folders Grid

Super Host DHCP

Shared Record Groups

Administration

File Distribution

Response Policy Zones

Q Search

SUB Toolbar

IPAM VLANs
= Zones Membe
> A Record
default AAAA Record
|pV6 Authoritative Z Alias Record
Records Subzon CAA Record

o Add -

CNAME Record

Quick Filter None DNAME Becord On Show Filter *i= Toggle flat view
MX Record
+ | | v | o Go to
NAPTR Record
Host 4 NS Record Data Record Source
Record 3 Retry 3600
PTR Record Expire 2419200
Shared Record p ! )
SRV Record Negative Caching TTL 900
B = TLSA Record nios-gm.ipvé System
TXT Record

|
L= Unknown Record
https://nios-gm.ipv6/ui/Kx3ljQDumFAH4Wa6qZGEOA/KX395/AKx4d#

Go

|§ Copy Records

Principe
BB view Statistics

I Hostname
Compliance

t?, Scavenge Records -

5= Manaae Dvnamic

zone. Input the IP address or click on the Next Available IP button and select the next IP.

Click Save and Close

Add AAAA Record > Step 1 of 3

Name | host2 ipvé Select Zone Clear
DNS View default
Host Name Policy Allow Underscore
*IP Address fd00:1001:1001:1::2 Next Available IP Clear
Comment
Create associated PTR record
[[] Disable
Cancel Mext

Schedule for Later Save & Close

admin

»

-

(%}
«

Input the Name. If you have multiple zones, then click on the Select Zone button and select the
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Create an Alias Record

1. Navigate to Data Management — DNS — Zones

» @
«

Infoblox :E: Dashboards Data Management Smart Folders Grid Administration Q Search admin =
IPAM VLANs Super Host DHCP File Distribution
; Zones Members Name Server Groups Shared Record Groups Response Policy Zones SUB el
default p & Add S
Quick Filter| None v | m Filter On Show Filter  *i= Toggle flat view

K RAcAR RAlF T~ Goto Go i
D = Name « Grid Primary Se... Type Comment Multi-master Zone Monitor
D = ipvé nios-gm.ipvé Authoritative No Not Mor
F 0.0.127.in-addr... Auto-created No Not Mor
(& 1.0.0.0.0.0.0.0.... Auto-created No Not Mor
D = 1.0.0.0.1.0.0.1.... nios-gm.ipv6 Authoritative No Not Mor

#% Scavenge Records =

| & g

£= Manaage Dvnamic

2. Clickonthe zone. Inthis caseitis [Pvé.

Infoblox :E: Dashboards Data Management Smart Folders Grid Administration Q Seach admin  w
IPAM VLANs Super Host DHCP File Distribution
; Zones Members Name Server Groups Shared Record Groups Response Policy Zones SUB Jocibay
default + Add M

IpV6 Authoritative Zone & #°

Records Subzones
Quick Filter None v ‘ m Filter On Show Filter  *3= Toggle flat view
- | \ -l B Goto Go
§ Copy Records
D Name = Type Data Record Source Principe L.
BB View Statistics
Retry 3600
Expire 2419200 I Hostname
Negative Caching TTL 900 Compliance
B = NS Record nios-gm.ipvé System &% Scavenge Records |+
| & .

£= Manaae Dvnamic
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3. Click onthe '+’ button and navigate to Record — Alias Record.

Infoblox :E: Dashboards Data Management Smart Folders Grid Administration Search admin =
IPAM ribution
; Zones Members Name Server Groups Shared Record Groups Response Policy Zones Subscriber Services Deployment Blacklist Hulesm Toolbar » g
default + Aad N
ipv6  Authoritative Zone g 4 3
Records Subzones & Edt
i Delete -
Quick Filter  None v ‘ m Filter On Show Fiter  *5= Toggle flat view k
+-@lE-12-18 Goto Go
Copy Records
Host 3 Data Record Source Principal Protected Comment L.
ARecord i BB view Statisiics
Record b Aecord Expire 2419200
AAAA Recol
Shared Record b Negative Caching TTL 900 Hnstna_me
Alias Record Compliance
M = nios-gm.ipvé System Auto-created b..
CAA Record £ Scavenge Records  w
| = alias-1 CNAME Record host1 ipvé Static No
A = host1 DNAME Record 1d00:1001:1001:1::1 Static No —
&= Manage Dynamic
o MX Record Update Groups
| = host2 d00:1001:1001:1::2 Static No
NAPTR Record o DNSSEG .
D = ipversiong NS Regord ipve Static No
D = mail-serv( PTR Record Preference 10 Static No f Configure Active
Mail Exchanger ipv6 Directory
SRV Record
B\ = nios-gm TLSA Record d00:1001:1001:1::50 System No Auto-created b.
= Grid DNS
TXT Record Properties
~
| { =7 Linknmam Rannrd

https://nios-gm.ipv6/ui/Kx3lQDUMFAHAWa6GZGE0A/KX395/AKxAdH C' Restarl Services

4. Enter the name of the alias, target, and the record type of AAAA Alias.

5. Click on Save and Close.

Add Alias Record > Step 1 of 3 a
e
«

Name ||.i\lias-2 | ipvé Select Zone Clear

DNS View default

*Target | host2.ipvé |

*Record Type AAAA Alias v

Comment

Disable O

Cancel Next Schedule for Later Save & Close =
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Create a Host Record

1. Navigate to Data Management — DNS — Zones

Infoblox &

Dashboards Data Management Smart Folders Grid Administration

IPAM VLANs Super Host DHCP File Distribution

> Zones Members Name Server Groups Shared Record Groups Response Policy Zones SUB
default P -+
Quick Filter None v | [} Filter On Show Filter  *i= Toggle flat view

j+,} | -|_‘_';.|B Go to Go
D Name « Grid Primary Se... Type Comment Multi-master Zone Monitor
[ ipv6 nios-gm.ipvé Authoritative No Not Mor
El 0.0.127.in-addr... Auto-created No Not Mor
[ 1.0.0.0.0.0.0.0.... Auto-created No Not Mor
D = 1.0.0.0.1.0.0.1....  nios-gm.ipv6 Authoritative No Not Mor
&

2. Clickonthe zone. Inthiscaseitis [Pvé.

Infoblox :s: Dashboards Data Management Smart Folders Grid Administration
IPAM VLANs Super Host DHCP File Distribution
; Zones Members Name Server Groups Shared Record Groups Response Policy Zones SUD
default
IpVG Authoritative Zone & 4
Records Subzones
Quick Filter| None v ‘ [ Filter On Show Filter "= Toggle flat view
&+ - | | B Goto Go
D = Name « Type Data Record Source Principe
Retry 3600
Expire 2419200 I
Negative Caching TTL 900
B = NS Record nios-gm.ipvé System
| £
K

admin

Q Search

Toolbar

o Add

» ©
«

2% Scavenge Records

5= Manaae Dvnamic

admin

[o} Search

L4

Toolbar

o Add

|l Copy Records
BB View Statistics

Hostname
Compliance

% Scavenge Records

-

8= Manaae Dvnamic

Grid and Services Deployment on IPvé-only Network and Migration from Existing IPv4 Networks (October, 2023)

14



3. Click onthe '+ button and navigate to Record — Host Record.

Infoblox

Dashboards Data Management ‘Smart Folders Grid Administration

ribution

;’ Zones Members Name Server Groups Shared Record Groups Response Policy Zones Subscriber Services Deployment Blacklist Hu\esm ERlLT
defaull + Add
iva Authoritative Zone g #* )
Edit
Recods  Subzones @ &
@ Delete
Quick Filter| None v| | [gg Fiteron ShowFiter "= Toggle flat view [
-z @F- -8 Golo Go
Copy Records
Host 3 Host Data Record Source Principal Protected Comment L.
Record N BB View Statistics
ecor
nios-gm.ipvé System Aulo-crealed b.
Shared Record Bulk Host som.p ¥s! v| ggz’;?;”"ie
| = alias-1 AAAA Allas host1.ipvé Static Mo
&% Scavenge Records
D = alias-2 AAAA Alias host2.ipvé Static No
| = host AAAA Record d00:1001:1001:1:11 Static Mo —
&= Manage Dynamic
Update Gi
B = host2 AAAARecord  fd00:1001:1001:1:2 Static No puate Groups
0 DNssEC
D = ipversion6 CNAME Record ipvé Static No
D = mail-server MX Record Preference 10 Static No f Configure Active
Mail Exchanger ipvé Directory
| = nios-gm AAAA Record d00:1001:1001:1::50 System Mo Auto-created b.
= Grid DNS
Properties
¥~

https://nios-gm.ipv6/ui/Kx31jQDUMFAHAWa6qZGEOA/KX395/AKx4d#

4. Enter the Name of the host record, click on Next Available IP address or Add Address to add the

IPvé6 address. Click Save and Close.

Add Host > Step 1 of 3

Name

Enable in DNS

Protected

Host Name Policy

IPv4 Addresses

IPvE Addresses

IP Address for
Extensible Attribute
Inheritance:

| HostRecord1 Ipvé Select Zone | | Clear
Resfrict DDNS updates to this Host

Allow Underscore

To update the host settings, first complete and save the Host configuration, and then update the setfings in the Host

editor.

[7] 1Pv4 Address MAC Address
No data

] 1Pv6 Address DUID

] fd00:1001:1001:1::3

fd00:1004:1001:1::3

x31jQDUMFAHAWa6ZGEOA/KX3I5/AKXAAH [ - | nax

DHCP

DHCP

Schedule for Later Save & Close «

(& Restart Services

+- |

+-

Add Address
Next Available IP Address

admin

» @

>

«
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DNS64

To support the increasing number of IPv6 and dual-stack networks, Infoblox DNS servers now support
DNS64, a mechanism that synthesizes AAAA records from A records when no AAAA records exist. When
you enable DNS64 on aninfoblox DNS server, it can operate with a third-party NAT64 device so IPvé6-only
nodes can communicate with IPv4-only nodes without any changes to either of the devices.

As illustrated in the following figure, when an IPvé-only host requests the AAAA record of an IPv4-only
server and none exists, a DNS64-enabled server can retrieve the A record of the IPv4 server and synthesize
an AAAA record. The IPv6-only host can then use the synthesized AAAA record, which contains the IPvé
proxy address for the IPv4 address in the original A record, to initiate communication with the IPv4 host.

IPvE Metwork IPv4 Metwork
IPvE Client DNS Server

/.-"--_ _--"\-._\
@ ® - { COTpXyZ.com :;
~3 N e

A Record

Synthesized 3 ®

AAAA Record !
Packet y ® 3 "; - > > e -—--.~__\
COrpXyz.com :;
N A

MATE4 Device mail.corpyyzcom
sernver

d ‘

Following are the steps illustrated in the above figure:

1. AnIPvé-only host sends a recursive query for the AAAA record of the IPv4 server
maill.corpxyz.com.

2. The Infoblox DNS server attempts to resolve the request for the AAAA record, and determines that
an AAAA record for maill.corpxyz.com does not exist. The DNS server then performs a query for
the A record of maill.corpxyz.com.

3. The DNS server creates a synthetic AAAA resource record from the information in the A record,
and returns the synthesized AAAA record to the requesting IPv6 host.

4. The host receives the synthetic AAAA record and sends a packet to the destination address
specified in the synthetic AAAA record. The packet is routed to the IPvé interface of the NAT64
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device, which translates the packet from IPvé to IPv4 and forwards it to the server,
maill.corpxyz.com.

Infoblox DNS servers can return synthesized AAAA records to both IPv4 and IPvé clients when the client
explicitly requests an AAAA record and none exists for the requested host. If a host has multiple A records,
the DNS server synthesizes an AAAA record for each A record. Infoblox DNS servers can also synthesize
records for reverse-mapping zones. When a DNS server receives a query for a PTR record in the IP6.ARPA
domain whose address matches a configured DNS64 prefix, the server synthesizes a CNAME record that
contains an IPv4 address derived from the IPv6 address in the query. The server then sends a query for the
PTR record so it can resolve the IPv4 address to the hostname.

For example, if a DNS server that is configured to synthesize records for the prefix 2001:db8::/96 receives a
query for the PTR record of 2001:db8::0102:0304, it synthesizes a CNAME record that contains the IPv4
address 4.3.2.1.in-addr.arpa. The server then resolves the PTR record of the IPv4 address
4.3.2.1.in-addr.arpa.

If the server obtains the PTR record, then it sends the synthesized CNAME record and the PTR record to
the client. If the zone exists, but there is no PTR record, then the server sends the synthesized CNAME
record only. If the zone does not exist, then the server responds with a SERVFAIL with no answers.

Additionally, Infoblox DNS servers can generate synthesized records for DNSSEC secure zones, but only for
non-DNSSEC clients. A DNS client or resolver includes the EDNS OPT pseudo-RR with the DO (DNSSEC
OK) bit set to indicate that they are requesting DNSSEC data. DNS servers can generate synthesized AAAA
records only when the request does not have the DO bit set. This ensures that DNSSEC clients receive only
valid responses.
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Configuring DNS64

1. Navigate to Data Management — DNS — DNS64 Groups. Click on the ‘+’ sign to add a DNSé64

Group.
Infoblox % Dashboards Data Management  Smart Folders Grid Administration QSearch  admin -
ot
IPAM VLANs Super Host DHCP File Distribution
;’ 4 Shared Record Groups Response Policy Zones Subscriber Services Deployment Blacklist Rulesets DNS64 Groups Query Monitoring Toolbar » 2
o+ Add -
Quick Filter| None v | m Filier On Show Filter
+ - | x-18 Go fo Go
[] Name - Prefix Comment Site
E= Manage Dynamic
[ default 64:ff8b::/96 Auto-created d... = Updal% GE,'EUDS
Q) DNSSEC -
& Import Zone
Configure Active
f Directory
= Giid DNS
Properties
 Restari Services
& CSVImport
5 CSV Job Manager
# DN Converter
|
[ 7]
4
2. Enter the name of the group, prefix, and comment. Click Save and Close.
DNS64 Synthesis Group > Step 1 of 3

“Name |fd0[) |
*Prefix |1d00:1001:1001:/48 |
Comment DMNSE4 group for fd00

[ Disabled

D Apply to queries requesting DNSSEC records

Cancel [ Pre Mext

Schedule for Later

Save & Close

-

«
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Setting DNS64 Group Properties
After you create a DNS64 synthesis group, you can specify the following:

e ThelPv4 and IPv6 DNS clients and networks to which the DNS server is allowed to send
synthesized AAAA records with the specified IPvé prefix.

e TheIPv4 addresses and networks for which the DNS server can synthesize AAAA records with the
specified prefix.

e |Pvé addresses or prefix ranges that cannot be used by IPvé only hosts, such as IP addresses in the
::ffff:0:0/96 network. When the DNS server retrieves an AAAA record that contains an IPvé
address that matches an excluded address, it does not return the AAAA record. Instead, it
synthesizes an AAAA record from the A record.

Note that a DNS server synthesizes the AAAA record of a host that has both A and AAAA records when all the IPvé
addresses in the AAAA records match the excluded addresses. If the host has multiple AAAA records and some of
them contain excluded IPvé addresses, then the server returns the remaining AAAA records.

Modifying DNS64 Group Properties
1. Navigate to Data Management — DNS — DNS64 Groups.

Infoblox 22 Dashboards Dala Management Smart Folders Grid Administration QSearch admin ¥
>

IPAM JHCI File Distribution

= 4 Name Server Groups Shared Record Groups Response Policy Zones Subscriber Services Deployment Blacklist Rulesets DNS64 Groups » Toolbar » 9
» «
& Add -
Quick Filter| None v | m Filter On Show Filter
+ - | -8 Go fo Go
[] Name - Prefix Comment Site
5= Manage Dynamic
|:| default 64:ff9b::/96 Auto-created d. = Update Groups
:1001:1 group f... -
d00 fd00:1001:100. DNS64 ] DNSSEC
X Import Zone
Configure Active
Directory
= Grid DNS
Properties
(¥ Restart Services
X CsV Import
#5 CSV Job Manager
# IDN Converter
|
[
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2. Click on the check box of the group that you want to modify.

Infoblox 3 Dashboards Data Management Smart Folders Grid Administration Q Search  admin

£

IPAM Super Host DHCP File Distribution

= E Name Server Groups Shared Record Groups Response Policy Zones Subscriber Services Deployment Blacklist Rulesets DNS6E4 Groups E Toolbar » 9
> «

&+ Add S

[# Edit
Quick Filter| None v ‘ 3 riteron Show Filter
M Delete -
- —— [B Extensible
+ @Iz L8 Gelo Go Attributes
[7] MName - Prefix Comment Site Shep e

§= Manage Dynamic

[7]  default 64:1f9D::/96 Auto-created d... Update Groups

[v] fd0O fd00:1001:100... ~ DNS64 group f... ODNSSEC

& Import Zone

,C Configure Active
Directory

i= Grid DNS
Properties
(@ Restart Services

. CSVImport
A CSVJob Manager

2 IDN Converter

3. Click onthe Edit icon.

fd00 (DNS64 Synthesis Group) a8

i ]2
o

Basic «

General
Extensible Attributes Name |Td00 |
Permissions “Prefix [100:1001:1001:/48 |

Comment DNSE4 group for fd00

[ Disabled

D Apply to queries requesting DNSSEC records

Perform DNS64 synthesis for these clients

(O Nene

() Named ACL Select Named ACL || Clea |

. Cntnf ACCe

Cancel

Save & Close ~
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4. Scrolling down the screen, you can perform DNS64 synthesis for specific clients based upon a
Named ACL or Set of ACEs.

fd00 (DNS64 Synthesis Group)

General Perform DNS64 synthesis for these clients
Extensible Attributes Q) None

Permissions (O Named ACL [ Select Named ACL || clear |

(@® Setol ACEs

+-Zl2@

[[] Permission | Type IPv4 Address

No data IPv4 Network

IPv6 Address
IPv6 Network

Any Address/Network

| cancel | Save & Close ~ |

httne:/ininc-am inua /i /K x3NONIMFAHAWARN7CGFAA /K x 305 /AK xdritt

Perform DNS64 synthesis for these clients: Specify IPv4 and IPvé6 hosts and networks to which Infoblox
DNS servers can send synthesized AAAA records. The default is to allow any IPv4 and IPvé6 address and
network.

Select one of the following:

e None: Select this if you do not want to define specific addresses or networks to which the appliance
sends synthesized AAAA records. When you select this, the appliance sends synthesized AAAA
records to all clients. This is selected by default.

e Named ACL: Select this and click Select Named ACL to select a named ACL. Grid Manager displays
the Named ACLs Selector. Select the named ACL you want to use. If you have only one named ACL,
Grid Manager automatically displays the named ACL. When you select this option, the appliance
sends synthesized AAAA records to the clients that have the Allow permission in the list. You can
click Clear to remove the selected named ACL.

e Set of ACEs: Select this to configure individual ACEs. Click the Add icon and select one of the
following from the drop-down list. Depending on the item you select, Grid Manager either adds a
row for the selected item or expands the panel so you can specify additional information about the
item you are adding, as follows.

o IPv4 Address and IPvé6 Address: Select this to add an IPv4 address or IPv6 address. Click the
Value field and enter the IP address. The Permission column displays Allow by default. You can
change it to Deny by clicking the field and selecting Deny from the drop-down list.
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e [IPv4 Network: Inthe Add IPv4 Network panel, complete the following, and then click Add to add

the network to the list:

o Address: Enter an IPv4 network address and either type a netmask or move the slider to the

desired netmask.

o Permission: Select Allow or Deny from the drop-down list.

e [Pv6 Network: Inthe Add IPv6 Network panel, complete the following, and then click Add to add

the network to the list:

o Address: Enter an IPv6 network address and select the netmask from the drop-down list.

o Permission: Select Allow or Deny from the drop-down list.

e Any Address/Network: Select this to allow or deny any IP addresses to which the appliance sends

synthesized AAAA records

fd00 (DNS64 Synthesis Group)

Basic

@t

General Mapped IPv4 addresses
Extensible Attributes (O None
Permissions (O Named ACL

(@ Setof ACEs

[[] Permission | Type

No data

Cancel

Value

+- 1=

IPv4 Address

IPv4 Network

Any Address/Network

Save & Close -

Mapped IPv4 Addresses: Specify IPv4 addresses and networks for which the DNS server synthesizes
AAAA records. The default is to allow the DNS server to synthesize AAAA records for any IPv4 address in

any network. Select one of the following:

e None: Select this if you do not want to define specific IPv4 addresses or networks for which the
DNSserver synthesizes AAAA records. The appliance synthesizes AAAA records for all IPv4 clients.

This is selected by default.
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e Named ACL: Select this and click Select Named ACL to select a named ACL. Grid Manager displays
the Named ACLs Selector. Select the named ACL you want to use. If you have only one named ACL,
Grid Manager automatically displays the named ACL. When you select this option, the appliance
synthesizes AAAA records for the clients that have the Allow permission in the list. You can click
Clear to remove the selected named ACL.

e Set of ACEs: Select this to configure individual ACEs. Click the Add icon and select one of the
following from the drop-down list. Depending on the item you select, Grid Manager either adds a
row for the selected item or expands the panel so you can specify additional information about the
item you are adding, as follows.

e |Pv4 Address: Select this to add an IPv4 address. Click the Value field and enter the IP address. The
Permission column displays Allow by default. You can change it to Deny by clicking the field and
selecting Deny from the drop-down list.

e [IPv4 Network: In the Add IPv4 Network panel, complete the following, and then click Add to add
the network to the list:

o Address: Enter an IPv4 network address and either type a netmask or move the slider to the
desired netmask.

o Permission: Select Allow or Deny from the drop-down list.

e Any Address/Network: Select this to allow or deny any IPv4 addresses for which the appliance
synthesizes AAAA records. After you have added access control entries, you can do the following:

o Select the ACEs that you want to consolidate and put into a new named ACL. Click the Create
new named ACL icon and enter a name in the Convert to Named ACL dialog box. The appliance
creates a new named ACL and adds it to the Named ACL panel. Note that the ACEs you configured
for this operation stay intact.

o Reorder the list of ACEs using the up and down arrows next to the table.
o Select an ACE and click the Edit icon to modify the entry.

o Select an ACE and click the Delete icon to delete the entry. You can select multiple ACEs for
deletion.
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fd00 (DNS64 Synthesis Group)

-
5 e
Basic «
General Excluded IPv6 addresses
Extensible Attributes (O None
Permissions (O Named ACL Select Named ACL | | Clea |
(®) Setof ACEs
+-E 2
[[] Permission | Type Value IPv6 Address

Cancel

IPvE Network

Any Address/Network

Save & Close ~

Exclude IPv6 addresses: Specify IPvé addresses of AAAA records that the appliance treats as nonexistent.
The DNS server does not return the AAAA record of an address from this list. Instead, it synthesizes an
AAAA record from the A record.

None: Select this if you do not want to define specific IPvé addresses or networks of AAAA records
that the appliance treats as nonexistent. The appliance treats all IPvé addresses as nonexistent. This
is selected by default.

Named ACL: Select this and click Select Named ACL to select a named ACL. Grid Manager displays
the Named ACLs Selector. Select the named ACL you want to use. If you have only one named ACL,
Grid Manager automatically displays the named ACL. When you select this option, the appliance
synthesizes AAAA records from A records for the clients that have the Allow permission in the list.
You can click Clear to remove the selected named ACL.

Set of ACEs: Select this to configure individual ACEs. Click the Add icon and select one of the
following from the drop-down list. Depending on the item you select, Grid Manager either adds a
row for the selected item or expands the panel so you can specify additional information about the
item you are adding, as follows.

o IPv6 Address: Select this to add an IPvé address. Click the Value field and enter the IP address.
The Permission column displays Allow by default. You can change it to Deny by clicking the field
and selecting Deny from the drop-down list.

o IPv6 Network: In the Add IPv6 Network panel, complete the following, and then click Add to add
the network to the list:
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m Address: Enter an IPv6 network address and select the netmask from the drop-down list.
m Permission: Select Allow or Deny from the drop-down list.

o Any Address/Network: Select this to allow or deny any IP addresses of AAAA records that the
appliance treats as nonexistent.

e After you have added access control entries, you can do the following:

o Select the ACEs that you want to consolidate and put into a new named ACL. Click the Create
new named ACL icon and enter a name in the Convert to Named ACL dialog box. The appliance
creates a new named ACL and adds it to the Named ACL panel. Note that the ACEs you configure
for this operation stay intact.

o Reorder the list of ACEs using the up and down arrows next to the table.
o Select an ACE and click the Edit icon to modify the entry.

o Select an ACE and click the Delete icon to delete the entry. You can select multiple ACEs for
deletion.

e Click Save and Close.

Enabling DNS64
1. Navigate to Grid — Grid Manager — DNS.

Infoblox ::: Dashboards Data Management Smart Folders Grid Administration QSearch  admin
et

Grid Manager Upgrade

= |nfoblox Toalbar » @
> LsR «
= = &4 Add -
DHCP DNS TFTP HTTP (File Dist) FTP DFP NTP bloxTools Captive Portal Subscriber Collection
(@ Restart Services
Members Services
[ Edt -
DNs g &
Quick Filter None v ‘ m Filter On Show Filter Toggle Restart Groups View
*?) Backup =
= Restore -
[J Group Results Group By +
&, Download -
| -?- M B GOk Go £= Manage Dynamic
Update Groups
]| Name Service Stalus IPv4 Address GeolP Database Version EA Database Version Comment Site
2, Export -
£ @ riesn v [DNSSENERN B
&GSV Import

#5 CSV Job Manager

2 IDN Converter

(3
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2. Onthe Toolbar, click on Edit — Grid DNS Properties

*,

Infoblox Dashboards Data Management Smart Folders Grid Administration QSearch  admin
Grid Manager Upgrade Licenses HSM Group
= |nfoblox Toolbar » @
> LsR «
u = o Add o
DHCP DNS TFTP HTTP (File Disf) FTP DFP NTP bloxTools Captive Portal Subscriber Collection
(& Restart Services
Members Services
[ Edi B
.
DNS | & Grid DNS Properties
Quick Filter  None v | m Filter On Show Filler  Toggle Restart Groups View
Grid Properties
[ Group Results Group By N
& DOWmoaET v
| -8 Goto Go = Manage Dynamic
Update Groups
[7] Name Service Status IPv4 Address GeolP Database Version EA Database Version Comment Site
X Export -
O & riosompvs NS B Pnt
& CSVImport
#5 CSV Job Manager
2 IDN Converter
|
[ 57
3. Click on Toggle Advanced Mode if needed and then click on DNS64.
Infoblox (Grid DNS Properties)
© Toogle Basic Mode Basic (2]
&
General
Forwarders "] Enable DNS64
Updates Synthesis Groups
Queries
Name Comment
Zone Transfers
@ Root Name Servers
@ Sort List
@ Blackhole
@ Logging
@ Host Naming
® GSS-TSIG
o DNSSEC
@ Blacklist
» DNSB4
@ RRset Order
@ Restart
@ Security
@ DNS Scavenging
Cancal Save & Close ~
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4. Check the box to enable DNS64.
Infoblox (Grid DNS Properties)

O Toggle Basic Mode Basic

AD

General
Forwarders Enable DNS64

Updates Synthesis Groups

+| B

Queries
Zone Transfers [0 Name Comment
@ Root Name Servers No data

@ Sort List

@ Blackhole

@ Logging

@ Host Naming

@ GS5-TSIG

@ DNSSEC

@ Blacklist

@ DNSB4

@ RAset Order

@ Restart

@ Security

@ DNS Scavenging

| Cancel | Save &Close ~

5. Click on the ‘+’ sign to add the synthesis group.

Synthesis Group selector

m Filter On Show Filter e
&
Find | Go
Name - Comment Site
default Auto-created d...
fd00 DNSE4 group f...
Close OK |
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6. Click on the entry that was created then click Save and Close.

Infoblox (Grid DNS Properties)

O Toggle Basic Mode Basic
General
Forwarders Enable DNS64
Updates Synthesis Groups + |
Queries
] Name Gomment
Zong Transfers
@ Root Name Servers [ tdoo DNS64 group for fd00

@ Sort List

@ Blackhole

@ Logging

@ Host Naming
¢ GSS-TSIG

@ DNSSEC

@ Blacklist

@ DNSB4

@ RRset Order
@ Restart

@ Security

@ DNS Scavenging

Cancel

7. Click Restart.

Save & Close ~

Note: You can add individual access control entries (ACEs) or use a named access control list (ACL) to define these

clients.

Match Clients for DNS Views

When you configure a DNS view, you can create a Match Clients list to identify source IP addresses and
TSIG keys that are allowed or denied access to the DNS view. The NIOS appliance determines which hosts
can access a DNS view by matching the source IP address or TSIG key with its Match Clients list. After the
appliance determines that a host can access a DNS view, it checks the zone level settings to determine

whether it can provide the service that the host is requesting for that zone.
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Infoblox s

Finder

B3 Smart Folders
A Bookmarks
& Recycle Bin

| URL Links

default (DNS View)

O Toggle Basic Mode

General
Match Clients
Match Destinations
Forwarders
Queries

@ Updates

@ DNSSEC

® Sort List

@ Blacklist

o DNS64

@ RRset Order

® DNS Scavenging

@ Security
Extensible Atiribules

Permissions

Cancel

Dashboards

IPAM

Data Management

Super Host DHCP

Configuring Match Clients List for a DNS View.
1. Navigate to Data Management — DNS — Zones

Smart Folders Grid Administration Qsearch

File Distribution

Zones Members Name Server Groups Shared Record Groups Response Policy Zones Subscriber Serwcesiﬂ Toolbar
default P o+ Add
Quick Filter None v| | ElFiteron Show Filler  *3= Togale flat view
+ - -8 Goto Go
Al = Name .. Grid Primary Se... Type Comment Multi-master Zone = Menitored Since Las
A = ipve nios-gm.ipvé Authoritative No Not Monitored Not
W= 0.0.127 in-addr... Auto-created MNo Not Monitored Not
B = 1.0.0.00.000 Auto-created MNo Not Monitored Not
B = 1.0.0.01.004.... nios-gm.ipvé Authoritative No Not Monitored Not
& Scavenge Records
= Manage Dynamic
Update Groups
) DNSSEC
|
L ¥

a

Basic Advanced %
“DNS View default
Comment
Recursion Enable Recursion

Override
Inherited from Grid Infoblox

Disable m}

Disabling large amounts of data may take a longer time to execute.

Save & Close »

admin -

» @
«

2. Click on the Pencil to the right of the view name which is ‘default’ in this example.
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3. Click on Match Clients.

default (DNS View)

& Toggle Basic Mode Basic :

General
Match Clients
Match Clients

() None
Match Destinations () MNamed ACL Select Named ACL | | Clear |
Forwarders
() Setof ACEs
Queries
@ Updates + | : ‘
@ DNSSEC '
Sort List [[] Permission  Type Value IPv4 Address
*
@ Blacklist No dafa IPvd Network
® DNSG4 IPVE Address
@ RRset Order IPvE Network
@ DNS Scavenging TSIG Key
@ Security DNSone 2.x TSIG Key
Extensible Attributes Any Address/Network

Permissions

Cancel Save & Close -

4. None: Select this if you want to configure a Match Clients list. The appliance allows all clients to
access the DNS view. This is selected by default.

5. Named ACL: Select this and click Select Named ACL to select a named ACL. Grid Manager displays
the Named ACLs Selector. Select the named ACL you want to use. If you have only one named ACL,
Grid Manager automatically displays the named ACL. When you select this option, the appliance
allows access to the DNS view from the destination addresses that have the Allow permission in the
named ACL. You can click Clear to remove the selected named ACL.

6. Set of ACEs: Select this to configure individual ACEs. Click the Add icon and select one of the
following from the drop-down list. Depending on the item you select, Grid Manager either adds a
row for the selected item or expands the panel so you can specify additional information about the
item you are adding, as follows.

o IPv4 Address and IPv6 Address: Select this to add an IPv4 address or IPv6 address. Click the
Value field and enter the IP address. The Permission column displays Allow by default. You can
change it to Deny by clicking the field and selecting Deny from the drop-down list.

o IPv4 Network: In the Add IPv4 Network panel, complete the following, and then click Add to add
the network to the list:
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Address: Enter an IPv4 network address and either type a netmask or move the slider to
the desired netmask.

Permission: Select Allow or Deny from the drop-down list.

o IPv6 Network: In the Add IPv6 Network panel, complete the following, and then click Add to add
the network to the list:

Address: Enter an IPv6 network address and select the netmask from the drop-down list.

Permission: Select Allow or Deny from the drop-down list.

o TSIG Key: In the Add TSIG Key panel, complete the following, and then click Add to add the TSIG
key to the list:

Key name: Enter a meaningful name for the key, such as a zone name or the name of the
client or Grid member. This name must match the name of the same TSIG key on other name
servers.

Key Algorithm: Select either HMAC-MD5 or HMAC-SHA256.

Key Data: To use an existing TSIG key, type or paste the key in the Key Data field.
Alternatively, you can select the key algorithm, select the key length from the Generate Key
Data drop down list, and then click Generate Key Data to create a new key.

o DNSone 2.x TSIG Key: Select this when the other name server is a NIOS appliance running DNS
One 2.x code. The appliance automatically populates the value of the key in the Value field. The
Permission column displays Allow by default. You cannot change the default permission.

o Any Address/Network: Select this to allow or deny any IP addresses to access the DNS view.
After you have added access control entries, you can do the following:

Select the ACEs that you want to consolidate and put into a new named ACL. Click the
Create new named ACL icon and enter a name in the Convert to Named ACL dialog box. The
appliance creates a new named ACL and adds it to the Named ACL panel. Note that the
ACEs you configure for this operation stay intact.

Reorder the list of ACEs using the up and down arrows next to the table.
Select an ACE and click the Edit icon to modify the entry.

Select an ACE and click the Delete icon to delete the entry. You can select multiple ACEs for
deletion.

7. Click Save and Close.
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Enabling IPv6 Grid DNS Properties

You can enable the following properties that are relevant to IPvé: forwarders, updates, queries, zone
transfer, and blackhole.

1. Navigate to Grid — Grid Manager — DNS .

2. Inthetoolbar, use the Edit dropdown to select Grid DNS Properties.

Infoblox (Grid DNS Properties) Ba
© Toggle Basic Mode Basic Advanced (2]
General “
Forwarders Zone Defaults
= “Refresh Hours ~
Queries
Zone Transters “Retry Hours ~
® Root Name Servers
@ sort s Expire T
@ Blackhale “Detault TTL Hours v
@ Logging
® Host Naming “Negative-caching TTL Minutes ~
® GSS-TSIG
Email Address (for SOA |
® DNSSEG RNAME field)
® Blacklist
® DNS64
® RRset Order
@ Restart
@ Security
® DNS Scavenging
Gancel Save & Close -

3. Click on the Forwarders tab. Click on the ‘+’ button to add an IPvé address for the forwarder.

Infoblox (Grid DNS Properties) a

D Toggle Basic Mode Basic e
«

General
Forwarders FORWARDERS + | @

Updates Addresses

Queries

b

| d00:1001:1001:1::2000

Zone Transfers

»

@ Root Name Servers
@ Sort List

&

® Blackhole
@ Logging
@ Host Naming
@ GSS-TSIG
@ DNSSEC
[ Use Forwarders Only
& Blacklist
D Add client IP, MAC addresses, and DNS View name to outgoing recursive queries
@ DNSE4
D Copy client IP, MAC addresses, and DNS View name to ocutgoing recursive gueries
® RRset Order
@ Restart
@ Security

@ DNS Scavenging

Cancel Save & Close -
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4. Click onthe Updates tab. Click on Set of ACEs. Click on the ‘+’ button to add either an IPv6 address
or IPvé6 network.

Infoblox (Grid DNS Properties) [ x]
D Toggle Basic Mode Basic Advanced e
«
General
Allow updates from
Forwarders O None
Dpdaies () Named ACL r |
Queries
() Setof ACEs
Zone Transfers
® Root Name Servers o+ |2 &
@ Sori List -
]| Permission | Ty Value IPv4 Address
@ Blackhole B
IPv4 Network
® Logging No data
) IPvG Address
@ Host Naming
@ GSS-TSIG IPvE Network
® DNSSEC TSIG Key
® Blacklist Any Address/Network
@ DNSE4
@ RRset Order |
@ Restart
@ Security Allow GS5-TSIG signed updates
® DNS Scavenging GS5-TSIG has not been configured on any member of the grid. To allow GSS-TSIG-signed updates, configure GSS-TSIG using the GSS-
TSIG iab of the DNS Member Properties editor
Cancel | Save & Close ~

5. Click on the Queries tab. Enter a Resolver queries timeout value and under Allow Queries from,
click on Set of ACEs to add either an IPvé address or IPv6 network.

Infoblox (Grid DNS Properties)

@ Toggle Basic Mode Basic Advanced 0
«
General
Resolver queries 0 Seconds
Forwarders timeout
Updates
Queries Allow queries from
Zone Transfers
O Any
® Root Name Servers
(O Named ACL elect Named ACL | | ‘
® Sort List
@® Setof ACEs
® Blackhole
@ Logging
@ Host Naming o+ -
© GSSTSIG [[] Permission Type Value IPv4 Address
® DNSSEC No data Pv4 Network
@ Blacklist IPv6 Address
® DNS64 IPv6 Network
® RRset Order TSIG Key
® Restart Any Address/Network
@ Security

® DNS Scavenging

M Allow recursion

Cancel Save & Close ~
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6. Click onthe Zone Transfers tab. Click on Set of ACEs. Click on the ‘+’ button to add either an IPvé
address or IPvé network.

Infoblox (Grid DNS Properties)

@ Toggle Basic Mode Basic Advanced

General
Allow zone transfers to

Forwarders O None

e O Named ACL Select Named ACL | |
Queries

(@® Setof ACEs
Zone Transfers

@ Root Name Servers + |
-

@ Sort List
[F] Permission Type Value IPv4 Address

® Blackhole
IPv4 Network

® Logging No data

@ Host Naming

IPv6 Address

©GSSTSIG 1PV6 Network

® DNSSEC

TSIG Key

@ Blacklist DNSone 2.x TSIG Key

® DNS64 Any Address/Network

® RRset Order
@ Restart

® Securit,

y [] Add allowed IP addresses to also-notify
® DNS Scavenging

Cancel Save & Close ~

7. Click Save and Close.

Enabling IPv6 Grid DNS Member Properties
1. Navigate to Grid — Grid Manager — DNS.

2. Select a member to edit. Click on the Edit button.
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3. Based upon your configuration, enable the IPv6 box for LAN1, LAN2, and/or MGMT to ensure IPvé

communication.
ds-gm-a.localdomain (Member DNS Properties) B
© Toggle Basic Mode Basic Advanced e
«
General
DNS Interfaces: IPvd  IPv6
@ DNS Views LAN1
Forwarders LAN2Z
Updates MGMT
Queries
Zone Transfers LISTEN ON THESE ADDITIONAL IP ADDRESSES + |
@ Root Name Servers
[[] Address Interface VLAN Tag
& Sort List &
@ Blackhole Sk
w
@ Logging
@ Host Naming
@ GS5-TSIG
Send queries from | VIP interface e
@ DNSSEC
@ Blacklist Send notify messages and zone transfer requests from | VIP interface W
® DN564
® RRset Order Automatically create IPv4 glue A and PTR records for LAN2's address
@ Security
Permissions Automatically create IPv6 glue AAAA and PTR records for LANZ's address
Return minimal responses
Cancel Save & Close -

4. Optionally, you can edit Forwarder, Updates, Queries, Zone Transfers, and Blackhole in this section
if you choose for different settings from the Grid settings.

5. Click Save and Close.
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DHCP

NIOS appliances support DHCP for IPvé (DHCPvé), the protocol for providing DHCP services forlPvé
networks. The DHCPvé6 client-server model is similar to that of IPv4. DHCP clients and servers use a
reserved, link-scoped multicast address to exchange DHCP messages. When a DHCP client needs to send
messages to a DHCP server that is not attached to the same link, a DHCP relay agent can be used to relay
messages between the client and server. Each IPv6 DHCP server and client has a unique DHCP unique
identifier (DUID). DHCP servers use DUIDs to identify clients when providing configuration parameters,
and clients use DUIDs to identify the source of the DHCP messages from servers.

Configuring for IPv6 DHCP
1. Navigate to Data Management — DHCP

2. Onthe Toolbar, click on Grid DHCP Properties.

Infoblox & Dashboards Data Management Smart Folders Grid Administration Q Search
>

IPAM VLANs Super Host DNS File Distribution

; Networks ~ Members  Leases  IPv4Fiters  OptionSpaces  Fingerprints  Templates i » 2
o+ Add o
Networks Shared Networks
Quick Filter| None ~ | m Filter On Show Filter
| o= | | -l A8 Go to Go

D = Network « Comment IPv4 DHCP Utili Discover Now Discovery Engine = Site

B = Wiy 130.1.1.024 0.0% (0/0) None

B = why 1000:1001:1001:1:7/64 None

m = ¢ N [ Configure

B oy 1200:1001:1001:464 one o
= Grid DHCP

Properties

(¥ Restart Services
/5 Configure DDNS

X CSV Import
# CSV Job Manager

2 IDN Converter

(]
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Click on the IPv6 DHCP Options tab.

Infoblox (Grid DHCP Properties) ]
@ Toggle Basic Mode Basic ©
«
General s
Fingerprinting Valid Lifetime 12 | | Hours v
IPv4 DHCP Options [] Unlimited Lifetime
IPv4 DDNS Inadvertently selecting the Unlimited Lease Time check box or using this option incorrectly
IPv4 DHCP Thresholds could cause a serious network outage in the future when all available leases are allocated
® IPv4 Filters . .
@ IPv4 BOGTP/PXE Preferred Lifetime 450 Minutes v
IPv6 DHCP Options ("] Unlimited Lifetime A CHooEsIoaaT
IPv6 DDNS Inadvertently selecting | dhcps.pr;-'.:ierence (T) 8-bit unsigned integer ictly
IPv6 Global Prefixes could cause a serious r dhcp6.unicast (12) ipv6-address \ted

dhcpé.rapid-commit (14) boolean
dhcp6.sip-servers-names (21) domain-list
dhcp6.sip-servers-addresses (22) array of ipv6-address
dhcp6.domain-search (24) domain-list
dhcp6.nis-servers (27) array of ipv6-address
dhcp6.nisp-servers (28) array of ipv6-address
dhcp6.nis-domain-name (29) domain-list
dhcpB.nisp-domain-name (30) domain-list
dhcp6.sntp-servers (31) array of ipv6-address
dhcpé.info-refresh-time (32) 32-bit unsigned integer
dhcp6.bcms-server-d (33) domain-list
dhcp6.bcms-server-a (34) array of ipv6-address
dhcp6.fgdn (39) string

® Logging
o IF-MAP Domain Name E_
O DNS Servers
[7] IP Address
No data
Custom IPvé DHCP
Options
DHCPv6
Cancel
@]

~ || Choose option V[ -

oo

Save & Close ~

Valid Lifetime: Specify the length of time addresses that are assigned to DHCP clients remain in

the valid state. When this time expires, an address becomes invalid and can be assigned to

another interface.

Preferred Lifetime: Specify the length of time that a valid address is preferred. A preferred

address can be used with no restrictions. When this time expires, the address becomes

deprecated.

Domain Name: Enter the name of the domain for which the Grid serves DHCP data.

DNS Servers: Click the Add icon. Grid Manager adds a row to the table. In the table, enter the

IPvéaddresses of DNS recursive name servers to which the DHCP client can send name
resolution requests. The DHCP server includes this information in the DNS Recursive Name
Server option in Advertise, Rebind, Information-Request, and Reply messages.

list:

Custom IPv6 DHCP Options: In the first field,

select one of the following from the drop-down

DHCPvVé6: Select this to apply DHCPvé6 options.

DHCP: Select this to apply DHCP options (dhcp-renewal-time or dhcp-rebinding-time).
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o Click the Choose option drop down and then select an option from the list.

o Inthe third field, enter a value for the selected option. Note that certain options have predefined
data types and their values must be entered in a specific format. Click + to add another option, or
click - to delete a previously specified option. When overriding an option, enter the new value for
the selected option.

Enable IPv6 Grid Member DHCP Properties
1. Navigate to Grid — Grid Manager — DHCP.

2. Click on the member you want to edit. Click on the Edit button.

Infoblox :E: Dashboards Data Management Smart Folders Grid Administration

Grid Manager Upgr.

= Infoblox Toolbar » @
> usR «
- - =+ Add o
DHCP | DNS TFTP  HTTP(FileDisty = FTP | DFP  NTP | bloxTools  Captive Portal || Subscriber Collection
' Restart Services
Members  Services
& Edit -
DHCP [ s P Start -
Quick Filter| None v | B3 riteron Show Filter  Toggle Restart Groups View W stop -
0 Backup -
= Restore o
[0 Group Resulis Group By e
& Download -
Zir- B-1L-18 Golo Go 1 Export -
[] Name Service Status IPv4 Address ‘Comment Site B Print
CSV Import
@ ds-gm-alocalc |[DHOPISETIGENE) 10.61.66.110 +
45 ©SV Job Manager
[T ds-membert 1 [DHCRISSRIGEISS 10.61.66.102 2 IDN Converter
~l
=
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3. Ensurethe IPv6 button is enabled for LAN1 and/or LAN2 to ensure IPv6 communication for DHCP.

ds-gm-a.localdomain (Member DHCP Properties)

D Toggle Basic Mode Basic Advanced
General
: - DHCP INTERFACES
Fingerprinting
Multi-master DDNS Pvd  IPvE
IPv4 DHCP Options
LAN1
IPv4 DONS
IPv4 DHCP Threshald
G resholds LANZ
@ |Pv4 Filters
@ IPv4 BOOTP/PXE
@ IPv4 Authenticated DHCP IPV4 PROPERTIES
IPvE DHCP Options
IPuE DDNS Autheritative DHCP server is authoritative pro—
@ Logging Inherited from Grid Infoblox
@ IF-MAP
Permissions .
Lease Time &
Hours h Override
Unlimited Lease Time
Inadvertently selecting the Unlimited Lease Time check box or using this
option incomectly could cause a serious network outage in the future
when all available leases are allocated
Inherited from Grid Infobilox
Cancel Save & Close -

4. Click Save and Close.

Associating Networks with Zones

You can associate IPv4 and IPv6 networks with DNS zones to limit the zones that admins can use when they
create DNS records for IP addresses in the networks. When a network is associated with one or more zones
and an admin creates a DNS record for one of its IP addresses, Grid Manager allows the admin to create the
DNS record in the associated zones only. For example, if you associate the 10.1.0.0/16 network with the
corpxyz.com zone, admins are allowed to create DNS records in the corpxyz.com zone only for IP addresses
inthe 10.1.0.0/16 network; or if you associate the 2001:db8:1::/48 network with the corp200.com zone,
admins are allowed to create DNS records in the corp200.com zone only for IP addresses in the
2001:db8:1::/48 network. This feature applies to A, AAAA and host records only. It does not apply to
records in a shared record group. If you are creating a host record with multiple IP addresses in different
networks, the networks must be associated with the zone of the host record.
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1. Navigate to Data Management — DHCP — Networks.

Infoblox e Dashboards Data Management Smart Folders Grid Administration QSeach admin  w
IPAM VLANS Super Host DNS File Distribution
& Networks Members Leases IPv4 Filters Option Spaces Fingerprints Templates Toolbar » e
«
o+ Add -
Netwarks Shared Networks
Quick Filter None v| | EJrueron Show Fiter
+ - -l B8 Go o Go
A = Network ~ Comment IPv4 DHCP Utili.. Discover Now Discovery Engine  Site
B = oy 130.1.1.024 0.0% (0/0) None
A= why [00:1001:1001:1:/64 None
e } [# Configure
al 7 1800:1001:1001:764 None Capive Portl
= Grid DHCP
Properties
(¥ Restart Services
4 Configure DONS
X CSVImport
45 CSV Job Manager
7 IDN Converter
N
(&

2. Select a Network. In this example, network fd00:1001:1::/64 is chosen.

Infoblox % Dashboards Data Management Smart Folders Grid Administration QSearch  admin
IPAM VLANs Super Host DNS File Distribution
&= Networks Members Leases IPv4 Filters Option Spaces. Fingerprints. Templates Toolbar » @
«
Add -
Networks Shared Networks +
=» Open
& Edit
Quick Filter| None v | m Filter On Show Filter i Delete o
B Extensible
e Attributes
- i~ - Goto Go
>+ @l m i-18 B — = Permissions
n| = Network Comment IPv4 DHCP Utili...  Discover Now Discovery Engine  Site
B Order DHCP
— Ranges
a wly 130.1.1.024 0.0% (0/0) Nene
M = ol 1000:1001:1001:1:/64 None
o= ; Y [ Configure
O 9 1200:1001:1001:764 lone Captive Portal
i= Giid DHCP
Properties

¥ Restart Services
# Configure DDNS

&, CsVImport
4 CSV Job Manager

# IDN Converter

&)
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3. Click on the Edit button.

1d00:1001:1001:1:/64 (IPv6 Network)

[ %]
e
H e
O Togale Basic Mode Basic Advanced «
General fd00:1001:1001:1
Member Assignment Address - - o
IPv6 DHCP Options Netmask /64
VLAN Assignment
Comment
@ |Pvé DDNS
@ IF-MAP
Extensible Attributes
beriEskns Disable for DHCP O
Disabling large amounts of data may take a longer fime fo execute.
Cancel | | save&Close «
4. Click onthe Advanced Tab.
fd00:1001:1001:1::/64 (IPv6 Network)
e
5 e
© Toggle Basic Mode Basic Advanced «
General
HcetiaSskumB DNS ZONE ASSOCIATIONS & | Inherit
IPv6 DHCP Options
[] Name - Comment Default
VLAN Assignment
@ IPv6 DDNS No data
o IF-MAP
Extensible Attributes
Permissions
Cancel | save & Close «
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5. Click onthe ‘+' button to add a DNS zone. In this example, .ipvé is the DNS zone.
1d00:1001:1001:1:/64 (IPv6 Network)

s
B
@ Toggle Basic Mode Basic Advanced -
General
Member Assignment DNS ZONE ASSOCIATIONS + | Inherit
IPv6 DHCP Options
[] Name - Comment Default
WVLAN Assignment ——
@ IPv6 DDNS O ipvs 7]
@ IF-MAP
Extensible Attributes
Permissions
Cancel Save & Close =

6. Click Save and Close and Restart

Keeping Leases in Deleted IPv6 Networks and Ranges

You can configure the DHCP server to store leases in a deleted DHCP range for up to one week after the
leases expire. When you add a new DHCP range that includes the IP addresses of these leases or assign the
DHCP range to another member within the Grid, the appliance automatically restores the active leases. You

can configure this feature for the Grid, and override the configuration for members, networks, and DHCP
ranges. Below are the instructions.
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1. Navigate to Data Management — DHCP.

<& i i i Se admir -
Infoblox b4 Dashboards Data Management Smart Folders Grid Administration QSearch ~ admin
IPAM VLANS Super Host DNS File Distribution
5 networks Members Leases IPv4 Filters Option Spaces Fingerprints Templates Toolbar » @
> «
o Add o
Networks Shared Networks
Quick Filler | m Filter On Show Filter
+- | -l a1 B Go to Go
A= Network « Comment IPv4 DHCP Utili Discover Now Discovery Engine  Site
B = why 130.1.1.0/24 0.0% (0/0) None
B = iy 1000:1001:1001:1:/64 None
F = . . [ Configure
a 7 1200:1001:1001:264 None Capive Porta
i= Grid DHCP
Properties
(& Restart Services
#5 Configure DDNS
& CsVimport
#5 CSV Job Manager
# IDN Converter
o
{57

2. Inthetoolbar click on Grid DHCP Properties.

3. Click Advanced on the General tab.
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4. Under IPv6 Properties, select the checkbox for Lease Deletion: Keep leases from deleted ranges
until one week after expiration

Infoblox (Grid DHCP Properties)

& Toggle Basic Mode Basic Advanced 9

General

Fingerprinting

IPv4 DHCF Options

IPv4 DDNS

IPv4 DHCP Thresholds
@ |Pv4 Filters
@ IPv4 BOOTP/PXE

IPv6 DHCP Options

IPV6 PROPERTIES

IPv6 DDNS

IPv6 Global Prefixes Lease Deletion Keep leases from deleted ranges until one week after expiration
# Logaing

RO Fixed Address Lease [ Capture hostname and lease fime when assigning fixed addresses
o IF-
# Hestart Lease Scavenging [ Scavenge free, expired and | 1 | Weeks W

released leases after
Remember client association for expired leases
Prefix Length Mode | Exact |"'
Cancel Save & Close -

Note: Lease deletion is enabled by default.

Configuring Fixed Address Leases For Display

You can configure the DHCP server to capture the hostname and lease time of a fixed address when you
assign an IPv4 or IPvé6 fixed address to a client. The appliance displays the hostname, and the start and end
time of each fixed address lease in the Current Leases panel in Grid Manager.

Grid and Services Deployment on IPvé-only Network and Migration from Existing IPv4 Networks (October, 2023) 44



1. Navigate to Data Management — DHCP

Q Search  admin -

Infoblox ::: Dashboards Data Management Smart Folders Grid Administration
&
IPAM v Super Host DNS File Distribution
B Networks Members Leases IPv4 Filters Option Spaces Fingerprints Templates
Metworks Shared Networks

QuickFilter[ None v | [ Fieron Show Filter

o120 1418
Network » Comment IPv4 DHCP Utili...  Discover Now
Wiy 130.1.1.0124 0.0% (0/0)

Wiy fd00:1001:1001:1:/64

Al =
g =
g =
g =

9 e00:1001:1001:/64

(0]

2. Inthetoolbar, click Grid DHCP Properties.

3. Click Advanced on the General tab.

Discovery Engine

None

None

None

Goto

Site

Go

Toolbar » @
«
& Add o

[ Configure
Captive Portal

= Grid DHCP
Properties

C' Restart Services
f Configure DDNS

2. CSV Import
/5 CSV Job Manager

# IDN Comverter
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4. Select the checkbox for Fixed Address Lease: Select Capture hostname and lease time when
assigning Fixed Addresses. Note: The appliance displays the host name, and the start and end time of
each fixed address lease in the Current Leases panel. If there are multiple records (AAAA, host, and lease)
for the IP address, it also displays the information for the records. This option is available in the Grid
Properties editor only.)

Infoblox (Grid DHCP Properties)

@ Toggle Basic Mode Basic Advanced 0
«
General Immediate FA [] Enable immediate fixed address configuration changes
; Configuration
Fingerprinting
|Pv4 DHCP Options IPV4 PROPERTIES
IPv4 DDNS
|Pv4 DHCP Thresholds Lease Deletion Keep leases from deleted ranges until one week after expiration
® |Pv4 Filters
Lease Scavenging [ Scavenge free and backup 0 Days v
@ |IPv4 BOOTP/PXE leases after
IPv6 DHCP Options
|Pv6 DDNS Ignore Option List [C] Ignore the option list requested by the client and return all defined options
IPv6 Global Prefixes
! Fixed Address Lease Capture hostname and lease time when assigning fixed addresses
@ Logging
® IF-MAP *Failover Port 647
@ Restart
LEASEQUERY [] Allow LEASEQUERY
Number of Ping 1 y .‘v
Requests
Ping Timeout 1 second It

Cance Save & Close ~

Scavenging Leases

The accumulation of free and backup DHCPv4 leases; and free, expired, and released DHCPvé leases
results in unnecessary growth of database objects. The DHCP lease scavenging feature enables member
DHCP servers to automatically delete free and backup IPv4 leases; and free, expired, and released IPvé
leases that remain in the database beyond the specified period of time, thus reducing the number of
database objects.

When you enable this feature for DHCPv4 leases, the appliance permanently deletes the free and backup
IPv4 leases, and you can no longer view or retrieve the lease information. This option can be enabled
globally at the Grid level, and more specifically for a member, shared network, network, network container,
DHCP range, network template, DHCP range template.

When you enable this feature for DHCPVé leases, the appliance permanently deletes the free, expired, and
released IPvé leases, and you can no longer view or retrieve the lease information. This option can be
enabled at the Grid level, and overridden at the member level.
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The period of time that you specify is the duration after the expiration date of a lease, not its release date.
For example,you specify a time period of 5 days when you enable this feature. If the lease time of an IP
address is 10 days, but the lease is released after five days, the appliance still deletes the lease from the
database after 15 days because the IP address has been leased.

1. Navigate to Data Management — DHCP

Infoblox ::: Dashboards Data Management Smart Folders Grid Administration QSeach admin  w
>
IPAM VLANs Super Host DNS File Distribution
& Networks Members Leases IPv4 Filters Opfion Spaces Fingerprints Templates Toolbar » @
» &«
Add -
Networks Shared Networks +

QuickFiter| Nore ] | [ Fiteron Show Filter

|| & Sl A3 Go lo Go
Fl = Network « Comment IPv4 DHCP Utili... | Discover Now Discovery Engine | Site
B = iy 130.1.1.0124 0.0% (0/0) None
B = iy 000:1001:1001:1:/64 None
= = . N [# Configure
[ # 1e00:1001:1001:464 (I Captive Porlal
i= Grid DHCP
Properties
(& Restart Services
#F Configure DONS
J. GSV Import
45 CSV Job Manager
2 IDN Converter
~
(37

2. Inthetoolbar, click Grid DHCP Properties.

3. Click Advanced on the General tab.
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4. Select the checkbox for Lease Scavenging: This is disabled by default. Select the Scavenge free,
expired and released leases after check box and specify the number of days, or weeks that free,
expired, and released IPvé leases remain in the database before they are automatically deleted. The

minimum is one day and the maximum is 180 days. The default is one day. This can be set at the Grid
and member level.

Infoblox (Grid DHCP Properties)

@ Toggle Basic Mode Basic Advanced (2]
«
General Immediate FA D Enable immediate fixed address configuration changes
Configuration
Fingerprinting
|Pv4 DHCP Options IPV4 PROPERTIES
|Pv4 DDNS
|Pv4 DHCP Thresholds Lease Deletion Keep leases from deleted ranges until one week after expiration
® |Pv4 Filters
Lease Scavenging Scavenge free and backup 1 Days v
@ |Pv4 BOOTP/PXE leases after
IPv6 DHCP Options
IPv6 DDNS Ignore Option List D Ignore the option list requested by the client and return all defined options
vE Gl | fixes
IPv6 Global Prefixe Fixed Address Lease Capture hostname and lease time when assigning fixed addresses
® Logging
@ IF-MAP *Failover Port 647
@ Restart
LEASEQUERY [) Allow LEASEQUERY
Number of Ping 1 |v
Requests
Ping Timeout 1 second |
Cancel Save & Close ~
DHCPv6 Lease Affinity

DHCPvé ranges are usually large and the DHCPv6 server randomly selects a new lease each time a client
requests for a lease. The client can use the lease until it expires. After its expiration, the lease stays in the
database with an expired state. These expired leases eventually lead to the increase in the number of
database objects, because the probability of expired IPvé leases getting reused is low.

Infoblox provides a DHCPvé6 lease affinity feature that allows you to reuse expired IPvé leases for DHCP
clients. When you enable this feature, the DHCPvé6 server automatically renews the expired leases. A
DHCP client can retrieve the same lease from the DHCPvé6 server after it expires and retains the same IP

address. This feature helps reduce the amount of IPvé leases in the database as the DHCP server issues the
same lease multiple times for the same client.

The appliance ignores expired leases that are older than the specified period. Such leases are scavenged.
Note that the grace period you define for lease scavenging is applicable for DHCPvé lease affinity also. The
minimum time period is six hours, maximum is 180 days and the default is set to seven days.
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1. Navigate to Data Management — DHCP

Infoblox 2= Dashboards Data Management Smart Folders Grid Administration Q Search  admin
>
IPAM VLANS Super Host DNS File Distribution
&= Networks Members Leases IPv4 Filters Option Spaces Fingerprints Templates Toolbar » @
&
o Add o
Networks Shared Networks
Quick Fllter ‘ m Filter On Show Filter
+ - -8B Go to Go
[ = Network -« Comment IPv4 DHCP Utili Discover Now Discovery Engine | Site
B = Wiy 130.1.1.024 0.0% (0/0) None
B = e [000:1001:1001:1:/64 None
F = . . - [# Configure
Lal i 1200:1001:1001:/64 None e .
= Grid DHCP
Properfies
(@ Restart Services
#5 Configure DDNS
& CsVimport
#5 CSV Jab Manager
# IDN Converter
~
(3]

2. Inthetoolbar, click Grid DHCP Properties.

3. Click Advanced on the General tab.
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4. Select the checkbox for Remember client association for expired members: This is disabled by
default. Select the check box to remember and reuse expired IPvé leases that are associated with
DHCP clients. You can select this check box only when you select the Scavenge free, expired and
released leases after the check box. This can be set at the Grid and member levels.

General
Fingerprinting

IPv4 DHCP Options
IPv4 DDNS

@ |Pv4 Filters

@ |Pv4 BOOTP/PXE
IPvé DHCP Options
IPv6 DDNS
IPv6 Global Prefixes

® Logging

® IF-MAP

@ Restart

Cancel

@ Toggle Basic Mode

IPv4 DHCP Thresholds

Infoblox (Grid DHCP Properties)

Basic Advanced

IPV6 PROPERTIES

Lease Deletion

Fixed Address Lease

Lease Scavenging

Prefix Length Mode

Configuring the Lease Logging Member

Keep leases from deleted ranges until one week after expiration
D Capture hostname and lease time when assigning fixed addresses
Scavenge free, expired and 1 Weeks v
released leases after

Remember client association for expired leases

Exact ‘ N

Save & Close ~

Logging DHCP lease events makes significant CPU demands, especially when there is heavy DHCP activity.
Therefore, Infoblox strongly recommends that you designate a Grid member other than the master as a
logging member whenever possible. Another way to manage the increased load that logging introduces is to
log selectively per Grid member. For example, you might want to log DHCP leases for members serving
critical parts of your network and not keep historical logs for members serving other parts.
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You can enable DHCP lease logging at the Grid level, and then
disable it for selected members. In this Grid, four members ser
DHCPF lease events to the master, which forwards themto a
designated logging member. Two Grid members do not log
DHCP leasze events.

----.Grid Members ----

-
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
'

Lease Logagint

Grid Master Disabled

fl
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i

T~

_______________________________ Leasze Logging
Disabled
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1. Navigate to Data Management — DHCP.

Infoblox :5: Dashboards Data Management Smart Folders Grid Administration QSeach admin  «
IPAM VLANS Super Host DNS File Distribution
B Networks Members Leases 1Pv4 Filters Option Spaces Fingerprints ~ Templates Toolbar » 2
o+ Add .

Networks Shared Networks

Quick Filler | m Filter On Show Filter

-7 1B Goto Go
m = Network « Comment IPv4 DHCP Utili... = Discover Now Discovery Engine ~ Site
B = ¥y 130.1.1.0/24 0.0% (0/0) None
B = iy 1000:1001:1001:1:/64 Nane
= ’ . o [# Configure
] 4 1e00:1001:1001:/64 Nane T
i= Grid DHGP
Properties
(@ Restart Services
& Configure DDNS
&, CSV Import
/£ CSV Job Manager
2 IDN Converter
e
=~

2. Inthetoolbar, click Grid DHCP Properties.

Infoblox (Grid DHCP Properties) [ %]
D Toggle Basic Mode Basic Advanced 2]
«
General
i . IPV4 PROPERTIES
Fingerprinting
R H P @l Authoritative (] DHCP server s authoritative
IPv4 DDNS
IPv4 DHCP Thresholds Lease Time [12 | Hours v
® |Pv4 Filters [ Unlimited Lease Time

@ |Pv4 BOOTP/PXE
Inadvertently selecting the Unlimited Lease Time check box or using this option incorrectly could

IPvE DHCP Options cause a serious network outage in the future when all available leases are allocated
IPvé DDNS
IPVE Global Prefixes :'ﬂlcrosoﬂ Clients Code None v
age e —
® Logaing
® IF-MAP IPV6 PROPERTIES
@ Restart
Microsoft Clients Code Nonea v
Page - O
Cancel Save & Close «
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3. Click onthe Logging Tab.

Infoblox (Grid DHCP Properties)

@ Toggle Basic Mode Basic o
«

General

Syslog Facility DAEMON | »

Fingerprinting

IPv4 DHCP Options Lease Logging Enable Lease History

IPv4 DDNS

|Pv4 DHCP Thresholds Send leases to infoblox.localdomain [ gejact Clear

® |Pv4 Filters

@ |IPv4 BOOTP/PXE

IPv6 DHCP Options
| IPv6 DDNS

IPv6 Global Prefixes
| ® Logging
i ® IF-MAP

| @ Restart

Cancel Save & Close ~

4. Lease Logging: Select Enable Lease History (for Grid) or Log Lease Events from DHCP Server (for
member) to enable DHCP lease logging. To disable DHCP lease logging, clear the check box. You can
set member overrides if you want to enable or disable lease logging per member.

5. Send leases to: (For Grid only) Click Select. In the Select Member dialog box, select the Grid
member on which you want to store the DHCP lease history log. Infoblox recommends that you
dedicate a member other than the Grid Master as a logging member. If possible, use this member
solely for storing the DHCP lease history log. If you do not select a member, no logging can occur.
You can click Clear to remove the selected Grid member and select a new one.

Adding an IPv6 DHCP Network Range or IPv6 DHCP Scope

You can configure IPvé6 ranges that are used to delegate IPvé prefixes only, to assign IPvé addresses only, or
to delegate IPv6 prefixes and assign IP v6 addresses. When you define a DHCP range to delegate prefixes,
the prefixes can be outside of the network where they are being defined. IPvé ranges inherit their

properties from their network, so each range in a subnet provides the same set of options to their DHCP
clients.

When the server grants IPvé leases, it uses an algorithm based on the DUID of the client.
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1. Navigate to Data Management — DHCP— Networks

Infoblox 2 Dashboards Data Management Smart Folders Grid Administration Q Search  admin
IPAM VLANs Super Hi DNS File Distribution
B Networks Members Leases IPv4 Filters Option Spaces Fingerprints Templates Toolbar » (2]
P «
o+ Add -

Networks Shared Networks

auickFiter| None v | | [ Fiteron Show Fitter :

+ v | - _‘L - E Go to Go
Al = Network « Comment IPv4 DHCP Utili... = Discover Now Discovery Engine = Site
B = 130.1.1.0/24 X
s} Wiy 130.1.1.0/2 0.0% (0/0) None
n = iy 1a00:1001:1001:1:/96 None
e } . [# Configure
| ¥ 1c00:1001:1001:1:796 None e
B = i 1000:1001:1001:1:/64 None = Grid DHCP
Properties
= . . N
La]]  1600:1001:1001:/64 one G Restart Servies
B = i 1200:1001:1001:1:796 None # Configure DDNS
& CsVImport
45 CSV Job Manager
& IDN Converter
~
~

2. Click on the network that you want to add a network range

Infoblox e Dashboards Data Management Smart Folders Grid Administration QSearch  admin
IPAM VLANS Super Hi DNS File Distribution
B Networks Members Leases IPv4 Filters Option Spaces Fingerprints Templates Toolbar » (2]
> «
& Add -
Networks Shared Networks

Netwaorks Home

e00:1001:1001:1::/96 = Pvé Network 4 Go o IPAM View

Quick Filter| None v ‘ mFHIerOn Show Filter

+ - -l -1 B Goto Go
B Order DHCP

F| = IP Address Type Name Discover Now CGomment Site Ranges

No data
[# Configure
Captive Portal

= Grid DHCP
Properties

(¥ Restart Services
4 Configure DDNS

X CsVimport
#5 CSV Job Manager

 IDN Converter
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3. Click onthe ‘+ to enter the IPv6 range wizard. Click Next.

Add IPv6 Range Wizard > Step 1 of 5 a
Hel,

@ Add IPv6 Range P »

O Add IPvE Range Using Template ate Addmg |pV6 DHCP
Ranges

Select one of the following to

create an IPv6 DHCP address

range:

* Add IPvé DHCP Range:
Select this to create a new
DHCP range from scratch.

* Add IPv6é DHCP Range Using
Template: Select this check
box and click Select
Template to create a DHCP
range from a template. In the
Range Template Sefector
dialog box, select a range
template. The appliance
automatically populates the
DHCP range properties in the

wizard. You can then edit the
pre-populated properties.

To schedule this task, click the
Schedule icon at the top of the
wizard. In the Schedule

Cancel | Frevious | Next ‘Schedule for Later Save & Close ~

4. Enter aStart Address and Ending Address.
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5. Click Next.

Add IPv6 Range Wizard > Step 2 of 5 [ |
o e (2]
*Network fe00:1001:1001:1:/96 [ 5gject Network | [ Clear &
Specify Range by @ Address
*Start Address |feOD:IDO1:1OD1:1::0100 |
O Prefix Delegation
O Both *End Address fe00:1001:1001:1::0200 |
Name | accounting
Comment
Disable for DHCP O
Cancel Previous MNext Schedule for Later Save & Close -

6. Addthe member that will be serving IPvé DHCP.
7. Click Save and Close.

Setting the Prefix Length Mode for DHCPvé

The prefix length mode determines the prefix selection rules employed by the DHCPvé server when a
DHCPvé client sends an empty prefix with just a prefix length as a hint for the server to specify the required
prefix length. This determines the prefix that gets allocated to the DHCPvé client.

1. Navigate to Data Management — DHCP.

2. Inthetoolbar, click on Grid DHCP Properties.
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Click on Advanced in the General tab and scroll to the bottom.
Infoblox (Grid DHCP Properties)

© Toogle Basic Mode Basic Advanced (2]
&«

General

Fingerprinting

IPv4 DHCP Options

IPv4 DDNS

IPv4 DHCP Thresholds
@ |Pv4 Filters
@ |Pv4 BOOTP/PXE

IPvE DHCP Opti

! L IPV6 PROPERTIES

IPv6 DDNS

IPv6 Global Prefixes Lease Deletion Keep leases from deleted ranges until one week after expiration
® Logging

Fixed Address Lease D Capture hostname and lease time when assigning fixed addresses
o IF-MAP
@ Rastl Lease Scavenging [ Scavenge free, expired and ‘1—| Weeks v
released leases after
Remember client association for expired leases
Prefix Length Mode
Ignore
Cancel Maximum Save & Close «

| Minimum

Exact: The DHCP server looks for a prefix with exactly the same length as the length requested by
the client. If it cannot find a prefix that has the exact same length as the length requested, the server
returns a status indicating that no prefixes are available. If you do not configure the prefix length
mode, Exact is the default value.

Ignore: The DHCP server ignores the length requested by the client and offers the first available
prefix.

Prefer: The DHCP server looks for prefixes that have the same length as the length requested by
the client. If it does not find a prefix of the same length, it offers the first available prefix of any
length.

Minimum: The DHCP server looks for a prefix that has the same length as the requested length. If it
does not find such a prefix, it returns a prefix whose length is greater than (that is, longer than) the
requested value. If it does not even find a prefix of a greater length, it returns a status indicating
that no prefixes are available. For example, if the client requests a prefix length of /60, and the
DHCP server has prefixes of lengths /56 and /64 available, it offers a prefix of length /64.

Maximum: The DHCP server looks for a prefix that has the same length as the requested length. If it
does not find such a prefix, it returns a prefix whose length is less than (that is, shorter than) the
requested value. If it does not even find a prefix of a shorter length, it returns a status indicating

Grid and Services Deployment on IPvé-only Network and Migration from Existing IPv4 Networks (October, 2023) 57



that no prefixes are available. For example, if the client requests a length of /60, and the server has

prefixes of lengths /56 and /64 available, it offers a prefix of length /56.

Dual Stack Grid

The following instructions show how to add IPvé addresses and dual stack features to an existing IPv4 grid.

In this example, you will see the settings that need to be made to support IPvé.

Incorporating IPvé6 in a High Availability Environment

1. Navigate to Grid — Grid Manager.

Dashboards Data Management Smart Folders Grid Administration

Upgrade Licenses

‘Grid Manager

= Toolbar » @
> Infoblox w # R <
=k Add
DHCP | DNS | TFTP  HTTP(FieDisj ~FTP  DFP | NTP  bloxTools ~ Captive Portal = Subscriber Collection
Members  Services
Quick Filter v | mFHlerOn Show Filter mkpliﬁﬁuﬂw
[J Group Resulis Group By +
 Restart Services
$l8=mE e 8 o[ o oo
= Grid
|:| — Name HA Status ~  IPv4 Address IPv6 Address Identify DHCP DNS TFTP Properties
o %) Backup
Oy = ¢ csomanca EZEEN _ 10.61.66.110 = Restore
| = & ds-membert i No _ 10.61.66.102 & snapshot
¥k GMC Promole Test
[ Gonfigure
Captive Portal
& Download
#§ Certificates.
F Traffic Capture
A Manage
& £ GSSTSIG Keys
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2. Click on the hamburger icon for the grid master and select Edit.

ds-gm-a.localdomain (Grid Member Properties Editor) a
D Toggle Basic Made Basic Advanced e
«

General Virtual NIOS

Member irual
CSP Config Type
Licenses Hardware Type IB-V1415 (Mode 1). IB-V1415 {Node 2)
Network . "

Host Name ds-gm-a.localdomain Must be a fully qualified domain name
Anycast
Security Time Zone

N Ovemide

DNS Resolver

Inherited from Grid infobiox
Monitoring

Syslog Backup

SNMP Comment

@ SNMP Threshold

& Notifications
Email Master Candidate
Extensible Attributes

Permissions Upgrade Group Grid Master v

HTTP Certificate Type Self-signed

Cancel | Save &Close ~

3. Click onthe Network tab.

ds-gm-a.localdomain (Grid Member Properties Editor) B

D Toggle Basic Mode Basic Advanced 0
L4

General

i Type of Network IPva e

CSP Config Connectivity

Licenses

Network TYPE OF MEMBER

Anycast

Security O Standalone Member

DNS Resolver

Monitaring ® High Availabiity Pair  *Virtual Router ID Warning: Must be unique on the local network

Syslog Backup
SNMP

@ SNIP Threshald CaNZVicheal BoutenIh Enter the LANZ Virtual Router ID if you have configured a LANZ address.

@ Naotifications
Email
Extensible Attributes

Permissions
PORTS AND ADDRESSES

Cancel | | Save & Close ~
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4. Change the Type of Network Connectivity to IPv4 and IPvé.

ds-gm-a.localdomain (Grid Member Properties Editor)

O Toggle Basic Mode

General
CSP Config
Licenses
Network
Anycast
Security
DNE Resolver
Monitoring
Syslog Backup
SNMP
@ SNMP Threshold
@ Nofifications

Email

Extensible Aftributes

Permigsions

Cancel

B
Basic Advanced 2]
«
Type of Network
Connectivity
IPv4 and IPv6
TYPE OF MEMBER 1Pv4

IPvé

() Standalone Member

@ High Availability Pair *Virtual Router 1D

LAN2 Virtual Router ID

PORTS AND ADDRESSES

Warning: Must be unigue on the local network

Enter the LAN2 Virtual Router 1D if you have configured a LAN2 address.

Save & Close -

5. Scroll down the screen and select IPvé6 for Send HA and Grid communication over |Pvé.

ds-gm-a.localdomain (Grid Member Properties Editor)

D Toggle Basic Mode

General
CSP Config
Licenses
Network
Anycast
Security
DNS Resolver
Monitoring
Syslog Backup
SNMP
@ SNMP Threshold
@ Notifications
Email
Extensible Attributes

Permissions

Cancel

B
Basic Advanced (2]
&
Send HA and Grid communication over | IPvi v
PORTS AND ADDRESSES
Interface Address Subnet Mask (IPv4) or Prefix Length (1... Gateway VLAN Tag Port Seftings
VIP (IPv4) 10.61.66.110 255.255.255.0 10.61.66.1
MNodel LANT (IPv4) 10.61.66.100 255.255.255.0 10.61.66.1 Automatic
Mode2 LANT (IPv4)  10.61.66.101 255.255.255.0 10.61.66.1 Automatic
VIP (IPvE)
Nodel LANT (IPvE) Automatic

D Enable port redundancy on LAN1T/LAN2

D Enable default route redundancy on LAN1T/LAN2

Save & Close -
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6. Scroll down the Ports and Addresses screen until VIP, Node1 LAN1, and Node2 LAN1 are shown.

ds-gm-a.localdomain (Grid Member Properties Editor)

D Toggle Basic Mode

General
CSP Config
Licenses
Network
Anycast
Security
DNS Resolver
Monitoring
Syslog Backup
SNMP
@ SNMP Threshold
@ Notifications
Email
Extensible Attributes

Permissions

Cancel

[ %]
Basic Advanced (2]
«
Send HA and Grid communication over | IPvE v
PORTS AND ADDRESSES
Interface Address Subnet Mask (IPv4)} or Prefix Length {l... Gateway VLAN Tag = Port Settings
Model LAN1 (IPv4)  10.61.66.100 255.265.255.0 10.61.66.1 Automatic
Mode2 LANT (IPv4)  10.61.66.101 255.255.255.0 10.61.66.1 Automatic
VIP (IPvB)
Model LANT {IPvE) Automatic
Node2 LANT {IPvE) Automatic

D Enable port redundancy on LAN1/LAN2

D Enable default route redundancy on LAN1/LAN2

Save & Close ~

7. Input the IPv6 addresses for VIP, Node1 LAN1, and Node2, LAN1. Nodel LAN1 is for the active
node and Node2 LAN1 is for the passive node.

ds-gm-a.localdomain (Grid Member Properties Editor)

D Toggle Basic Mode

General
CSP Config
Licenses
Network
Anycast
Security
DNS Resolver
Menitoring
Syslog Backup
SNMP
@ SNMP Threshold
@ Notifications
Email
Extensible Attributes

Permissions

Cancel

[ %]
Basic Advanced e
«
CANZV rhes [[RenierTE) Enter the LAN2 Virtual Router ID if you have configured a LAN2 address.
Send HA and Grid communication over | IPvé
PORTS AND ADDRESSES
Interface Address Subnet Mask (IPv4) or Prefix Length {I... Gateway VLAN Tag Port Seftings
Model LANT (IPv4)  10.61.66.100 255.255.255.0 10.61.66.1 Automatic
Mode2 LANT (IPv4)  10.61.66.101 255.255.255.0 10.61.66.1 Automatic
VIP (IPvE) fd00:1001:1001:1::1010 96 automatic
MNode1 LAN1 (IPv6)  fd00:1001:1001:1::1008 96 autematic Automatic
Node2 LAN1 (IPvE) fd00:1001:1001:1::1009 96 automatic Automatic

Save & Close =
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8. Click Save and Close. The HA pairs will now reboot to update the IPvé6 address settings. This is

what you should see on the Grid Manager screen.

Dashboards Smart Folders Grid

Data Management

Administration

Grid Manager Upgrade Licenses
Finde!
= € Infoblox m & R
Smart Folders e
DHCP DNS TFTP HTTP (File Dist) FTP DFP NTP bloxTools Captive Portal Subscriber Collection
M Bookmarks +
Members Services
B Recycle Bin +
Quick Filter v | Edrieron snow Fiter  [[EJJ Replication Status View
[ URL Links +
[J Group Results Group By +
+1@08) 18 ) —
D = Name HA Status IPv4 Address IPv6 Address Identify DHCP
B = & ds-gm-aocalc [ELINNNNNN _ 10.61.66.110 1900:1001:100...  [[TENSFSSNENEN
& 'Node 1 (PASSIVE _ 10.61.66.100 1000:1001:100... [T
& 'Node 2 (ACTIVE) _ 10.61.66.101 1600:1001:100... [T
B = s ds-memperik No _ 10.61.66.102 [T—

——
l
[

9. Repeat these tasks to convert your HA pairs to IP

Converting Individual Members to IPvé6

1. Navigate to Data Management — Grid.

Dashboards Smart Folders

Data Management

‘Grid Manager Upgrade Licenses HSI

=
= Infoblox = # R

DHGP DNS TFTP HTTP (File Dist) FTP DFP NTP bloxTools Captive Portal

Members Services

V6.

Administration

Subscriber Collection

show Fiter [ Replication Status View

Quick Filter v | EJriteron

[J Group Resulis Group By +

I FDEEB L8

Al |[= Name HA Status +  IPv4 Address IPv6 Address
By = & os-gm-aocar [N _ 10.61.66.110

B = & ds-membert No _ 10.61.66.102

Q

Identify DHCP

Unsupported, U
Unsupported

DNS

Toolbar

=+ Add

@ Restart Services
¢ Control
= Grd
Properties
%) Backup
= Restore
Snapshot
¥ GMG Promote Test
& Configure
Captive Portal
& Download
#§ Ceriificates.

2 Traffic Capture

Manage
G55-TSIG Keys

Toalbar

ok Add

& Restart Services
£ Control
= Grid
Properties
) Backup
= Reslore
7] Snapshot
Fh GMG Promote Test
[# Configure
Captive Portal
& Download
#§ Certificates.

 Traffic Capture

Manage
G55-TSIG Keys

admin

» @

admin

»

«

Grid and Services Deployment on IPvé-only Network and Migration from Existing IPv4 Networks (October, 2023)

62



2. Edit the second member.

ds-member1.localdomain (Grid Member Properties Editor) B
© Toggle Basic Mode Basic Advanced e
&

General Virtual NIOS

Member riual
CSP Config Type
Licenses Hardware Type IB-V1415 (Node 1)
Network . -

Hest Name ds-memberi.localdomain Must be a fully qualified domain name
Amycast
Security Time Zone - ;
DNS Resolver Overrids

Inherited from Grid Infoblox

Menitoring

Syslog Backup

SNMP Comment

@ SNMP Threshold

@ Notifications
Email Master Candidate O
Extensible Attributes Read-Only APl access

Permissions

Upgrade Group Default e

Cr—— a6 Kealf.zinnad

Cancel

3. Click onthe Network tab.

| Save & Close ~

ds-member1.localdomain (Grid Member Properties Editor) [ %]

D Toggle Basic Mode Basic Advanced 0
«

General

CSP Config E}f:ﬂmm tPvs e

Licenses

Network TYPE OF MEMBER

Anycast

Security @ Standalone Member

DNS Resalver

High Availability Pair
Monitoring O g ¥

Syslog Backup

SNMP
@ SNMP Threshold
PORTS AND ADDRESSES
@ Notifications
Enal Interface Address Subnet Mask (IPv4) or Prefix Length (I.. Gateway
Extensible Aftributes
. LANT {IPv4) 10.61.66.102 255.255.255.0 10.61.66.1
Permissions
Cancel |

VLAN Tag Port Seftings

Automatic

| Save & Close ~
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4. Change the Type of Network Connectivity to IPv4 and IPvé.

ds-member1.localdomain (Grid Member Properties Editor)

[ %]
D Toggle Basic Mode Basic Advanced 0
&«
General
§ Type of Network IPv4 and IPvE v
CSP Config Connectivity
Licenses
Network TYPE OF MEMBER
Anycast
Security @ Standalone Member
DNS Resolver
Montaring () High Availability Pair
Syslog Backup
SNMP
@ SNMP Threshold
PORTS AND ADDRESSES
@ Notifications
et Interface Address Subnet Mask (IPv4) or Prefix Length {I.. Galeway VLAN Tag  Port Settings
Extensible Attributes
. LANT {IPvd) 10.61.66.102 255.255.255.0 10.61.66.1 Automatic
Permissions
LAMN1T {IPvE) Automatic
Cancel Save & Close -
5. Input the IPv6 address in the Ports and Addresses section.
ds-member1.localdomain (Grid Member Properties Editor) [ %]
D Toggle Basic Mode Basic Advanced 0
L4
General
§ Type of Network IPyd and IPvE v
CSP Config Connectivity
Licenses
Netan TYPE OF MEMBER
Anycast
Security ® Standalone Member
DONS Resalver
Montaring (O High Availability Pair
Syslog Backup
SNMP
@ SNMP Threshold
PORTS AND ADDRESSES
@ Notifications
] Interface Address Subnet Mask (IPv4) or Prefix Length {I... Gateway VLANTag Port Seffings
Extensible Attributes
. LANT {IPv4) 10.61.66.102 255.255.255.0 10.61.66.1 Automatic
Permissions
LAMT ({IPvE) fd00:1001:1001:1::1011 96 autematic Automatic
Cancel

Save & Close -
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6. Click Save and Close. The member will reboot and rejoin the grid.

Infoblox :E: Dashboards Data Management ‘Smart Folders Grid Administration
Grid Manager [T RN
LS « Infoblox m # R
Smart Folders L
DHCP DNS. TFTP HTTP (File Dist) FTP DFP NTP bloxTools Captive Portal Subscriber Collection
M Bookmarks +
Members Services
B Recycle Bin +
Quick Filter ~ ‘ EJrireron show Filer |G Replication Status View
i UAL Links +
[0 Group Results Group By a
+ZOIE=mBL-8 S —
D — Name HA Status IPv4 Address IPvE Address Identify DHCP
|y = 4 ds-gm-alocalc [ELSNNNNN _ 10.61.86.110 1300-1001:100. . [FTSSN
B = & de-membert k No _ 10.61.66.102 1300-1001:100. . [T

Anycast Configuration

Q Search

Toolbar

ok Add

 Restart Services
£ Control
= Grid
Properties
) Backup
= Restore
& snapshot
% GMC Promate Test
[# Configure
‘Captive Portal
X Download
#§ Certificates

# Traffic Capture

Manage
GSS-TSIG Keys

1. Navigate to the Data Management — Grid Manager — Members and edit a member.

admin

ds-gm-a.localdomain (Grid Member Properties Editor) [ %]
D Toggle Basic Mode Basic Advanced (2]
&«
General Wirtual NIOS
Member Ty irual

CSP Config ype

lienzes Hardware Type IBA1415 (Node 1). 1B-V1415 (Node 2)

MNetwork N -

Host Name ds-gm-a.localdomain Must be a fully qualified domain name

Anycast

Security Time Zone ;

DM Resolver Override

Inhenited from Grid Infoblox

Monitoring

Syslog Backup

SNMP Comment

@ SNMP Threshold
@ Notifications

Email Master Candidate

Extensible Attributes

Permissions Upgrade Group Grid Master v

HTTP Certificate Type Self-signed

Cance!

Save & Close ~

Grid and Services Deployment on IPvé-only Network and Migration from Existing IPv4 Networks (October, 2023)

65



2. Select the Network tab and scroll down to Additional Port and Addresses.

ds-gm-a.localdomain (Grid Member Properties Editor) B
WD Toggle Basic Mode Basic Advanced e
«

General

CSP Config ADDITIONAL PORTS AND ADDRESSES + | m

Licenses Interface Address Subnet Mask ({IPv4) or Prefix Length {I... Gateway VLAN Tag Port Settings

B Mo data

Anycast

Security

DONS Resolver

Monitoring

Syslog Backup
SNMP
@ SNMP Threshold
@ Nofifications
Email
Extensible Attributes

Permissions

| cancel | Save & Close =

3. Click onthe ‘+' button to add an IPvé loopback address.

ds-gm-a.localdomain (Grid Member Properties Editor)

D Toggle Basic Mode Basic Advanced
General
CSP Config ADDITIONAL PORTS AND ADDRESSES - @
Licenses Interface Address Subnet Mask (IPv4) or Prefix Length (I... Gateway VLAN Tag  Port MGMT {IPv4)
Network No data MGMT (IPvE)
Anycast LANZ {IPv4)
Security LANZ {IPvE)
DNS Resolver Additional Address (loopback) {IPv4)
Monitoring Additional Address (loopback) (IPv6)
Syslog Backup VIP (VLAN) (IPv4)
SNMP VIP [VLAN) (IPvE]
® SNMP Threshold
@ Notifications
Emiail

Extensible Attributes

Permissions

Cancel | Save & Close  +
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4. Enter an IPvé6 address. Click Save and Close. The member will reboot to activate the loopback
address.

ds-gm-a.localdomain (Grid Member Properties Editor) ]

D Toggle Basic Mode Basic Advanced 0

General

CSP Config ADDITIONAL PORTS AND ADDRESSES +-1@

Licenses
terface Address Subnet Mask (IPv4) or Prefix Length (... Gateway VLAN Tag Port Setings

Network
Jaoat dditional Addre...  fd00:1001:1001:1::1020 128
Security
DNS Resolver
Menitoring
Syslog Backup
SNMP

@ SNMP Threshold

@ Notifications
Email
Extensible Attibutes

Permissions

Cancel Save & Close -

5. Open the Grid Member properties again and click on the Anycast tab and click on '+’ button to add
an IPvé address. You may add the IPvé6 address and select either BGP and/or OSPF.

ds-gm-a.localdomain (Grid Member Properties Editor) B

D Toggle Basic Mode Basic 0
&«

General

CSP Config Remember to add all anycast addresses fo the 'Listen on these additienal IP addresses’ table in the Member DNS Configuration

Licensas ANYCAST INTERFACES - @

Network [7] Anycast Interfac... Address Subnet Mask OSPF | BGP  Comment

Anyeast

loopback fd00:1001:1001:1::1100 128

Security

DNS Resolver

Monitoring

Syslog Backup

SNMP

OSPF AREA CONFIGURATION + - ‘ ‘
@ SNMP Threshold
@ Notifications |:| Advertising Inte... = Protocol Area D Area Type BFD BFD Template Authentication T.

Email No data

Extensible Attributes

Permissions

Cancel Save & Close ~

6. Scroll down to the OSPF Area Configuration and click on the ‘+’ button to add an OSPF IPvé
configuration. Select the advertising interface, Area ID, Cost, Hello Intervals, Dead Intervals,
Retransmit Interval, and Transmit Delay. You can choose to enable BFD (bidirectional forward
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detection). BFD protocol is designed to provide faster failure detection using millisecond timer
intervals. BFD templates are used to define the authentication type, key ID, password, and intervals.
Refer to the NIOS Administration Guide for steps to create the BFD templates. Click on the Add

button.
ds-gm-a.localdomain (Grid Member Properties Editor) ]
D Toggle Basic Made Basic e
«
General
OSPF AREA CONFIGURATION + - |
CSP Config
iea e Add IPv6 OSPF Area a
Metwork -~
Advertising Interface LAN1 N
Anycast
Security Area ID Area Type
Standard hd
DNS Resaolver

Syslog Backup

Calculate Automaticall
SNMP Cost 0] Iy
® SNMP Threshold O Feed Metric
SIS Hello Intervalls) Dead Intervalls)
Email | 10 ‘ ‘4[! |
Extensible Attributes
R it Interval(s) Transmit Delay(s)
Permissions |5 ‘ ‘ 1 |
Enable BFD BFD Template | geject || Clear
Add Cancel
D Advertising Inte...  Protocol Area ID Area Type BFD BFD Template Authentication T.

7. Scroll down the page to configure the BGP configuration. Enter the ASN number, BGP timers,
Interface Link Detection. For the BGP neighbor configuration, enter the neighbor router, remote
ASN, MD5 authentication, multi-hop, and BFD. Click on the Add button.

ds-gm-a.localdomain (Grid Member Properties Editor) a
© Toggle Basic Mode Basic ©
«
————
General
EEPED BGP CONFIGURATION
Licenses
o = ]
Anyeast
Security BGP Timers Keep Alive Hold Down
i
DNS Resolver
Monitoring Interface Link Detection )
Syslog Backup
SNMP BGP NEIGHBOR CONFIGURATION + | ‘
SNMP Threshold
= reshol Add BGP Neighbor Configuration ]
® Ntifications
“Neighbor Router ‘ “Remote ASN
Email
Extensible Atiributes. e 0 Password
Permissions
Enable Multi-hop ] Hop Limit
Enable BFD [m} BFD Tempiate | seject | [ Giear |
Add || Cancel
[7] Neighbor Route... Remote ASN MDS Authentica... BFD BFD Templale  Mulii-hop Comment
Cancel Save &Close ~

8. Click Save and Close.
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