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Introduction

The sudden rollout of encrypted DNS services in applications and operating systems has left Infoblox
customers with unexpected security gaps in their network architecture. The purpose of this guide is to help
our customers address these gaps by using Infoblox Encrypted DNS, Advanced DNS Protection, and
BloxOne® Threat Defense features in combination with their traditional security solutions.

Why make changes to DNS protocol?

The concept of openness has been a fundamental feature of the Internet since its inception. Although users
transmit sensitive information such as credit card numbers, email and passwords between their web
browsers and websites using the secure HTTPS protocol, initial requests for Internet addresses and
subsequent responses for website locations are transmitted in plain text. As a result, DNS has traditionally
suffered from what we describe as a “last mile” security problem. Communications between a DNS client
and its local DNS server are almost always unencrypted, and therefore subject to spoofing, interception,
hijacking, and more problems. Improvements have been made to incorporate greater end-to-end security.
DNS Security Extensions added authentication and data integrity checking to DNS, but the last leg of
communication to the web browser was still open to spoofing.

Introducing DoH and DoT

Industry groups within the Internet Engineering Task Force (IETF) have approved two standards to address
these issues. They work by encrypting the DNS communication between your operating system’s stub
resolver and your recursive DNS resolver. One is known as DNS over TLS (Transport Layer Security) or
“DoT, and the other is DNS over HTTPS or “DoH.” Both technologies ensure data privacy and
authentication by encrypting communications between DNS clients and servers. However, in doing so, each
point to external DNS resolvers, thereby allowing client devices to access DNS services outside of your
control and exposing the enterprise to potential security risk.

DNS over TLS (DoT)

DoT is an IETF standard that uses the common Transmission Control Protocol (TCP) as a connection
protocol to layer over TLS encryption and authentication between a DNS client and a DNS server.
Functioning at the operating system level, it communicates over TCP port 853. This is a well-known port
used for all encrypted DNS traffic, and network administrators are very familiar with it. DoT trafficis
encrypted, but its use of a well-understood port makes it easier for network administrators to monitor and
control encrypted DNS when it appears. DoT is also a mature standard backed by traditional players in the
DNS industry.

DNS over HTTPS (DoH)

Backed by the Mozilla Foundation and Chromium Projects, DoH is the other IETF security protocol that
addresses DNS client and DNS server communication security. It leverages the security protocol extension
HTTPS to provide encryption and authentication between a DNS client and server. A potential problem
with DoH is that it uses the same TCP port (443) that all HTTPS traffic uses. As a result, it might prove
challenging to troubleshoot DoH-related DNS issues because of the inability to distinguish DoH-based DNS
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requests from regular HTTPS requests. For example, if a network administrator is employing DNS
monitoring to block DNS requests to known malicious domains, he or she would not see those particular
requests in HTTPS. Hence, that malicious traffic would go undetected. In addition, DoH operates at the
application layer rather than the operating system, which introduces the potential for browser traffic to
bypass enterprise DNS controls. The circumvention of DNS controls could hamper the support team'’s
ability to maintain the levels of network performance, security, scale, and reliability that enterprises
demand from DNS.

DoT and DoH Enterprise Challenges

Please refer to this Solution Note: Solving Unintended Challenges with DoT and DoH

And this Blog Post for more information: Keeping up with DoT, DoH and HTTP/3 Changes to Your Network

Recommended Best Practices

We recommend a multi-stage approach to mitigate the threat from unauthorized DNS services.
e Block access to unauthorized DNS servers using Infoblox threat intelligence and ADP

e Use Infoblox Encrypted DNS to offer and secure DoT and DoH traffic to your users.

Circumventing internal
DNS increases @ @ E"E’;FS“’"
operational complexity /\ DNS

Threat -,
Intelligence >

Leverage Infoblox Threat [ ) 47
Intelligence to block = @
access to unauthorized
DNS servers

(D) s e

INTERNET

Use Infoblox Encrypted DNS

to offer and monitor DoT
and DoH Encrypted H#%;;
DNS
Network Device Quary Core Security fuey —
Stack Unauthorized
Restrict DoH using Threat Resolver

Intel List of Canary and
unauthorized resolvers

Infoblox DoT/DoH Best Practices protects your users and devices
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Instructions
Configuring NIOS to download the DoH feed

Navigate to Policies>On-Prem DNS Firewall to configure the On-Prem DNS Firewall service. Complete the
four-step process to configure your On-Prem DNS Firewall settings. Please note, downloading the Infoblox
Threat Intelligence Feed Deployment Guide is Step 1 of the process. Once you have reviewed the guide,
please proceed to Step 2 to begin the configuration process.

1. Click Download Deployment Guide. Read through the guide thoroughly before proceeding to the
next step where you will configure your NIOS feeds.

Complete the 4 steps below to configure the On Prem DNS Firewall settings.

Step 1
Download and read the Deployment Guide.

Download Deployment Guide

& Step2
o Configure feed values in NIOS with these feed addresses.

‘ Feed Configuration Values

4 Step3
# Configure distribution server details.

Distribution Server Configuration Values

Step 4
L]

Configure list of DNS Server to receive notifications on feeds update.

Configure Members

2. Feed Configuration

Click Feed Configuration Values to configure the NIOS feed values with the provided feed addresses based
on your subscription. Copy these values to a text editor as you require them later for NIOS configuration.
Please note, the record count associated with a feed is published along with the feed’s description. Once
completed, click Close and proceed to Step 3.
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Threat Feed Details

L}

)
Public_DOH 89 Records public-doh.rpz.infoblox local

}
Public_DOH_IP 90 Records oublic-dofp.rpz infoblox ocal

3. Distribution Server Configuration Values

Click Distribution Server Configuration Values to configure your distribution servers. Both IPv4 and IPvé
IP addresses may be used to serve your feeds, depending on your specific requirements. TSIG Key
encryption algorithms supported include HMAC MD5 512-bit and HMAC 256 256-bit. Please be aware; it
may take up to one hour before your newly created TSIG keys become active.

o Toset up how your feeds are distributed, complete the following steps:

o On the Distribution Server Details screen, for BLOXONE HITS RPZ FEED, toggle the switch to
Enable to add the option of a custom RPZ feed to the feed distribution. When enabling the
custom RPZ feed, specify the maximum number of feed indicators the custom RPZ feed will
return along with and an expiration date for the indicators.

o Select either the IPv4 or IPvé IP options for both the US West Distribution and the East
Distribution Servers.

o Copy and save your selected IP addresses. You will need them later when configuring NIOS.

o Select a TSIG Key algorithm from among the drop-down menu choices. Algorithm choices
include HMAC MD5 512-bit and HMAC 256 256-bit. Once you have made your selection, click
Generate to generate a new TSIG key.

o Copy and save the Key Name and TSIG Key.
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o Once completed, click Close and proceed to Step 4.

BLOXONE THREAT DEFENSE CLOUD HITS . Enabled
RPZ FEED

Name 1907.rpz.infoblox.local
*Maximum feed entries (up to 10,000) 10000

*Expiring (up to 30 days) 3 days

DISTRIBUTION SERVER - US WEST

|Pva meEE i nER Copy

IPV6 NPl e . - [ il Copy

DISTRIBUTION SERVER - US EAST

IPva Copy
IPv6 oo bl coien gl el B Copy
TSIG New keys will be active in 1 hour. Once new key is active, add the new
key name and TSIG key to onprem devices.
. HMAC_SHA256_algorithm v
Key Algorithm

4. Configuring Threat Feed Retrieval Members

Click Configure Members to configure your list of threat retrieval members. You can add and remove
members as suits your needs. To add a threat retrieval member, complete the following steps:

o Click Add. A new row will populate at the bottom of the list.
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o

Select the new row by selecting the box next to it.

o

In the NAME field, add a name for the member you are adding.

o

Inthe IP ADDRESS field, add the IP address you want to use for the new member.

o

Once you have finished adding members, you can remove any members you will not be using.
To remove a threat retrieval member, complete the following steps:

o Select the configured member you want to remove by selecting the box next to it.

o Click Remove.

Once you have configured your threat retrieval members, click Save & Close.

Configure Members

NAME IP ADDRESS

|..|‘||.... B | = -

Cancel Save & Close

This completes the Cloud Services Portal, On-Prem DNS Firewall portion for the setup and configuration of

Infoblox Threat Intelligence feeds. Please proceed to the next page to configure NIOS.

NIOS Configuration

License and Configuration Requirements
To deploy remote RPZ feeds, you will need a Grid member with at least a DNS and RPZ license.

To obtain the feeds, your member will need access to our Threat Intelligence Feed servers on port 53 (UDP

and TCP) as the feed data is transferred through a DNS zone transfer. Your server will also need to be able
to perform recursion to obtain a response from the Internet.
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To review log hits, you need to enable on the member or grid level the RPZ logging category (grid settings,
toggle advanced, logging, check RPZ)

Configuration steps
In NIOS navigate to: “Data Management” -> DNS -> “Response Policy Zones” Press the + button or use
“Add” in the sidebar.

1. Select ‘Add a Response Policy Zone Feed’ then press Next.

Add Response Policy Zone Wizard > Step 1 of 5 8

Add Local Response Policy Zone &
° Add Response Policy Zone Feed

Add FireEye-Integrated Response Policy Zone

Cancel ‘ Previous Next Schedule for Later Save & Close

2. Add the feed you want to use. In the case of DoH feeds, choose Public_DOH and Public_ DOH_IP.

Note that each feed is a subset of the data, and deploying multiple feeds is required to cover all bases. You
will have to repeat these steps for each RPZ.

Add Response Policy Zone Wizard > Step 2 of 5
*Name lbubllc-doh.rpz.lnfoblox ‘ «
*DNS View Default =l
Policy Override None (Given) ;]
Severity Major j
Comment
Disable
Lock -
Cancel Previous Next Schedule for Later Save & Close ~

Infoblox Deployment Guide -DoT and DoH Implementation Guide (July 2023)



o Leave Policy override on “None (Given)” for now. For the other policy override settings, please
refer to the Admin Guide.

o Modify logging Severity if needed

o Press next

3. Add the External Primary

Use the drop-down next to the “+” sign to select External Primary

Add Response Policy Zone Wizard > Step 3 of 5 [x]
2]
None &«
Use this Name Server Group Choose one j
° Use this set of name servers
+-
[] NamE & IPV4 ADDRESS IPV6 ADDRESS TYPE TSIG
No data Grid Secondary
External Primary
External Secondary
All Recursive Name Servers
o |
~/
Cancel Previous Next Schedule for Later Save & Close ~

4. Define the External Primary’s settings

Refer to the portal for the values from your account. Select the nearest name server and use the values you
copied from CSP during feed configuration. Note that the name field is only for reference purposes and you
can use any name you choose to.

5. Add a Grid Secondary
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Add Response Policy Zone Wizard > Step 3 of 5

None &

Use this Name Server Group Choose One j

° Use this set of name servers

SITE

Add External Secondary

Grid Secondal

| Use TSIG External Primary

*Address |:| External Secondary
* Key Name All Recursive Name Servers

*Key Algorithm Choose One j
Key Data | |
Use 2.x TSIG
Cancel Previous Next Schedule for Later Save & Close ~

o Use “Select” to select which member(s) you want to add or use “All recursive servers” if you want
to add all recursive nodes with an RPZ license.

o Note that you can configure a single secondary to be “Lead secondary.” If you set this up, that
member will be the only one to reach out to the external primary. You will then redistribute the
feed internally between your members through zone transfers.

o Press Add
o Press Save and Close, restart services as required (use the banner at the top)

o Give services 5 minutes to fetch the zone. If you refresh the GUI, you will see the last updated
value for when the last transfer was successful.

Troubleshooting

In case you are not getting a feed from our servers, verify if:
e You used the correct feed name
e Your timeis set correctly (ntp should be used)
e Youuse theright key name, TSIG key, and algorithm

For further troubleshooting, check the syslog of your (lead) secondary for a message that includes
“transfer”
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Generating & Reviewing Hits

1.

2.

Navigate to the Data Management — DNS — Response Policy Zones.
Find the Public_.DOH or Public_.DOH_IP feed.

Click on one of the feeds to export to a .csv file.

Pick an entry from the .csv file.

Run nslookup or dig against the member with the IP address or name.

Check the syslog for security hits. You should see a CEF entry with the domain(s) you are testing.
You can also refer to the security dashboard for graphed out results based on the last 30 minutes of
traffic.

AuditLog EESTELTER  Microsolt Log

SyslLog

Log Viewsar Member  member.infoblox.local w Q-

Quick Filler [S]-RPZinciden [5) | [BH] Eiterott | ShowFiter = Togale single line view

Seigoy b SER NN

2016-04-15 21:26:39 POT daemaon INFO namea(24813] CEF:0lintabloxINIOSI7.3.4-3226421 RPZ-QNAMEINXDOMAINI T1app=DNS dst=10.60.26.8
sre=10.120.253.73 spl=56885 view=_oefaull glype=A msg="rpz QNAME NXDOMAIN rewrite
adobekr.com [A] via adobekr.com.base.pz.infoblox.lacal”

Configuring BloxOne DDI to forward all queries to BloxOne ThreatDefense

1.

Please follow the instructions in the following link: Configuring DNS Forwarding Proxy and
BloxOne DDI DNS

Configuring DNS over HTTPS and DNS over TLS
As of NIOS 8.5.2, there is support for DNS over HTTPS and DNS over TLS.

Note: DNS over HTTPS and DNS over TLS are not supported on Grid Master or Grid Master Candidate. Please view
the link below in the System Requirements link for supported appliance platforms.

Licensing and Certificate Requirements

DNS over TLS and DNS over HTTPS require the vDCA (virtual DNS Cache Acceleration) or VADP (virtual
Advanced DNS Protection) service to be licensed and enabled. If the vDCA and/or the vVADP services are
not enabled, the DNS over TLS and DNS over HTTPS features will not work even if they are enabled.

The DNS over TLS or the DNS over HTTPS service uses the same self-signed certificate that NIOS
generates for HTTPS communication when it first starts.
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Infoblox recommends that you generate a certificate signing request (CSR) and use it to obtain a signed
certificate from your own trusted certificate authority (CA).

System Requirements

See the NIOS Administrator’s guide at the following link: Configuring DNS over TLS and DNS over HTTPS
Services - Infoblox NIOS 8.5

To configure the DNS over HTTPS feature, complete the following steps:

1.

Grid member: On the Data Management tab, click the DNS tab -> Members tab, select the member
check box, and then click the Edit icon. Standalone system: On the Data Management tab, click the
DNS tab, expand the Toolbar, and then click System DNS Properties.

In the Member DNS Properties editor/System DNS Properties editor, click Toggle Advanced Mode
if the editor is in basic mode.

On the Queries tab, select the Enable DoH Service check box to enable the DNS over HTTPS
feature.

In the Maximum Session Duration field, specify the maximum time in seconds a session can remain
idle before it times out and closes. The default value is 10 seconds.

Save the configuration

As prompted, manually restart the member to enable the DNS over HTTPS feature.

member1.infoblox (Member DNS Properties)

© Toggle Basic Mode Basic Advanced

General
N — Limit number of recursive clients to @
Forwarders
Updates Enable Fault Tolerant Caching Override
Queries

Expired Record TTL Seconds v

Zone Transfers P 5| Seconds ~|
Uil B o Expited Record Timeout 7] Days -
@ Sort List

@ Blackhole Inherited from Grid Infoblox

@ Logging

@ Host Naming Enable DoT Service

@ GSS-TSIG

@ DNSSEC

@ Blacklist

@ NXDOMAIN
@ DNSg4

@ RRset Order

Enable DoH Service
Maximum Session Timeout |10 Seconds

@ Query Rewrite

® Security

@ DNS Cache Acceleration
Traffic Control

Permissions

Cancel Save & Close ~

To configure the DNS over TLS feature, complete the following steps:
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1. Grid member: On the Data Management tab, click the DNS tab -> Members tab, select the member
check box, and then click the Edit icon. Standalone system: On the Data Management tab, click the
DNS tab, expand the Toolbar, and then click System DNS Properties. In the Member DNS
Properties editor/System DNS Properties editor, click Toggle Advanced Mode if the editor is in
basic mode.

2. Onthe Queries tab, select the Enable DoT Service check box to enable the DNS over TLS feature.

member1.infoblox (Member DNS Properties) ]
@ Toggle Basic Mode Basic Advanced )
«
General -
@ DNS Views Limit number of recursive clients to
Forwarders
Updates Enable Fault Tolerant Caching Override
Queries
Zone Transfers Explred Record TTL Seconds j
@ Root Name Servers Expired Record Timeout Days v
@ Sort List I:| ’ J

@ Blackhole Inherited from Grid Infoblox

@ Logging

@ Host Naming

@ GSS-TSIG
Maximum Session Timeout Seconds

©® DNSSEC

@ Blacklist

@ NXDOMAIN

OEREE) Maximum Session Timeout Seconds

@ RRset Order

Enable DoT Service

Enable DoH Service

@ Query Rewrite

@ Security

@ DNS Cache Acceleration
Traffic Control

Permissions

Cancel Save & Close ~

3. Inthe Maximum Session Duration field, specify the maximum time in seconds a session can remain
idle before it times out and closes. The default value is 60 seconds.

4. Save the configuration.
5. Asprompted, manually restart the member to enable the DNS over TLS feature.

CLI Commands

From an SSH session or console connection, you can view the status of the DNS over HTTPS or DNS over
TLS service, configuration, and details of active sessions using the following commands:

show doh-status

Infoblox > show doh-status
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DoH is enabled

DoH trace is off

DoH key logging is off

Max server sockets: 128
curr server sockets: 2

Max client sockets: 200128
curr client sockets: 0
show doh-config

Infoblox > show doh-config
DoH listen on v4 addresses:
10.39.51.58

DoH listen on v6 addresses:
2620:10a:6000:2745::1011
DoH listen on port: 443
show doh-stats

Infoblox > show doh-stats
IP 10.39.51.58

rx queries: 0

tx queries: 0

dropped packets: 0

max gry overflow sess drop: 0
opened sessions: 11

closed sessions: 11

curr sessions: O

IP 2620:010a:6000:2745::1011
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rx queries: 0

tx queries: 0

dropped packets: 0

max_gry overflow sess drop: 0
opened sessions: 0

closed sessions: 0

curr sessions: O

show dns-over-tls-status

Infoblox > show dns-over-tls-status
DoT is enabled

DoT trace 1is off

DoT key logging is off

show dns-over-tls-config

Infoblox > show dns-over-tls-config
DoT listen on v4 addresses:
10.39.51.58

DoT listen on v6 addresses:
2620:10a:6000:2745::1011

DoT listen on port: 853

show dns-over-tls-stats

Infoblox > show dns-over-tls-stats
IP 10.39.51.58 (TLS):

rx packets: 0

tx packets: 0

dropped packets: 0
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max gry overflow sess drop: 0
opened sessions: 0

closed sessions: 0

curr sessions: O

IP 2620:010a2:6000:2745::1011 (TLS) :
rx_packets: 0

tx packets: 0

dropped packets: 0

max gry overflow sess drop: 0
opened sessions: 0

closed sessions: 0

curr_ sessions: O

Modifying ADP rules

ADP blocks SVCB and HTTPS DNS records by default. These DNS message types can be used to discover
DoH resolvers not operated by your organization. They can also be used to bypass protections from
Response Policy Zones(RPZ). For most Enterprise organizations, we recommend you continue to block
these rule types until the standards they are based on are completed and additional protections can be
implemented. If you decide to pass these messages instead, you will need to modify 4 rules in the Threat
Protection Ruleset as described below.
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1. Navigate to Data Management — Security — Threat Protection Rules.

o= Dashboards Data Management Smart Folders Reportin, Grid Administration Search  admin v
NFODIOX 3%+ porting Q

IPAM VLANSs Super Host Devices. Network Users DHCP DNS File Distribution Security ‘Threat Analytics

%= ThreatProtection Rules  Members  Profiles & 0
» L K
Threat Protection Rules Home
Version 20210203-12  Threat Ruleset ¢* |
Quick Fiter [ None v | EFiter on Show Filter i Toggle Flat View
+ 18
a = Category Order Rule ID Rule Name ~ Type
By = BFD
By = BGP
By = BLACKLIST DROP TCP IP prior to rate limiting
By = BLACKLIST DROP UDP IP prior to rate limiting
By = BLACKLIST TCP FQDN lookup for DNS Message Type
By = BLACKLIST TCP FQDN lookup
~l
L=

2. Scroll down the list to DNS Message Types and click on the arrow to expand the list. Click on the
‘Rule Name’ column to either sort in descending or ascending order.

Infoblox :E: Dashboards Data Management ~ Smart Folders ~ Reporting  Grid  Administration QSearch admin v

IPAM VLANs Super Host Devices Network Users DHCP DNS File Distribution Security Threat Analytics

& 0
« «

; Threat Protection Rules Members Profiles

Threat Protection Rules Home

Version 20210203-12  Threat Ruleset ¢* [

Quick Filter | None v ‘ EFiter on Show Filter  i= Toggle Flat View

+izidlLlie

[ = Category Order Rule ID Rule Name ~ Type
By = DNS Message Types

] = 414 130502900 DNS A record TCP System
(] = 382 130500100 DNS A record System
= 415 130503000 DNS AAAA record TCP System
] 383 130500200 DNS AAAA record System
(] = 441 130505600 DNS ANY record TCP System

Q

3. Scroll down the list to view the following filters:
o DNSHTTPS record - Rule ID 130502880
o DNSHTTPS record TCP - Rule ID 130506000
o DNSSVCB record - Rule ID 130502870
o DNSSVCB record TCP - Rule ID 130505900

Note: You may need to toggle the ‘Rule Name’ column in order to view the rules and perform the steps above.
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4. Click on the corresponding hamburger icon and select ‘Edit’.

DNS HTTPS record TCP (System Rule) a
Basic (2]
«
General
) Rule ID 130506000
Settings
Name DNS HTTPS record TCP
Category DNS Message Types
Description By default, this rule drops all TCP DNS packets that con_tain
HTTPS record requests. You can change the default action to
Pass.
Order 445
Comment
Disable
Cancel Save & Close ~

5. Click on the ‘Settings’ button and then click on the ‘Action’ drop-down menu and select ‘Pass’. Click

on ‘Save & Close’.

DNS HTTPS record TCP (System Rule)
Basic
General Drop
Log Severity Informational :I

*RULE PARAMETERS
Description Value

Events per second 1

Cancel

Save & Close

6. Repeat steps 3-5 above for the remaining records mentioned in step 3.
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Generating Certificate Signing Requests

The DNS over TLS or the DNS over HTTPS service uses the same self-signed certificate that NIOS
generates for HTTPS communication when it first starts. You can also generate a certificate signing request
(CSR) and use it to obtain a signed certificate from your own trusted certificate authority (CA).

1. Navigate to Grid — Grid Manager — Members.

|nf0b|0)( :E: Dashboards Data Management Smart Folders Reporting Grid Administration Q Search  admin v

(YIRS  Upgrade  Licenses  HSMGroup  Microsoft Servers  Device Support  Ecosystem

= Infoblox = & Toolbar » @
> «
u = - - - =+ Add -
DHCP DNS TFTP HTTP (File Dist) FTP DFP NTP bloxTools Captive Portal Reporting Discovery Threat Protection
Subscriber Collection Threat Analytics
Members Services
Quick Filter‘ None ‘v ‘ B Fiter on showFiter [ Replication Status View
C Restart Services
(") Group Results Group By + £ control -
i= arid .
+IZITI=EIRB L8 Goto | B co Properiies
'S) Backup v
[ | = Name HA Status ~ IPv4Address =8 pegors v
& GMC Promote Test
= Configure
B = Captive Portal
= discovery.localdomain No 198.18.200.1
& ooy Mg & vourias .
| = 2 Traffic Capture
~

2. Click on a member. Navigate to Toolbar — Certificates — HTTPS Certificate — Create Signing
Request.

Infoblox :E: Dashboards Data Management Smart Folders. Reporting Grid Administration Q Search  admin v
Grid Manager Upgrade Licenses HSM Group Microsoft Servers Device Support Ecosystem
= Toolbat
Infoblox = & R 2L »©
» «
| | | | | + Add .
DHCP DNS TFTP HTTP (File Dist) FTP DFP NTP bloxTools Captive Portal Reporting Discovery Threat Protection
# Edit
Subscriber Collection Threat Analytics @ Delete
= Permissions
Members Services B Extensible
Attributes
Quick Filter‘ None ‘v ‘ EQFiteron Show Fiter |Gl Replication Status View A License
C Restart Services
(] Group Results Group By + £ control -
i= Grid .
+‘z‘ﬁ‘-5‘ \E\.L~\B Gato‘ M‘GO Properties
's) Backup -
[ = Neme HA Status IPv4Address 2B pestore .

a = &4 reporting.localdomain No 10.63.128.22 Manage CA Certificates
_ Create Signing Request HTTPS Cert b
U = e N Generate Self-signed Certificate Client Cert b
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3. Fill out the dialog box. Click OK.

Create Signing Request

*Secure Hash Algorithm and Key Size
*Common Name (e.g. FQDN)
Organization (e.g. Company)
Organizational Unit (e.g. Department)
Locality

State or Province

Country Code (2-letter code)

Admin Email Address

Comment

SUBJECT ALTERNATIVE NAME
] Type Value
No data

Cancel

SHA-256 2048 v

| infoblox.localdomain

+ |

OK
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infOblox Infoblox unites networking and security to deliver unmatched performance and
protection. Trusted by Fortune 100 companies and emerging innovators, we
provide real-time visibility and control over who and what connects to your
network, so your organization runs faster and stops threats earlier.

Corporate Headquarters

2390 Mission College Blvd, Ste. 501
Santa Clara, CA 95054
+1.408.986.4000
www.infoblox.com
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