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Introduction

Infoblox vNIOS for AWS is a virtual appliance designed for deployment as a Virtual Machine (VM)
instance in Amazon Web Services. Infoblox vNIOS for AWS enables you to deploy robust, manageable,
and cost effective Infoblox appliances in the Amazon Cloud.

Infoblox NIOS is the underlying software running on Infoblox appliances which provide core network
services and a framework for integrating all the components of the modular Infoblox solution. It
provides integrated, secure, and easy-to-manage DNS (Domain Name System), DHCP (Dynamic Host
Configuration Protocol, IPAM (IP address management) and other services.

Infoblox vNIOS for AWS appliances can either be joined to an existing on-premises or hybrid/multi
cloud Grid, or the entire Grid can run in AWS. The vNIOS appliance can be configured as a primary DNS
server for your AWS VPCs. You can also use Infoblox Cloud Network Automation with vNIOS for AWS
to improve visibility of cloud resources and increase the flexibility of your cloud environment.

Infoblox vNIOS for AWS Use Cases

Extending your Infoblox grid into AWS with vNIOS appliances can provide solutions for many hybrid
cloud infrastructure requirements and issues. The following are some of the common use cases:

DNS and RPZ for Public Cloud

A vNIOS appliance can be used as the primary DNS server in AWS VPCs. This allows you to extend
your enterprise DNS and RPZ services into the public cloud. Clients running on AWS, attached to your
VPCs, are able to use the same consolidated and secure DNS service as clients on-premises and in your
private cloud environments. vNIOS appliances running the DNS service can be deployed in shared
services or transit virtual networks and used for DNS resolution across other virtual networks via
peering relationships. This is powerful especially when combined with the vDiscovery use case for
automated creation of DNS records for your AWS resources.

IPAM and vDiscovery for Public Cloud

The Infoblox vDiscovery feature can be used for detecting and obtaining information about Tenants,
VPCs, Subnets, and Virtual Machines operating in your AWS environments. Many organizations
operate hybrid and multi-cloud environments that may contain many subscriptions and accounts.
These environments tend to be very dynamic, with things such as VMs being created and terminated
on a frequent basis. This makes it difficult to keep track of everything. With Infoblox vDiscovery, tasks
can be configured to run automatically, allowing your Infoblox vNIOS appliance to keep track of all
AWS environments, storing this data in IPAM. Infoblox vDiscovery can also be used to automate
creation of DNS records for VMs running in your cloud environments. Using vDiscovery in conjunction
with the Cloud Network Automation (CNA) feature, you will gain enhanced visibility into your cloud
environments, all within a ‘single pane of glass..

DHCP Service for On-Premises Clients
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A vNIOS appliance running on AWS can provide DHCP service for your on-premises clients. This
DHCP appliance can serve as your primary DHCP server or be configured as part of a failover pair with
a NIOS DHCP server running on-premises for a hybrid, survivable solution. Two vNIOS appliances,
each running in AWS could also be configured for DHCP failover for highly available, fault tolerant
DHCP services. Using a VNIOS appliance running on AWS for DHCP requires using DHCP Relay or IP
Helper on your router or layer 3 switch to send DHCP traffic from your on-premises network to your
AWS VPC.

Reporting and Analytics

Infoblox Reporting and Analytics automates the collection, analysis, and presentation of core network
service data that assists you in planning and mitigating network outage risks so you can manage your
networks more efficiently. You can quickly create custom security reports and dashboards to identify
security issues, ensuring that your network is secure and available. You can easily meet audit
requirements with pre-configured, customizable compliance reports or quickly and easily create your
own. To keep your Infoblox Grid running smoothly, you can track and project utilization of the Grid and
easily forecast when you will need to scale up. Deploying Reporting members in AWS allows you to
migrate workloads from the data center to the cloud and take advantage of the reliability and high
availability of AWS deployments.

Fault Tolerance and Disaster Recovery

You can achieve Fault Tolerance and aid in Disaster Recovery of DDI services by deploying vNIOS
appliances in AWS. In case of failure in the Primary Datacenter (power outage, network outage, or
other critical failure) an Infoblox vNIOS appliance enabled as a Grid Master Candidate (GMC) can be
promoted to the Grid Master role so that Grid services can continue to operate. Deploying vNIOS
appliances in multiple regions and across availability zones can increase fault tolerance and
survivability further. DNS services can also be redirected to vNIOS instances operating in AWS,
possibly without even requiring any manual intervention, helping to ensure the business can continue
to operate. DHCP fault tolerance can be achieved using Infoblox DHCP Failover configured between
on-premises grid members and members running on AWS.

AWS Regions

Infoblox vNIOS for AWS is available in the following regions: us-east-1, us-east-2, us-west-1,
us-west-2, ca-central-1, eu-central-1, eu-central-2, eu-west-1, eu-west-2, eu-west-3, eu-north-1,
eu-south-1, eu-south-2, ap-east-1, ap-southeast-1, ap-southeast-2, ap-southeast-4, ap-northeast-1,
ap-northeast-2, ap-northeast-3, ap-south-1, ap-south-2, sa-east-1, me-central-1, me-south-1,
af-south-1.

AWS Services
The following AWS services are used in a typical vNIOS deployment on AWS:
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VPC: Virtual Private Clouds are used to deploy virtual networks and associated resourcesin a
logically isolated area of the AWS cloud. https://docs.aws.amazon.com/vpc/index.html

EC2: Elastic Compute Cloud is the underlying service which provides compute resources in the
Amazon cloud. https://docs.aws.amazon.com/ec2/index.html

EBS: Elastic Block Store provides storage volumes for use with EC2 instances.
https://docs.aws.amazon.com/AWSEC?2/latest/UserGuide/AmazonEBS.html

Workflow

The following outline lays out the basic steps to deploy and configure Infoblox vNIOS in a new AWS
account (steps 7-8 are optional, depending on specific use case):

N o ok w N

8.

Deploy an AWS VPC and subnets.

Deploy and configure Internet access for your VPC.
Deploy a vNIOS instance.

Add a public IP to your vNIOS instance.

Connect to your vNIOS instance.

Join your vNIOS instance to a Grid or create a new Grid.
Configure vNIOS as DNS server for AWS VPC.

Perform vDiscovery for AWS.

Typical time for deployment and configuration of vNIOS for AWS, following this user guide is 30 to 45
minutes, depending on which use cases are configured.

Prerequisites

The following are prerequisites to deploying and managing an Infoblox vNIOS for AWS appliance:

Valid AWS account.
Permissions on AWS to create VPCs, VMs, and related resources.

Understanding of basic networking concepts and tools, including public and private IP
addressing, DNS, Secure Shell (SSH), and command line/terminal applications.

Architecture

Specific designs for Infoblox VNIOS for AWS deployment architectures can vary based on the use cases
and cloud/hybrid environment of an organization. At a minimum, deployments will require a VPC with
two subnets and a vNIOS instance with two network interfaces. The diagrams in this section depict
basic architecture for a standalone deployment and a hybrid Grid deployment.
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Standalone Deployment
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This diagram shows a typical stand-alone Infoblox vNIOS for AWS deployment. An Internet gateway
allows the instance inbound and outbound connectivity. An Elastic IP can be associated with the vNIOS
LAN1 (ethO) interface to allow admin access via the Internet.

Hybrid Grid Deployment

QUE AWS Cloud
659 #
AWS Transit AWS Direct
Gateway Connect
@l Private subnet Gl Private subnet
==
LLLLI El
L -
=) - - (==
- R4 - VPN
MGMT (ethQ) == == | AN1 (eth1)
— —
LB
Infoblox vNIOS for I
AWS Instance ( ‘I
: I
el ;)
Corporate
Datacenter

This diagram shows a typical hybrid Grid deployment where the Infoblox vNIOS for AWS instance will
communicate with a Grid Master running on-premises. AWS Direct Connect or a site-to-site VPN
allows for private communication between Grid members running on-premises and in AWS.
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Security Considerations

Infoblox NIOS and Grid technology are purpose-built for security. The NIOS operating system does not
allow for root access and services are disabled by default until configured. Infoblox Grid
communication takes place through encrypted VPN tunnels established between the Grid Master and
member appliances. For information on additional security services and configuration, refer to Infoblox
NIOS documentation at https://docs.infoblox.com/display/ILP/NIOS. When deploying and using
Infoblox vNIOS on AWS, you should always follow AWS |AM best practices as detailed in AWS IAM
documentation: https://docs.aws.amazon.com/iam/index.html. The sections below cover security
considerations specific to Infoblox vNIOS for AWS appliance deployment and configuration.

Infoblox vNIOS Admin Accounts

A user must have an admin account to log in to the vNIOS appliance. Each admin account belongs to an
admin group, which is assigned roles and permissions that determine the tasks a user can perform.
Users connect to the vNIOS appliance with a username and password. Infoblox strongly recommends
changing the default administrator password to a complex password containing a mix of uppercase and
lowercase letters, numbers, and special characters.

Additionally, Infoblox recommends creating role-based accounts for admins, using the principle of least
privilege, granting minimal permissions needed to conduct required tasks.

For additional information on role-based access control in vNIOS and additional authentication
methods, refer to the Infoblox NIOS Admin Guide:
https://docs.infoblox.com/display/nios85/Managing+Administrators.

IAM Configuration for vDIscovery

In order to use the Infoblox vDiscovery for AWS feature described in the Configuration section of this
guide, you will need an IAM user or role with some minimum permissions to view resources in AWS.
Minimum permissions required in AWS to conduct vDiscovery are:

o iam:GetUser

e ec2:DescribeVpcs

e ec2:DescribeSubnets

e ec2:DescribeRouteTables

e ec2:DescribeAddresses

e ec2:DescribeNetworkinterfaces
e ec2:Describelnstances

IAM Policy

First, we will create a custom policy with the permissions listed above to assign to users or roles.
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1. Inthe AWS Management Console, Use the Services menu to navigate to IAM under Security,
Identity, & Compliance.

2. Select Policies from the IAM menu.

3. Click on Create policy.

aWS, Services v  Resource Groups v *
Identity and Access Create policy Policy actions ¥
Management (IAM) 1
Filter policies v Q Search
Dashboard
~ Access management Policy name ~ Type
Groups » AccessAnalyzerServiceRole...  AWS managed
Users » AdministratorAccess Job function
Roles > AlexaForBusinessDeviceSetup ~ AWS managed
Policies
» AlexaForBusinessFullAccess AWS managed

Identity providers

4. Policies can be selected through the visual editor or defined using JSON. For this guide, we will
use JSON. Click the JSON tab.

Create policy QO -

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more

Visual editor JSON Import managed policy
Expand all = Collapse all

v Select a service Clone Remove

» Service Choose a service

5. Inthe JSON editor view, you will see the base outline for a policy definition:

Visual editor JSON

-{
"Version": "2012-10-17",
"Statement": []

6. Between the square brackets next to Statement, paste the following to define your policy:
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"Effect": "Allow",

"Action": [
"ec2:DescribeAddresses",
"ec2:Describelnstances”,
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeRouteTables"

],

"Resource":

}

"Effect": "Allow",

"Action": "iam:GetUser",

"Resource": "arn:aws:iam::*:user

*0

7. Your JSON policy definition should look like this:

"Version": "2012-10-17",
- "Statement": [

"Effect": "Allow",

"Action":
"ec2:DescribeAddresses",
"ec2:Describelnstances”,
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets”,
"ec2:DescribeRouteTables"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "iam:GetUser",
"Resource": "arn:aws:iam::*:user/*"

Infoblox Deployment Guide - Deploy Infoblox vNIOS Instances for AWS (November 2022)
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8. Click Next: Tags. Add tags if desired.
9. Click Next: Review.

10. Name your policy.

11. Optionally, add a description.

12. Review the Summary.

13. Click Create Policy.

Review policy

Name* = GuideDemo

Use alphanumeric and '+=,.@-_' characters. Maximum 128 characters.

Description Policy with minimal permissions needed for Infoblox vDiscovery.

Maximum 1000 characters. Use alphanumeric and '+=,.@-_' characters.

Summary
Q Filter
Service v Access level
Allow (2 of 235 services) Show remaining 233
EC2 Limited: List
IAM Limited: Read
* Required
IAM User

Resource

All resources

UserName | string like | All

Cancel Previous

Request condition

None

None

Create policy

Next, we will create a user with an access key that can be used to authenticate for vDiscovery jobs.

1. Select Users from the |AM menu.
2. Click Add users.

adws

= Services v

Dashboard
¥ Access management
Groups
Users
Roles

Policies

3. Name the user.

Resource Groups v *

. EEETTa

Q guide

User name v Groups
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4. Click Next.

Specify user details

User details

User name

Guide-User

The user name can have up to 64 characters. Valid characters: A-Z, a-z, 0-9,and + =, . @ _ - (hyphen)

|_| Provide user access to the AWS Management Console - optional

If you're providing console access to a person, it's a best practice [4] to manage their access in
IAM Identity Center.

@ If you are creating programmatic access through access keys or service-specific credentials for AWS
CodeCommit or Amazon Keyspaces, you can generate them after you create this IAM user. Learn
more [4

5. Under Permissions options, select Attach policies directly.

6. Use the Permissions policies search to locate and select your vDiscovery policy.
7. Click Next.

Set permissions

Add user to an existing group or create a new one. Using groups is a best-practice way to manage user's permissions by job
functions. Learn more [£

Permissions options

() Add user to group () Copy permissions © Attach policies directly

Add user to an existing group, or Copy all group memberships, Attach a managed policy directly
create a new group. We attached managed policies, and to a user. As a best practice, we
recommend using groups to inline policies from an existing recommend attaching policies to a
manage user permissions by job user. group instead. Then, add the user
function. to the appropriate group.

Permissions policies (1/1107) ‘ C ‘ ‘ Create policy [

Choose one or more policies to attach to your new user.

‘ Q, Filter distributions by text, property or value ‘ 4 matches 1 &

‘ quide ‘ X ‘ ‘ Clear filters ‘

[—| Policy name [ A | Type v | Attached entities v

[} [# firewall-guide Customer managed 0

[} [ firewall-s3-guide Customer managed 0

(] [[ Guide-R53 Customer managed 1

[ GuideDemo Customer managed 3
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8. Onthe Review and create step, review details and click Create user.
9. After the user is created, search for and click on the new user.

Identity and Access ® @ User created successfully m

Management (I1AM) You can view and download the user's password and emall instructions for signing in to the AWS
Management Console.

Q. Search IAM 1AM > Users
pashboard Users (17) imfo = [ potetn
¥ Access management :Cvlgm ::sarciz:unnitc-ism\ty with long-term credentials that is used to interact with
User groups
Q, Guide-User X 1match 1 &
Users
Roles
User name b4 Groups b4 Last activity MFA b4 Passy
Policies
Identity providers Guide-User Nene Never None None
10. Select the Security credentials tab.
Guide-User
Summary
ARN Console access Access key 1
Disabled Mot enabled
arn:aws:lam::915693437317:user/Gui
de-User
Created Last console sign-in Access key 2
April 17, 2023, 15:57 (UTC-07:00) - Not enabled
Permissions Groups Tags Security credentials Access Advisor

11. Scroll down to the Access Keys section and click Create access key.
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Access keys (0)

Use access keys to send programmatic calls to AWS from the AWS CLI, AWS Tools for PowerShell, AWS SDKs, or direct AWS API calls. You can
have a maximum of two access keys (active or inactive) at a time. Learn more E

Create access key

No access keys

As a best practice, avoid using long-term credentials like access keys. Instead, use tools which provide short term
credentials.&bsp;Learn more [

Create access key

12. Select Other and click Next.

O Other

Your use case is not listed here.

® It's okay to use an access key for this use case, but follow the best
practices:
MNever store your access key in plain text, in a code repository, or in code.

Disable or delete access keys when no longer needed.

Enable least-privilege permissions.

Rotate access keys regularly.

For more details about managing access keys, see the Best practices for
managing AWS access keys.

13. Add a description for the key and click Create access key.

Set description tag - optional

The description for this access key will be attached to this user as a tag and shown alongside
the access key.

Description tag value

Describe the purpose of this access key and where it will be used. A good description will help you
rotate this access key confidently later.

Used for vDiscovery ‘

Maximum 256 characters. Allowed characters are letters, numbers, spaces representable in UTF-8,
and:_.:/=+-@

Infoblox Deployment Guide - Deploy Infoblox vNIOS Instances for AWS (November 2022)
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14. Click Download .csv file to retrieve the new keys.

Retrieve access keys

Access key

If you lose or forget your secret access key, you cannot retrieve it. Instead, create a new access key and
make the old key inactive.

Access key Secret access key

ARRKENENERARREN 5huw

Access key best practices

Never store your access key in plain text, in a code repository, or in code.

Disable or delete access key when no longer needed.

Enable least-privilege permissions.

Rotate access keys regularly.

For more details about managing access keys, see the Best practices for managing AWS
access keys.

Download .csv file | -

Warning: This is the only opportunity to download or view these credentials. If you do not save them, or lose
them later, you will have to create new access keys for this user.

15. Click Done.

Rotating Credentials

When using user access keys as described in the previous section, keys should be rotated on a regular
basis, at a minimum every 90 days. To rotate access keys for an |AM user, follow the guidance in AWS

documentation: https://docs.aws.amazon.com/IAM/latest/UserGuide/id _credentials_access-keys.html,

specifically the section titled Rotating access keys.

Infoblox Deployment Guide - Deploy Infoblox vNIOS Instances for AWS (November 2022)
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IAM Role

Creating arole to use for vDiscovery is optional and if desired should be completed prior to deploying
your vNIOS for AWS instance. The role can be assigned to your instance during deployment, as
described in the Deploy vNIOS Instance in AWS — Configure Instance Details section of this guide. It is
also possible to add roles to a running instance using the AWS CLI command: aws ec2
associate-iam-instance-profile. See AWS CLI documentation for details on working with this and other

commands related to IAM roles: https://docs.aws.amazon.com.

1. Inthe AWS Management Console, Use the Services menu to navigate to IAM under Security,
Identity, & Compliance.

2. Select Roles from the IAM menu.

3. Click on Createrole.

aW§ Services v Resource Groups v *
Identity and Access Delete role
Management (IAM) 4

Q guide
Dashboard

v Access management Role name v

Groups
Users
Roles

Policies

4. For Trusted entity type, select AWS service.
5. For Use case, select EC2.
6. Click Next.

Select trusted entity we

Trusted entity type
© AWS service AWS account Web identity

Allow AWS services Allow entities in other Allows users

like EC2, Lambda, or AWS accounts federated by the

thers to perform belonging to you or a specified external web

actions in this 3rd party to perform identity provider to

account. actions in this essume this role to
account. perform actions in this

account.

SAML 2.0 Custom trust

federation policy

Allow users federated Create a custom trust

with SAML 2.0 from a policy to enable others

corporate directory to to perform actions in

perform actions in this this account.

account.

Use case
Allow an AWS service like EC2, Lambda, or others to perform actions in this account.

Common use cases

O Ecz
Allows EC2 instances to call AWS services on your behalf.

Lambda
Allows Lambda functions to call AWS services on your behalf.

Use cases for other AWS services:

‘Choose a service to view use case v

Infoblox Deployment Guide - Deploy Infoblox vNIOS Instances for AWS (November 2022)
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7. Enter the name of your policy in the search bar or scroll down to locate your policy.

8. Check the box next to your vDiscovery policy.
9. Click Next.

Add permissions o

Permissions policies (Selected 1/867) nfo
Choose one or more policies to attach to your new role.

Q, Filter policies by property or policy name and press enter.

(5] Create policy &

imatch € 1 > O]

"GuideDemo" X Clear filters
Policy name L4 Type Description
GuideDemo Custom... Policy with minimal

P Set permissions boundary - optional info

Set a permissions boundary to control the maximum permissions this role can have. This is not a common setting, but you can use it to

delegate permission management to others.

10. Enter a name under Role name.
11. Optionally, add a description.

12. Review the role properties.

13. Scroll down and click Create role.

Name, review, and create

Role details

Role name
Enter a meaningful name to identify this role.

Guide-role

Maximum 64 characters. Use alphanumeric and '+=,.@-_' characters.
Description
Add a short explanation for this role.

Allows EC2 instances to call AWS services on your behalf.

Maximum 1000 characters. Use alphanumeric and '+=,.@-_' characters.

Cancel Previous m
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Network Configuration

Network security and configuration requirements can vary greatly based on use case. You will need a
security group in each VPC where vNIOS is deployed to allow for management and service traffic. The
following table lists the most common rules needed for Infoblox vNIOS for AWS appliances:

Type Protocol Port Range | Purpose

SSH TCP 22 CLI access for appliance administration
HTTPS TCP 443 Grid Manager GUI access

Custom UDP Rule UDP 1194 NIOS Grid Traffic (VPN)

Custom UDP Rule UDP 2114 NIOS Grid Traffic (key exchange)

DNS (UDP) UDP 53 UDP DNS

DNS (TCP) TCP 53 TCP DNS

Custom UDP Rule UDP 67-68 DHCP

Custom TCP Rule TCP 8787 Infoblox AWS API Proxy

The following table lists additional rules used when deploying the TR-V5005 reporting appliance:

Type Protocol Port Range | Purpose

Custom TCP Rule TCP 7089 Distributed search
Custom TCP Rule TCP 7887 Reporting peer replication
Custom TCP Rule TCP 9997 Reporting forwarders
Custom TCP Rule TCP 8000 Reporting management
Custom TCP Rule TCP 8089 Reporting management
Custom TCP Rule TCP 9185 Splunk REST API

Custom TCP Rule TCP 7000 WebUI (Master, Indexer)

Infoblox recommends you only allow traffic for necessary management and services. Rules should be as
restrictive as possible in regard to where source traffic is allowed from. For further detail on ports and

protocols used by Infoblox NIOS, refer to
https://docs.infoblox.com/display/nios85/Configuring+Ethernet+Ports.

Infoblox Deployment Guide - Deploy Infoblox vNIOS Instances for AWS (November 2022)
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Planning Considerations

The following sections detail planning considerations specific to Infoblox vNIOS for AWS deployments.

Cost

Billable AWS Resources
The following billable AWS resources may be used as part of an Infoblox vNIOS for AWS deployment:

e EC2Instance: This resource is mandatory and will be used in every Infoblox vNIOS for AWS
deployment. Refer to the AWS EC2 Instance Size section of this guide for instance type and
size selection. For current AWS EC2 instance prices and options, refer to AWS pricing
documentation h ://aws.amazon.com/ec2/pricin

e EBS Volume: This resource is mandatory and will be used in every Infoblox vNIOS for AWS
deployment. Refer to the AWS EBS Volume Type and Size section of this guide for specific type
and size. For current AWS EBS prices, refer to AWS pricing documentation
https://aws.amazon.com/ebs/pricing/.

e Elastic IP Address (EIP): This resource is optional for Infoblox vNIOS for AWS deployments.
You can have one EIP associated with a running instance at no charge. For current prices of
additional EIPs and EIPs not associated with a running instance, refer to AWS pricing
documentation h ://aws.amazon.com/ec2/pricin

Infoblox Licenses

Infoblox vNIOS for AWS appliances use a bring your own license (BYOL) model. Sixty day
temporary/trial licenses are available for many virtual appliances and features at no cost. The
Deployment section of this guide covers details on installing temporary licenses during deployment.
For details on obtaining and installing production licenses, refer to Infoblox documentation

https://docs.infoblox.com/display/nios85/Managing+Licenses.

AWS EC2 Instance Size

This section lists the Infoblox vNIOS models available for deployment in AWS and recommends
corresponding AWS EC2 instance types and sizes. The following table lists models and sizes available
for the most recent NIOS versions (8.4 and 8.5) in most AWS regions.

vNIOS Model vCPUs Memory (GiB) Type
TE-V825 2 15.25 rd.large
TE-V1425 4 30.5 rd.xlarge
TE-V2225 8 61 r4.2xlarge
TE-V4015 16 122 r4.4xlarge
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TE-V4025 16 122 r4.4xlarge
CP-v805 2 15.25 rd.large
CP-v1405 4 30.5 r4.xlarge
CP-V2205 8 61 r4.2xlarge
TR-V5005 User Defined User Defined r4 Instance

For information on recommended sizes for models available with older NIOS versions and
recommendations on alternate instance sizes when the above are not available, refer to vNIOS for
AWS appliance documentation

https://docs.infoblox.com/display/NAIG/Infoblox+vNIOS+for+AWS+AMI+Shapes+and+Regions.

AWS EBS Volume Type and Size

General Purpose SSD (gp2) EBS volumes should be used for Infoblox vNIOS for AWS instances. Volume
size should be set to a default/minimum value of 250 GiB.

For reporting appliances only (N1OS 8.6.2 and later), you must add an additional volume. This volume
should have a minimum size of 250 GiB.

Deployment

This section provides step-by-step instructions for deploying a new Infoblox vNIOS for AWS instance
using the AWS Management Console. Deploying a new VPC is optional and should be skipped if you
plan to deploy the vNIOS instance in an existing VPC. Note: To use the MGMT interface of your vNIOS for
AWS instance, you will need a VPC with two subnets in the same availability zone and the LAN1 and MGMT
interfaces must be deployed in separate subnets.

Deploy AWS VPC (Optional)

Prior to deploying a vNIOS for AWS instance, you will need a VPC in the desired region. This section
details the deployment and configuration of a new VPC. If deploying vNIOS into an existing VPC, skip
ahead to the Deploy vNIOS Instance section.

Create VPC
1. Loginto the AWS Management Console.
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aws

Sign in

@® Root user
Account owner that performs tasks requiring

unrestricted access. Learn more

O 1AM user
User within an account that performs daily tasks.

Learn more AWS Accounts Include
12 Months of Free Tier Access

Root user email address
Including use of Amazon EC2,
username@example.com Amazon S3, and Amazon DynamoDB

Next Visit aws.amazon.com/free for full offer terms

New to AWS?

Create a new AWS account

2. Use the Services search box to find and select VPC.

EEE Services Q vpc
53 i VPC i
Search results for 'vpc'
Services See all 12 results »
Features (47)
Resources ' New

Blogs (723)

a_‘."_l'"_si EEE Services Q

B Route53 @ VPC & CloudFormation &9 1AM Bl EC2

VPC dashboard X
Create VPC Launch EC2 |
EC2 Global view [7}

Filter by VPC: MNote: Your Instances will launch in the US Ea:

Select a VPC v | Resources by Region

¥ Virtual private cloud You are using the following Amazon VPC

Your VPCS New

VPCs

Subnets See all regions

Route tables

4. Select VPC only.




5. Enter a name for your VPC.
6. Enter an IPv4 CIDR block for your VPC.

VPC Your VPCs Create VPC

Create VPC i

AVPC s an isolated portion of the AWS Cloud populated by AWS objects, such as Amazon EC2 instances.
VPC settings

Resources to create Info
Create only the VPC resource or the VPC and other networking rescurces.

© VPConly

) WPC and more ‘

Mame tag - optional
Creates a tag with a key of 'Name' and a value that you specify.

| Demo-VPC |

IPv4 CIDR block infe

© 1Pv4 CIDR manual input
) IPAM-allocated IPv4 CIDR block

IPv4 CIDR

172.17.0.0/16

7. Scroll down to click Create VPC.
Create Subnets

Before using your new VPC, you will need to create at least one subnet. vNIOS for AWS instances
should use two subnets, one for the LAN1 interface and one for the MGMT interface. In this guide, we
will create a subnet for each interface.

1. Backonthe VPC page, click on Subnets.
2. Click the Create subnet button.

VPC dashboard X Subnets info | C || Actions v |_

EC2 Global View [& new
Q 1 @
Filter by VPC:

Select a VPC v Name v Subnet ID A4 State v VPC

¥ Virtual private cloud
Your VPCS New

Subnets
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3. Select your new VPC from the dropdown list.

VPC Subnets Create subnet

Create subnet .«

VPC

VPCID
Create subnets in this VPC.

vpc-0bba0deeletb5adf2 (Demo-VPC) v
Associated VPC CIDRs

IPv4 CIDRs
172.17.0.0/16

4. Enter aname for the subnet.
5. Select an Availability Zone.
6. Enter a CIDR block for the subnet that fits within the CIDR of your VPC.

Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name
Create a tag with a key of "Name' and a value that you specify.

Subnet-1

The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you.

US East (Ohio) [ us-east-2b v

IPv4 CIDR block infe

Q 172.17.1.0/24 X
¥ Tags - optional

Key Value - optional

Q Name X Q, Subnet-1 X

You can add 49 more tags.

| Add new subnet ‘
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Click Add new subnet.
Enter a name for the second subnet.

For Availability Zone, use the dropdown to select the same availability zone used by the first
subnet.

10. Enter a CIDR for this subnet, which must not overlap with the first subnet.
11. Click Create subnet.

Subnet 2 of 2

Subnet name
Create a tag with a key of 'Name' and a value that you specify.

Subnet-2

The name can be up to 256 characters long.

Availability Zone Info

Choose the zone in which your subnet will reside, or let Amazon choose one for you.

US East (Ohio) / us-east-2b v

IPv4 CIDR block info

Q, 172.17.2.0/24 X

¥ Tags - optional

Key Value - optional
O, Name b4 Q. subnet-2 »
‘ Add new tag

You can add 49 more tags.

Remove

‘ Add new subnet |

Add Internet Connectivity to the VPC

To allow connectivity in and out of your VPC through the Internet, including connectivity for your
vNIOS instance, you will need to create an Internet Gateway and associated routes. If you are using
site-to-site VPN or other methods of connecting to AWS VPCs, direct Internet connectivity may not be
needed. Configuring these other types of connectivity are outside the scope of this guide; please refer
to AWS documentation.
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Attach Internet Gateway
1. Click on Internet Gateways in the VPC menu.

2. Click on Create internet gateway.

Services v Resource Groups v * v~  Ohio v  Suppo

@ New VPC Experience
Tell us what you think VPC Internet gateways

VPC Dashboard new

Internet gateways info Create internet gateway
Filter by VPC:

Q Select a VPC ‘ Q
v VIRTUAL PRIVATE 1 (o)
CLOUD
Your VPCs
Name v Internet gateway ID v State v
Subnets
Route Tables No internet gateways found in tk

Internet Gateways New

Egress Only Internet
Gateways New

3. Name the gateway and optionally add other Tags.

VPC Internet gateways Create internet gateway

Create internet gateway

An internet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name
for the gateway below.

Internet gateway settings

Name tag
Creates a tag with a key of 'Name' and a value that you specify.

Demo-Gateway|

Tags - optional
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Key Value - optional

Q Name X Q, Demo-Gateway X
Add new tag

You can add 49 more tags.

Cancel Create internet gateway

4. Click Create internet gateway.

5. Once the gateway has been successfully created, click on Attach to a VPC.
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aws

Services v Resource Groups v * Q v  Ohio v  Support v

@ New VPC Experience
Tell us what you think

© The following internet gateway was created: igw-Oe8ae65167e6bcedd . You can Attach to a VPC X
now attach to a VPC to enable the VPC to communicate with the internet.

VPC Dashboard new
Filter by VPC: VPC

Internet gateways igw-0e8ae65167e6bcedd

Q Selecta VPC

VIRTUAL PRIVATE igw-oesae651 67e6bcedd / DemO'GateWay

CLOUD
Your VPCs .
Details info
Subnets
Route Tables
Internet gateway ID State VPCID Owner
Internet Gateways new igw- © Detached - 915693437317
Egress Only Internet Oe8ae65167e6bcedd

Gateways new

6. Select your VPC from the dropdown.

VPC Internet gateways Attach to VPC (igw-0e8ae65167e6bcedd)
Attach to VPC (igw-0e8ae65167e6bcedd) i+

VPC

Attach an internet gateway to a VPC to enable the VPC to communicate with the internet. Specify the VPC to attach below.

Available VPCs
Attach the internet gateway to this VPC.

[a]

vpc-052c14e2c805f3fbd - Demo-VPC
» AWS Command Line Interface command

Cancel Attach internet gateway

7. Click on Attach internet gateway.
Add Routes

Next, we'll update the VPC route table to send all traffic through the new internet gateway.

1. Once the attach operation is complete, click Route tables in the VPC menu.

@ New VPC Experience © Internet gateway igw-0e8ae65167e6bcedd successfully attached to vpc-052c14e2c805f3fbd X
Tell us what you think

VPC Dashboard new
VPC Internet gateways

v VIRTUAL PRIVATE

cLoup Q
Your VPCs

Filter by VPC:
Q Select a VPC

1 &

Subnets

Route Tables Name v Internet gateway ID

Internet Gateways New

v State v \

Demo-Gateway igw-0e8ae65167e6bcedd @© Attached
Egress Only Internet

Ratawave s
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2. Select the route table for the new VPC.
3. Click on the Routes tab.
4. Click the Edit routes button.

ii services | Q Option+S En] L @ Ohio ¥ techmarketing@infoblox.cd

& Routesz @ vec & CloudFormation B 1amM [ ec2

VPC dashboard X Route tables (1/2) infa Create route table

EC2 Global View [ Q 1 &
Filter by VPC:
Select a VPC v ‘ -] Name v Route table ID v Explicit subnet associat... Edge assoclations Main ¥ v
| - rtb-05b861¢67c7df6ch7 - = Yes v
¥ Virtual private cloud
- rtb-0daa56c05da501cde - - Yes Vi
Your VPCS New
Subnets
Route tables
Internet gateways -
E = =

Egress-only internet
rthb-05b861c67c7df6ch7

gateways
DHCP option sets Details Routes Subnet associations Edge associations Route propagation Tags
Elastic IPs
Managed prefix lists Routes (1)
Endpoints Q Both v 1 o)
Endpoint services
5. Onthe Edit routes page, click Add route.
6. For Destination, enter 0.0.0.0/0.
7. For Target, select Internet Gateway from the dropdown.
VPC Route tables rtb-05b&61c67c7dfach7 Edit routes
Edit routes
Destination Target Status
172.17.0.0/16 Q local % | @ Active

Q. 0.0.0.0/0 X Q =

Core Network

Egress Only Internet Gateway

Gateway Load Balancer Endpoint

Instance

Internet Gateway

8. Select the Internet gateway for this VPC from the dropdown.

9. Click on Save changes.
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Destination Target Status Propagated

172.17.0.0/16 Q local x | @ Active No

Q 0.0.0.0/0 x Q igw-057b77b9fb02afbca x| - No

Deploy vNIOS Instance in AWS

Infoblox vNIOS for AWS instances can be deployed using many different methods, including the AWS
CLI, CloudFormation, AWS Management Console, and many other orchestration and automation
platforms. Starting with NIOS version 8.5.2, Infoblox vNIOS for AWS can also be found in the AWS
Marketplace. This guide will use the AWS Marketplace and AWS Console for deployment. Refer to the
Additional Resources section at the end of this guide for links to information on other deployment
methods.

Deploy From Marketplace
1. To begin, in the AWS Marketplace, search for “Infoblox vNIOS for DNS, DHCP and IPAM”.

2. Select the listing and click Continue to Subscribe.

.. Infoblox vNIOS for DNS, DHCP and IPAM Contimie o Subscribe
|nf0b|0x ':"3 By: Infoblox Inc.(#  Latest Version: NIOS 8.6.2

MEXT LEVEL NETWORKING

Save to List |

The industry-leading enterprise platform for DNS, DHCP and IP Address Management (IPAM)

(DDI) consolidated into a single control plane for AWS deployments. Typical Total Price

) ) 0.133/hr
Linux/Unix $ /
Total pricing per instance for services
BYOL hosted on rd.large in US East (N.

Virginia). View Details

3. Accept terms and click Continue to Configuration.

InfobloX 252 Infoblox vNIOS for DNS, DHCP and IPAM Continue to Configuration

MEXT LEVEL NETWORKING

< Product Detail Subscribe

Subscribe to this software

You're subscribed to this software. Please see the terms and pricing details below or click the button above to

configure your software.

Terms and Conditions
Infoblox Inc. Offer
4. Select the Software Version.

5. Select your Region and click Continue to Launch.
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Infoblox 35 Infoblox vNIOS for DNS, DHCP and IPAM Continue to Launch

NEXT LEVEL NETWORKING

< Product Detail Subscribe  Configure

Configure this software

Choose a fulfillment option and software version to launch this software.

This is an estimate of typical software
and infrastructure costs based on your
configuration. Your actual charges for
each statement period may differ from

Fulfillment option this estimate.

64-bit (x86) Amazon Machine Image (AMI) v Software Pricing
Infoblox vNIOS $0/hr
Software version for DNS, DHCP
and IPAM
NIOS 8.6.2 (Jul 07, 2022) v
runming on
4.1
Region e
US East (N. Virginia) v Infrastructure Pricing
EC2: 1*rd.large

6. From the Choose Action dropdown, select Launch through EC2.
7. Click Launch.

Warning: Do not select the Launch from Website option. This option will launch the instance with a single
network interface instead of the required two, and the instance will not function properly.

Launch this software

Review your configuration and choose how you wish to launch the software.

Configuration Details

Fulfillment Option 64-bit (x86) Amazon Machine Image (AMI)
Infoblox vNIOS for DNS, DHCP and IPAM

running on r4.lorge
Software Version NIOS 8.5.2-409296

Region US East (N. Virginia)

Usage Instructions

Choose Action

Choaose this action to launch your configuration through the

Launch through EC2 v_ Amazon EC2 console.

Launch

Clicking Launch will bring you to the launch instance wizard in the AWS Console. Continue from the
Enter Name and Add Tags section.

Deploy From AWS Console

1. To begin, in the AWS console use the Services dropdown menu to select EC2 under Compute.
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Q. Search [Option+S]
Recently visited

Favorites

Compute

All services

AWS App Runner

. Build and run preduction web applications at scale
|71 Analytics

Application Integration Batch

Fully managed batch processing at any scale

I AR & VR

i AWS Cost Management

— Virtual Servers in the Cloud
= Blockchain Virtual Servers in the C

il Business Applications EC2 Image Builder

A managed service to automate build, customize and deploy 05 images

g2 Conta
] Containers Elastic Beanstalk

2. Select Instances from the EC2 menu.

3. Click the Launch Instances button.

@ New EC2 Experience % Instances info ‘ Instance state ¥ || Actions ¥ | Launch instances -

Tell us what you think

Q. Find instance by attribute or tag (case-sensitive) 1 &
EC2 Dashboard
v v v |
EC2 Global View Name | Instance ID | Instance state | Instance type | Status check |
Events No Instances
Tags You do not have any instances In this region
Limits Launch instances
¥ Instances
Instances

Instance Types

Enter Name and Add Tags

In the first section of the launch instance wizard, provide a name for the instance and optionally add
additional tags.

1. Enter a Name for the instance.

EC2 > Instances » Launch an instance

Launch an instance .«

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by
following the simple steps below.

Name and tags info

MName

Demo-vNIOS Add additional tags




2. (Optional) Click on Add additional tags.
o Clickon Add tag.
o Enter aKey.

o Enter aValue.

¥ Name and tags info

Key Info Value info Resource types info

Q, Name X Q. Demo-vNIOS X Select resourcety... ¥ %
Key Info Value Info Resource types Info

Q, demo-key X Q. demo X Select resource ty... ¥ %

Instances X

48 remaining (Up to 50 tags maximum)

3. Optionally, add additional tags.
Select AMI and Instance Type

In the next sections of the wizard, select an Amazon Machine Image (AMI) and select an appropriate
VM instance size for the appliance. If deploying from the AWS Marketplace, the AMl is already
selected; proceed to selecting the instance type.

1. Under Application and OS Images, enter Infoblox in the search box and press Enter.

v Application and OS Images (Amazon Machine Image) info

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to
launch your instance. Search or Browse for AMIs if you don't see what you are looking for below

Q, Infoblox X

2. Select the AWS Marketplace AMIs tab.
3. Click Select next to the correct version. This guide uses NIOS version 8.6.2.

Note: Not all versions will be available in all regions. Versions may be added or removed without notice.
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Choose an Amazon Machine Image (AMI)
An AMI is a template that contains the software configuration (operating system, application server, and applications)

required to launch your instance. You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or
you can select one of your own AMis.

Q_ Infablox X E

QuickstartAMIs (0) | MyAMIs(1) | Aws amis(2) | ity AMIs (4)
Commanly used AMIs Created by me AWS & trusted third-party AMIs Published by anyone
Refine results Infoblox (2 results) showing 1- 2 1 @
Sort By: Relevance v
Categories
Infrastructure Software (2) Infoblox <z Infoblox BloxOne m
By Infoblox Inc. [} ] Ver Infoblox Bloxone 3.5.2

v Publisher Infoblox BloxOne Platform is a cloud-native core networking and security services architecture with the latest advances in Virtualization and Containerization through

Infoblox Inc. (2) Docker and Kubernetes to radically simplify the control and automation of DNS, DHCP, IPAM, Security & Data Connector Services.
v Pricing model

cing model Infoblox = Infoblox VNIOS for DNS, DHCP and IPAM \ m
Bring Your Own T By Infoblox Inc. [ Ver NIOS 8.6.2
License (2)

The industry-leading enterprise platform for DNS, DHCP, and IP Address Management (IPAM) (DDI) consolidated into a single control plane for AWS deployments. The
Infoblox VNIOS for AWS delivers hardened, virtual appliances purpose-built for security and reliability plus an integrated, resilient DDI...
Operating system

& Al il Iniv

4. Optionally, read through the details.

5. Click Continue when ready to proceed.

Infoblox vNIOS for DNS, DHCP and IPAM
Infoblox Inc. [4

0 AWS reviews [
Bring Your Own License

Infoblox -

Overview Product details Pricing Usage Support

The industry-leading enterprise platform for DNS, DHCP and IP Address Management (IPAM) (DDI) consolidated into a single control plane for AWS deployments.

Typical total price Latest version Categories

$0.133/Hr NIOS 8.6.2 Metwork Infrastructure
Total pricing per instance for services hosted on rd.large in

us-east-1.

Delivery methods
See additional pricing information.
Amazon Machine Image (&

Operating systems
Fedora 4.9.58

Instance Type: In this step, we will select a supported instance type for the vNIOS appliance model we
are deploying. Not all AWS regions support every instance type. For more information on choosing the
right instance type for your vNIOS appliance, refer to Infoblox AWS appliance documentation at:
https://docs.infoblox.com/display/NAIG/Infoblox+vNIOS+for+ AWS+AMI+Shapes+and+Regions.

1. Use the Instance type dropdown to select the correct instance type for your vNIOS model. For
this guide, we will select r4.large for a TE-V825 virtual appliance.
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AMI from catalog Quick Start

Amazon Machine Image (AMI) Q

Infoblox NIOS 8.6.2 for
Browse more AMIs
DDI-86a90f05-2b29-46¢8-9fe0-

£92450b73bdb Including AMIs from
AWS, Marketplace and

ami-Oc43c9ac53bc78858 the Community

Catalog Published Architecture Virtualization Root device ENA Enabled

AWS 2022-07-07T2  x86_64 hvm type No

Marketplace 0:01:41.0002 ebs

AMIs

If you have an existing license entitlement to use this software, then you can launch this software without creating a new
subscription. If you do not have an existing entitlement, then by launching this software, you will be subscribed to this software
and agree that your use of this software is subject to the pricing terms and the seller's End User License Agreement [/

¥ Instance type info

Instance type

rd.large

] _ v Compare instance types
Family:r4 2wCPU  15.3 GiB Memory

The AMI vendor recommends using a r4.large instance (or larger) for the best experience with this product.

Key Pair

In the next section, we select or create a key pair. Key pair authentication is required for SSH access
with VNIOS for AWS version 8.5.2 and newer. If you do not add a key pair on this step, you will need to
configure this in Grid Manager.

1. Use the dropdown to select an existing key pair. Or, optionally, create a new key pair.

v Key pair (login) info
You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch
the instance.

Key pair name - required

vnios-east1 v (G Create new key pair
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Network Configuration

In this section, configure VPC and interface settings as well as a Security Group. Infoblox vNIOS for
AWS appliances require two network interfaces. The first AWS network interface, ethO corresponds to
the MGMT interface in NIOS. The second AWS network interface, eth1 corresponds to the LAN1
interface in NIOS.

Warning: Infoblox vNIOS for AWS instances require two virtual network interfaces to deploy successfully,
corresponding to the NIOS MGMT(ethOQ) and LAN1(eth1) interfaces. No additional interfaces are currently
supported.

1. Inthe Network settings section, click on Edit.

¥ Network settings info

Network Info
vpc-033cf8c6d07109e00 | Site-2

Subnet Info
subnet-0886d7fa50e998e93 | site2-pub

2. Use the VPC dropdown to select a VPC.
3. Use the Subnet dropdown to select a Subnet for the ethO (MGMT) interface.

¥ Network settings info

VPC - required Info

vpc-05089¢13ece2915e0 (vpe-east) v &
10.19.19.0/24
Subnet info
subnet-02d8154764c7c0603 mgmt-east (3 Create new subnet
VPC: vpe-05089¢13ece2915e0 Owner: 915692437317 v E

Availability Zone: us-east-1b  IP addresses available: 123 CIDR: 10.19.19.128/25)

Auto-assign public IP info

Disable v

Configure Security Group

Next, we will configure a security group with rules to allow specific traffic to the vNIOS instance.
Security groups function as a basic firewall for the instance. By default, the new security group will
contain rules to allow common ports and protocols used for NIOS from all IP addresses. While this
guide shows allowing traffic from anywhere (0.0.0.0/0) for demonstration purposes, you should restrict
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traffic to only necessary source IPs in your environment. The following table lists rules that may be
needed for your vNIOS for AWS instance. For further information on ports and protocols used by
Infoblox NIOS, refer to https://docs.infoblox.com. Optionally, you can select an existing security group

to use instead.

Type Protocol Port Range Description

SSH TCP 22 SSH for Administration

DNS (UDP) UDP 53 UDP DNS

DNS (TCP) TCP 53 TCP DNS

HTTPS TCP 443 HTTPS for Grid
Manager

Custom UDP Rule UDP 1194 NIOS Grid Traffic

Custom UDP Rule UDP 2114 NIOS Grid Traffic

Custom UDP Rule UDP 67-68 DHCP

Custom TCP Rule TCP 8787 Infoblox AWS API
Proxy

1. (Optional) To change the allowed source for any of the default security group rules, use the

Source type dropdown to select Custom.

2. (Optional) Under Source, enter the CIDR block to allow traffic from, or select a prefix list or

security group from the dropdown.

3. (Optional) To remove any of the default security group rules that are not needed, click on

Remove.
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Firewall (security groups) info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance.

© Create security group ) Select existing security group

Security group name - required
Infoblox vNIOS for DNS, DHCP and IPAM-NIOS 8.6.2-AutogenByAWSMP--1

This security group will be added to all network interfaces. The name can't be edited after the security group is created. Max length is
255 characters. Valid characters: a-z, A-Z, 0-9, spaces, and ._-i/0#.@[0+=8&;(1$*

Description - required Info

This security group was generated by AWS Marketplace and is based on recommend

Inbound security groups rules

¥ Security group rule 1 (TCP, 22, 0.0.0.0/0)

Type Info Protocol info Port range info
ssh v TCP 22

Source type Info source Info Description - optional Info
Custom v Q, Add CIDR, prefix list or security e.g. 55H for admin desktop

v Security group rule 2 (UDP, 53, 0.0.0.0/0)

Type Info Protocol Info Port range Info
DNS (UDP) v UDP 53

Source type Info Source Info Description - optional info
Anywhere v Add CIDR, prefix list or security e.g. SSH for admin desktop

4. (Optional) To add additional security group rules, click on Add security group rule.

¥ Security group rule 6 (TCP, 8787, 0.0.0.0/0)

Type Info Protocol info Port range info
Custom TCP v TCP 8787

Source type Info Source Info Description - optional info
Anywhere v Add CIDR, prefix list or security e.g. 55H for admin desktop

Add security group rule

» Advanced network configuration

Add Network Interface

In this section, we add the second network interface (eth1/LAN1). This interface is required for vNIOS
deployment in AWS.
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1. Expand the Advanced network configuration section.

2. Scroll down to click on Add network interface.

¥ Advanced network configuration

Network interface 1

Device index Info

0

Subnet Info

Select

Secondary IP Info

Select v

IPv6 Prefixes info

Select

The selected instance type does not
support IPv6 prefixes.

MNetwork card index infe

Select

The selected instance type does not
support multiple network cards.

Add network interface

Network interface iInfo

New interface

Security groups Info

New security group

IPV6 IPS Info

Select

Delete on termination info

Select

Description Info

Primary IP Info

IPv4 Prefixes Info

Select

The selected instance type does not
support IPv4 prefixes.

Elastic Fabric Adapter Info

EFA is only compatible with certain
instance types.

3. Under Network Interface 2, use the Subnet dropdown to select a Subnet for the eth1 (LAN1)
interface. This should be a different subnet from ethO in the same availability zone.

Note: By default, this interface and subnet will be used for all connections to and services provided by your

vNIOS for AWS instance.
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Network interface 2

Device index Info Network interface Info Description Info
1 New interface v
Subnet info Security groups Info Primary IP Info

subnet-0ff09a3d9b6944e55 W New security group

IP addresses available: 123

Secondary IP info IPVE IPS Info IPv4 Prefixes info

Select v Select v Select

The selected instance type does not
support IPv4 prefixes.

IPv6 Prefixes Info Delete on termination Info Elastic Fabric Adapter Info

Select Select v
EFA is only compatible with certain

The selected instance type does not instance types.

support IPv6 prefixes.

Network card index Info
Select

The selected instance type does not
support multiple network cards.

Configure Storage

AWS instance disks are stored as Elastic Block Store (EBS) volumes. There are multiple EBS types that
can be selected for your boot disk. General Purpose SSD is the base level for SSD and will work for
most VNIOS deployments. Provisioned IOPS SSD supports high levels of input and output and may be
useful for high read/write volume environments. Magnetic (standard) EBS is not recommended for
vNIOS deployments except in non-production environments.

1. Verify Size is set to 250 (this should be the default).
2. Select the Root volume type: gp2.

¥ Configure storage info Advanced

Ix | 250 s | GIB | gpz ¥ | Root volume (Mot encrypted)

Add new volume

0 x File systems Edit
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Additional Storage

Infoblox reporting appliances require an additional storage volume. For the TR-V5005 appliance, size

of this volume can be selected based on requirements for your Grid. Infoblox recommends a minimum
of 250 GiB.

Note: This additional storage is for reporting appliances only. Skip this step for other appliance types.
1. Click Add new volume.
2. Set the volume Size as needed. Minimum of 250 GiB.

3. Select the EBS volume type: gp2.

¥ Configure storage info Advanced

Ix | 250 = GIB | gp2 ¥  Rootvolume (Motencrypted)

Ix | 250 - GIB | gp2 w | EB5Svolume (Notencrypted)

| Add new volume |

Configure Advanced Details

In the advanced details section, you can add an IAM instance profile to use for Infoblox vDiscovery and
Route 53 Sync. Refer to the vDiscovery credentials section of this guide for details. You can also add
user data for some initial configuration of NIOS. Configurations in this section are optional in vNIOS for
AWS deployment.

IAM Instance Profile (Optional): An instance profile with appropriate permissions can be used for
vDiscovery and Route 53 Sync in vNIOS for AWS.

1. Expand the Advanced details section.

2. (Optional) Use the IAM instance profile dropdown to select an IAM Role to use.

v Advanced details info

Purchasing option info
[| Request Spot Instances

Request Spot Instances at the Spot price, capped at the On-Demand price
Domain join directory info
Select v c Create new directory
&=
IAM instance profile info

Test-role Create new IAM profile

v GE

arm:awsiiam:9156934373 17 instance-profile/Test-role
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User Data (Optional): You can use the User Data field in AWS instance deployment for some initial
configuration of your Infoblox VNIOS appliance’s operating system. For vNIOS, the user data field can
pass cloud-init directives, an open-source package used for initial configuration. You can specify
settings such as administrator password and allowing SSH access. This section will cover acommon
configuration for a standalone appliance.

1. Scroll down in the Advanced details section.

2. Use the Metadata version dropdown to select V1 and V2 (token optional).

3. Enter the following in the User data text box:
#infoblox-config
remote_console_enabled: y
default_admin_password: complex_password
temp_license: enterprise dns dhcp cloud nios IB-V825

This will enable SSH connection to the instance, set an admin password, and apply temporary licenses

for the Grid, DNS, DHCP, CNA, and NIOS model TE-V825 virtual appliance.

Metadata accessible Info

Select v

Metadata version Info

V1 and V2 (token optional) v

Metadata response hop limit info

L]

Select

Allow tags in metadata Info

Select v

User data Info

#infoblox-config

remote_console_enabled: y
default_admin_password: complex_password
temp_license: enterprise dns dhecp cloud nios IB-V825

[] User data has already been base64 encoded
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Temporary Licenses: To include temporary licenses in user data, use the temp_license: <licenses>
entry. All licenses should be listed with a single space between them. For example:

#infoblox-config
temp_license: enterprise dns dhcp cloud nios IB-V825
The following temporary licenses can be used with the latest versions of vNIOS for AWS:

e Onany vNIOS for AWS instance: enterprise dns dhcp rpz cloud vnios

e nios should always be followed by the model. For TE appliances, supported licenses are:
IB-V825 IB-V1425 IB-V2225, IB-V4015, IB-V4025. For CP appliances, supported licenses are:
CP-V805 CP-V1405 CP-V2205. For reporting appliances, the IB-V5005 is supported.

e For a CP appliance, the cloud_api license is also required. For example:

#infoblox-config

temp_license: enterprise dns dhcp cloud_api nios CP-V805

For additional information and use cases regarding user data, refer to NIOS documentation at
Launch Instance

Once all configuration is complete, review details and launch the instance.
1. Click Launch instance.

¥ Summary

Number of instances Info

1

<>

Software Image (AMI)

Infoblox vMNIOS for DNS, DHCP a...read more
ami-0c43c9ac53bc78858

Virtual server type (instance type)
r4.large

Firewall (security group)

New security group

Storage {volumes)
1 volume(s) - 250 GIB

Cancel Launch instance
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2. Onthe Launch Status page, you can view status logs and click View all instances to return to the
Instances page and view your new vNIOS instance.

EC2 » Instances > Launch an instance

@ Success
Successfully initiated launch of instance (--08397bSf3e8edbc 1)

¥ Launch log

Initializing requests Succeeded

Creating security groups Succeeded
Creating security group rules Succeeded

Subscribing to Marketplace AMI Succeeded

Next Steps

Create billing and free tier usage alerts

To manage costs and avoid surprise bills, set up email
notifications for billing and free tier usage thresholds.

Create billing alerts [1

Connect to your instance

Once your instance is running, log into it from your local
computer.

Connect to instance [

Learn more [4

Connect an RDS database (&)

Configure the connection between an EC2 instance and a
database to allow traffic flow between them.

Connect an RDS database [

Create a new RDS database [Z Learn more [

Troubleshooting

Deploying and configuring your Infoblox vNIOS for AWS instances is generally a straightforward
process. One of the most common issues encountered while deploying a vNIOS for AWS instance is not
adding the required second network interface. This issue can be identified when the instance Status
Check is stuck at 1/2 checks passed.

Instances (2) info

Q, Find instance by attribute or tag (case-sensitive)

Instance state = running | X |

‘ Clear filters ‘

OJ Name v |
- Demo-vNIOS

[ Missing-Interface

Instance ID | Instancestate ¥ | Instance type
I-08397b9f3e8edbc1f ©Running @ r4.large
i-Oedacbf5f7837f17b ®@Running @, r4.large

v |

Status check |
@ 2/2 checks passed

A\ 1/2 checks passed

Verify that a missing interface is the issue by selecting the instance and reviewing the Networking tab.

Infoblox Deployment Guide - Deploy Infoblox vNIOS Instances for AWS (November 2022)

42



Instance: i-Oedacbf5f7837f17b (Missing-Interface)
Details Security Networking Storage Status checks

¥ Networking details info

Public IPv4 address

Public IPv4 DNS

Subnet ID
subnet-02d8154764c7¢0603 (mgmt-east) [2

Availability zone
us-east-1b

Use RBN as guest OS hostname
Disabled

¥ Network Interfaces (1) info

Q, Filter network interfaces

Interface ID | Description | IPv4 Prefixes

¥ eni-07f2052e6d7... - -

Monitoring Tags

Private IPv4 addresses
10.19.19.231

Private IP DNS name (IPv4 only)
ip-10-19-19-231.ec2.internal

IPV6 addresses

Carrier IP addresses (ephemeral)

Answer RBN DNS hostname IPv4
Enabled

| IPV6 Prefixes |  Public IPv4 address | Private IPv4 addres:

- - 10.19.18.231

¥ Elastic IP addresses (0) Info

The Networking tab in the screenshot shows only the single ethO interface in the Network interfaces

section.

To resolve this issue:

1. Create a new network interface in the same VPC as your instance..
2. Attach the network interface to your instance.
3. Restart your Infoblox vNIOS for AWS instance.

Add a Public IP to vNIOS Instance (Optional)

In this step, we will attach a public IP to the vNIOS for AWS instance in order to connect to it. This is an
optional step and not necessary if you are able to connect to your AWS VPC via VPN, Direct Connect,
or jumpbox. First, we will give the eth1 (LAN1) interface a custom name to make it easier to recognize.

1. Onthe Instances page, select your instance.

2. Onthe Networking tab, locate the LAN1 Interface, and click on the Interface ID.
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Demo-vNIOS 1-08397b9f3e8edbc1f @Running @& rd large @ 2/2 checks passed No alarms 4 us-east-1b -
Instance: i-08397b9f3e8edbc1f (Demo-vNIOS)
Details Security Networking Storage Status checks Monitoring Tags
¥ Networking details info
Public IPv4 address Private IPv4 addresses VPCID
- 10.19.19.92 Vpc-05089¢13ece2915¢e0 (vpe-east) [4
10.19.19.209
Public IPv4 DNS Private IP DNS name (IPv4 only)
- ip-10-19-19-209.ec2.internal
Subnet ID IPV6 addresses Secondary private IPv4 addresses
subnet-02d8154764c7c0603 (mgmt-east) [A - -
Availability zone Carrier IP addresses (ephemeral) Outpost ID
us-east-1b - -
Use RBN as guest OS hostname Answer RBN DNS hostname IPv4
Disabled Enabled
¥ Network Interfaces (2) Info
Q, Filter network interfaces
Interface ID | Description | 1Pv4 Prefixes | 1PVE Prefixes | Public IPv4 address | Private IPv4 address | Private IPv4 DNS
| eni-os6c7196a30047562 | - - - - 10.19.19.92 -
enl-0d4f6e7ee051fecs5f - - - - 10.19.19.209 -
3. Onthe Network Interface page, select the LAN1 interface.
4. Under the Name column, click the Edit icon.
Snapshots Network interfaces (1/1) info
Lifecycle Manager
v 9 Q. Search
v Network & Security | Network interface ID = eni-066¢7196230047562 | X | | Clear filters
Security Groups
Name v Network interface ID v Subnet ID v
Elastic IPs
| eni-066c7196a30047562 subnet-0ff09a3d9b6944e55 [A
Placement Groups
Key Pairs

5. Enter aname for the interface and click Save.

Name v Network interface ID :

-[#  Edit Name

Demo-vNIOS-LAN1

Cancel

twork il

Allocate Elastic IP

1. Select Elastic IPs from the EC2 side menu.
2. Click Allocate Elastic IP address.
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Security Groups New EC2 Elastic IP addresses

Elastic IPs nNew

Placement Groups new Elastic IP addresses Allocate Elastic IP address

Key Pairs new
Q . ‘ 1 (o)
Network Interfaces

v Load Balancing Name v Public IPv4 address v Allocation ID v Associated instance ID v P

Load Balancers No Elastic IP addresses found in this Region

3. Leave Amazon’s pool of IPv4 addresses selected.
4. Click Allocate.

Allocate Elastic IP address

Allocate an Elastic IP address by selecting the public IPv4 address pool from which the public IP address is to be allocated. You
can have one Elastic IP (EIP) address associated with a running instance at no charge. If you associate additional EIPs with that
instance, you will be charged for each additional EIP associated with that instance on a pro rata basis. Additional EIPs are only
available in Amazon VPC. To ensure efficient use of Elastic IP addresses, we impose a small hourly charge when these IP
addresses are not associated with a running instance or when they are associated with a stopped instance or unattached
network interface. Learn more[4

Elastic IP address settings

Public IPv4 address pool

Public IP addresses are allocated from Amazon's pool of public IP addresses, from a pool that you own and bring to your account, or from a
pool that you own and continue to advertise..

© Amazon's pool of IPv4 addresses
Learn more[4

Learn more[4

Cancel m
Attach Elastic IP to vNIOS Instance

1. To attach the Elastic IP to your vNIOS instance, select the checkbox for the IP.
2. Use the Actions menu to select Associate Elastic IP address from the dropdown.

Elastic IP addresses (1/1) | C || Actions 4 ‘

T View details
Q 1 @

Release Elastic IP addresses

| Public IPv4 address: 44.212.251.61 X | | Clear filters
‘ Associate Elastic IP address ‘
Name v Allocated IPv4 add... ¥ Type v
Update reverse DNS —_—
| Demo-Ip 44.212.251.61 Public IP 08bc0467c8e0
Enable transfers
= Disable transfers E = M@
44.212.251.61

Accept transfers

3. Under Resource type, select Network interface.

4. Click in the box under Network interface and select the vNIOS instance LAN1 interface from
the list.
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Associate Elastic IP address

Choose the instance or network interface to associate to this Elastic IP address (44.212.251.61)

Elastic IP address: 44.212.251.61

Resource type
Choose the type of resource with which te associate the Elastic IP address.

Instance
© Network interface

/A If you associate an Elastic IP address to an instance that already has an Elastic IP address associated, this
previously associated Elastic IP address will be disassociated but still allocated to your account. Learn more[]

Network interface
a LG |

eni-066c7196a30047562 (Demo-vNIOS-LAN1)

eni-066c7196a30047562 (Demo-vNIOS-LANT)
eni-0d4fee7ee051fccsf T

5. Clickin the box under Private IP address and select the interface private IP.

Metwork interface

Q, eni-066c7196a30047562 X

Private IP address
The private IP address with which to associate the Elastic IP address.

Q
10.19.19.92

MEO I IOCTaTroTT

6. Click Associate.

Private IP address
The private IP address with which to associate the Elastic IP address.

Q, 10.19.19.92 X

Reassociation
Specify whether the Elastic IP address can be reassociated with a different resource if it already associated with a resource.

Allow this Elastic IP address to be reassociated
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Configuration

Once the Infoblox vNIOS for AWS deployment is complete, the new virtual appliance can be joined to
an existing Grid or configured as a Grid Master for a new Grid. This section provides basic guidance for
common configuration of vNIOS for AWS appliances.

Connect to vNIOS Instance

There are two methods available by default to connect to your vNIOS for AWS instance, using SSH and
the Grid Manager GUI. To connect via either method, you will need to know the public IP address of
your instance. It is also possible to connect to your instance using the private IP address over VPN or
Direct Connect, however that is outside the scope of this guide.

1. To find the public IP address of your vNIOS instance, Navigate to the EC2 Instances page.
2. Select your vNIOS instance.

3. Onthe Details tab, locate the Elastic IP Address.

4. Click the copy symbol to copy this IP address to your clipboard.

@ New EC2 Experience @ Successfully started i-08397b9f3e8edbclf
Tell us what you think X
Instances (1/1) info [ connect || nstancestate v |[ Actions

Q Find instance by attribute or tag (case-sensitive)

EC2 Dashboard

EC2 Global View

Events Name v | Instance ID | Instancestate v | Instancetype v | Statuscheck | Alarmstatus | AvailabilityZone v | Public IPv4 DNS v
Tags Demo-vNIOS 1-08397bf3eBedbclf @Ruming @8, rdlarge @ 2/2 checks passed Noalarms 4  us-east-1b =
Limits
¥ Instances
Instances sew Instance: i-08397b9f3e8edbc1f (Demo-vNIOS)

Instance Types

Launch Templates Detalls | Securty | Networking | Storage | Statuschecks | Monitoring | Tags

Spot Requests
¥ Instance summary Info

Savings Plans

Instance ID Public IPv4 address Private IPv4 addresses
Reserved Instances uyw 1-08397b9f3e8edbe1f (Demo-vNIOS) - 10.19.19.92

Dedicated Hosts 10.19.19.209

Scheduled Instances 1PV6 address Instance state PubLiCIPv4 DNS
Capacity Reservations - © Running -
Hostname Private IP DNS 1Pv4 onl
v Images type rivate name (IPv4 only)
1P name: p-10-18-18-209.ec2 Internal
AMIs
AMI Catal Answer private resource DNS name Instance type Eastic IP addresses
atalog 1Pva (A) r4.large 44.212.251.61 (Demo-Ip) [Public IP]
¥ Elastic Block Store Auto-assigned IP address vPCID AWS Compute Optimizer finding

SSH

1. Open a PowerShell or Terminal window on your computer.
2. Enter the command ssh admin@<ip_address> to start the SSH connection (use the public IP
address of your vNIOS instance).

Note: For vNIOS version 8.5.2 and newer, you will need to add the -i option to your SSH command and specify
your private key.

3. When prompted, type yes to add the IP address to your known_hosts file.
4. If you are not using key-pair authentication, enter the password you set in User-Data.
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—m—— Y

uswestl-aws.pem admin
The authenticity of host 'km

)' can't be established.
RSA key fingerprint is SHA256:WIqfwUShP/PSLTO7h0@zBsPEKLrX9BLUGocGAKrXbEmg.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
arning: Permanently added '#&= (RSA) to the list of known hosts.

Disconnect NOW if you have not been expressly authorized to use this system

Infoblox NIOS Release 8.5.2-409296 (64bit)
Copyright (c) 1999-2020 Infoblox Inc. All Rights Reserved.

type 'help' for more information

5. Once the SSH session is established, you can interact with the NIOS command line interface

(CLI). Refer to NIOS documentation at https://docs.infoblox.com for details on CLI commands
and use.

Grid Manager

1. Open a web browser on your computer.

2. Navigate to https://<ip_address> (use the public IP address of your vNIOS instance).

<> C @ © £ https://18.223.26.234/ui/

I 4 N @ ®©

Infoblox =z

NEXT LEVEL NETWORKING

Grid Manager

Disconnect NOW if you have not been expressly authorized to use this system.

Username

Password
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Note: By default, NIOS uses a self-signed certificate. Warnings about the connection being insecure are to be
expected and might require that you add an exception before being able to connect.

3. Login with the username admin and the password specified during deployment.

Note: NIOS 8.5.2 and later require you to change the admin password on your first login to the vNIOS for AWS
instance.

4. Accept the Infoblox End-User License Agreement.
5. Read and make a selection for the Infoblox Customer Experience Improvement Program.

Join vNIOS to Existing Grid

Infoblox vNIOS for AWS instances can be joined to existing Grids running on-premises, in AWS, or
across multiple cloud platforms. The vNIOS for AWS instance must be able to communicate with the
Grid Master using either private or public IP addressing. At a minimum, communication must be open
over UDP ports 1194 and 2114.

Add New Infoblox Appliance to Grid

Prior to joining a new member to an existing Grid, the member needs to be added (defined) in the Grid.
This can be done using the Grid Manager GUI or using the Infoblox API. This guide will demonstrate
using the Grid Manager to add a new member.

1. Login to the Grid Manager GUI of your existing Grid.
2. Navigate to the Grid —» Grid Manager - Members tab.

3. Click the + (add button) to add a new Grid member.

Infoblox :E: Dashboards Data Management Cloud Smart Folders Grid Administration

Grid Manager Upgrade Licenses HSM Group Amazon

’; Infoblox m ¢ R

DHCP DNS Cloud-API TFTP HTTP (File Dist) FTP DFP NTP bloxTools Captive Portal Subscriber Collection
Members Services
Quick Filter [ None v | EQFiteron Show Filter  [EfJ] Replication Status View
Group Results Group By 4
+ t-18 ) —
1 = Name HA Status IPv4 Address IPv6 Address Identify DHCP DNS
= = 4 gm.ibxdemo.co No _ 172.23.1.213 Unsupported -
[ = & cpl.ibxdemo.co No m 172.31.2.127 Unsupported
~
R
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4. In Step 1 of the Add Grid Member wizard, for Member Type, select Virtual NIOS from the

dropdown.
5. Enter a Host Name for the new member.
6. Click Next.

Add Grid Member > Step 1 of 3

Member Type Virtual NIOS j
*Host Name demo-vnios.localdoma Must be a fully qualified domain name
Time Zone
Override
Inherited from Grid Infoblox
Comment
Master Candidate B
Cancel Next Save & Close ~

7. On Step 2, Select Standalone Member. Note: vNIOS for AWS instances are not supported for use in

High Availability pairs.

8. For the LAN1 interface, enter the private IP address of your vNIOS for AWS instance eth1

interface.
9. Enter the Subnet Mask.

10. Enter the Gateway address for your VPC subnet. Note: by default, AWS assigns the

gateway the .1 IP address in a subnet.
11 Click Save & Close.

Add Grid Member > Step 2 of 3

Type of Network Pv4 j
Connectivity

TYPE OF MEMBER

© Standalone Member

High Availability Pair

REQUIRED PORTS AND ADDRESSES

Interface Address Subnet Mask (IPv4) or Prefix Length (I... Gateway VLAN Tag Port Settings

LAN1 (IPv4) 172.17.1.201 255.255.255.0 1721711 Automatic

Cancel Previous Next Save & Close +

Adding Grid Member Public IP: Complete these steps only if your vNIOS for AWS instance will
communicate with the Grid Master using public IP addressing. If you are using VPN or other methods

for private IP address communication, skip to the next section.
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1. Click the action menu next to your new Grid member. Select Edit.

= Name HA Status IPv4 Address IPv

OO0 «+
N
=]}
iii
i1}
I+
m

No _ 172.23.1.213
Edit
Delete > No m 172.31.2.127

Extensible Attributes

Q| O

il No m 172.17.1.201
Permissions

2. Inthe Grid Member Properties Editor, navigate to the Network — Advanced tab.
3. Scroll down and select Enable NAT.

4. Ensure No group is selected for NAT Group.

5. Enter the public IP address of your instance for LAN1 in NAT Addresses.

6

. Click Save & Close.

demo-vnios.localdomain (Grid Member Properties Editor)

© Toggle Basic Mode Basic Advanced (2]
«
General
P fi Enable NAT
CPEELy Compatibility (IPv4 only)
Licenses
Network NAT Group Nogroup  ~|
Anycast
NAT Interface Address
Security Addresses
DNS Resolver LAN1 (IPv4) 18.223.26.234
Monitoring
Syslog Backup
SNMP
» SNMP Threshold
» Notifications
Email
Pre-Provisioning
Extensible Attributes
Cancel Save & Close ~

For additional information on configuring network address translation (NAT) and NAT groups in your
Grid, refer to NIOS documentation at https://docs.infoblox.com.

Join Appliance to Grid

An Infoblox vNIOS for AWS instance can be joined to the grid using the CLI or the Grid Manager GUI.
To join a Grid, you will need to know the Grid Master’s IP address, the name of the Grid, and the Shared
Secret used to authenticate the connection. In the Grid Manager, navigate to the Grid - Grid
Manager — Members tab and click Grid Properties in the menu to review or change Grid name and
Shared Secret.
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Infoblox (Grid Properties Editor)

@ Toggle Advanced Mode Basic

General

CSP Config Grid Name “nhbbx ’
Security *Shared Secret ’
Password

DNS Resolver *Shared Secret Retype ’
Monitoring

Time Zone |(UTC - 8:00) Pecific Tir | v

Syslog Backup

Note: The Shared Secret is encrypted once it is saved. There is no recovery mechanism if it is lost. The value can
be changed without any impact to any appliances online in your Grid. Any offline Grid members will need to be
reset before being joined back to the Grid after any change is made to the Shared Secret. The default Shared
Secret is “test”.

Join Using CLI

. Login to your vNIOS for AWS instance using an SSH client.

. Type the command set membership and press Enter.

. Enter the IP address of the Grid Master when prompted. Press Enter.

. Enter the Grid name when prompted if it is different from the default (Infoblox). Press Enter.

. Enter the Shared Secret when prompted. Press Enter.

. Verify that the join details are correct and enter y at confirmation prompts to begin the join
process.

NN WN P

Infoblox NIOS Release 8.5.0-394706 (64bit)
Copyright (c) 1999-2020 Infoblox Inc. All Rights Reserved.

type 'help' for more information

Infoblox > set membership
Join status: No previous attempt to join a grid.
Enter New Grid Master VIP: 172.23.1.213
Enter Grid Name [Default Infoblox]: Infoblox
Enter Grid Shared Secret: test
Join grid as member with attributes:
Grid Master VIP: 172.23.1.213
Grid Name: Infoblox
Grid Shared Secret: test

WARNING: Joining a grid will replace all the data on this node!
Is this correct? (y or n): y
Are you sure? (y or n): vy

7. Your vNIOS for AWS instance will restart and the SSH session will be closed. Monitor the join
process from the Grid Manager on the Grid — Grid Manager — Members tab.
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Join Using Grid Manager GUI

. Login to your vNIOS for AWS instance Grid Manager GUI.

. If the Grid Setup Wizard is displayed, click Cancel.

. Navigate to the Grid -~ Grid Manager - Members tab.

. Inthe vertical toolbar on the right-hand side of the page, click Join Grid.

A WN -

Infoblox :E: Dashboards Data Management Cloud Smart Folders Grid Administration q search

admin v

Grid Manager Upgrade Licenses HSM Group Amazon

= > Toolbar » @
5 Infoblox m # R «

Ll Capacity Report
DHCP DNS TFTP HTTP (File Dist) FTP DFP NTP bloxTools Captive Portal

B Sysiog
Sk Test SNMP
Subscriber Collection f Manage
GSS-TSIG Keys
Members Services ) BFD Templates

/5 Data Connector

Quick Filter v | m Filter On Show Filter m Replication Status View
O nTP

% bloxTools -
| Group Results Group By * —
i= Master Grid -
| = Name HA Status IPv4 Address IPv6 Address =
] = & infoblox.locald No _ 172.17.1.201 &, CsVimport
n 45 CSV Job Manager
K/
5. Enter the IP address of the Grid Master.
6. Enter the Grid Name and Grid Shared Secret.
7. Click OK.
Join Grid [ |
Virtual IP of Grid Master [172.23.1.213 | [2)
K
Grid Name | Infoblox |
Grid Shared Secret | |
Use MGMT port to join grid a
Cancel OK

8. Your vNIOS for AWS instance will restart and the GUI session will be closed. Monitor the join
process from the Grid Manager of your existing Grid on the Grid -~ Grid Manager —
Members tab.
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Adding SSH Keys for Administrators

After joining the vNIOS for AWS instance to your existing Grid, the local administrator is replaced by
administrators configured in your Grid. With NIOS 8.5.2 and later, you will no longer be able to access
your new instance through SSH until you configure a Grid administrator to use key-pair authentication.
To enable SSH key authentication for an administrator:

1. Login to your Grid Manager.
2. Navigate to the Administration - Administrators — Admins tab.
3. Select the administrator you will use for SSH to the member and click the Edit icon.

Infoblox :E: Dashboards Data Management Cloud Smart Folders Grid Administration
Administrators Workflow Logs Network Views Extensible Attributes Cloud
; Admins Groups Roles Permissions Authentication Policy SNMPv3 Users
Quick Filter| None j | m Filter On Show Filter

+ z TlELIES

["] Name Edit Group Comment Status Site
i admin admin-group Disabled

4. Inthe admin editor, click the check box for Use AWS SSH authentication keys.
5. Use the dropdown for Authentication Method to select either Key pair or Key pair + Password.

6. Click the + (Add) next to Manage SSH Public Keys.
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admin (Administrator)

Basic Advanced (2]

General least 4 characters.

Extensible Attributes
Use AWS SSH
authentication keys

Authentication Method Key pair j

NOTE:Supported key types are RSA, ECDSA, ED25519

*MANAGE SSH PUBLIC KEYS +
[:] Key Name Key Type Key Value
No data
Cancel Save & Close ~

7. Use the Upload dialog to Select and Upload your public key.

Upload
(2]
«
File |C:fakepath\uswesti-aws.pub Select Upload
Close

8. Click Save & Close. You are now able to SSH to Grid members including your vNIOS for AWS
instance using your private key.
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admin (Administrator) B8

Basic Advanced (2]
«
General least 4 characters.
Extensible Attributes
Use AWS SSH
authentication keys
Authentication Method Key pair 7|
NOTE:Supported key types are RSA, ECDSA, ED25519
*MANAGE SSH PUBLIC KEYS &+
D Key Name Key Type Key Value
[7]  uswest1-aws.pub RSA ssh-rsa AAAAB3NzaC1yc2...
Cancel Save & Close ~

Use VNIOS Instance for New Grid

Infoblox vNIOS for AWS instances can be used as a standalone appliance or as a Grid Master for a new
Grid. This section covers the basic setup of your new vNIOS instance as a Grid Master.

1. Login to your vNIOS for AWS instance Grid Manager GUI.

2. Onyour first login to the instance, the Grid Setup Wizard should open. If it is not open, navigate
tothe Grid — Grid Manager — Members tab. Open the dropdown for Grid Properties in the
right-hand menu. Select Setup Wizard.

Infoblox 2 Dashboards Data Management Cloud Smart Folders Grid Administration QSearch  admin

Grid Manager Upgrade Licenses HSM Group Amazon

= » Toolbar »
5 Infoblox w # R
Add -
DHCP DNS TFTP HTTP (File Dist) ElE DFP NTP bloxTools Captive Portal Subscriber Collection +
Members Services
Quick Filter | None v | mFilter On Show Filter m Replication Status View
Group Results Group By +
C Restart Services
e — £ Control -
+ -8 Goto Go
i=Grd .
| = Name HA Status IPv4 Address IPv6 Address Identify DHCP DNS Properties

Edit ©
] = 4 infoblox.locald No _ 172.17.1.201 Unsupported
Setup Wizard v

) apsho -

3. InStep 1 of the Grid Setup Wizard, select Configure a Grid Master.
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4. Click Next.

Grid Setup Wizard [ x |
Step1 Step2 Step3 Stepd Step5 Step6 e
n «

Welcome to the Infoblox NIOS Grid Setup Wizard. This wizard guides you through the initial configuration of
NIOS.

Are you configuring a grid master or joining this member to an existing grid?

© Configure a Grid Master
Join Existing Grid

5. In Step 2, optionally change the Grid name and Shared Secret.
6. Leave defaults for Network Connectivity and HA pair.
7. Click Next.

Step1 Step2 Step3 Step4 Step5
- ]

Grid Properties

*Grid Name Infoblox

*Confirm Shared Secret _
*Host Name infoblox.localdomain

Type of Network IPv4 j
Connectivity
Is the grid master an HA Yes
ir?
pair? 0 Mo

8. On Step 3, verify the IP settings for your instance LAN1 interface. You should not need to make
any changes here.
9. Click Next.
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Step1
-

Step2 Step3 Step4d

IP Address Settings for this Member

Ports and Addresses

Interface Address Subnet Mask (IPv4) or Prefix Length (I...
LAN1 (IPv4) 172.17.1.201 255.255.255.0
Cancel Previous Next

10.
11
12.

13.
14.
15.
16.

Gateway

1721711

Step5

Step6 ]

VLAN Tag Port Settings

Automatic

On Step 4, optionally select Yes to change the admin password (recommended).

Enter your new admin password.

Click Next.
Step1 Step2 Step3
- - -

Would you like to set the admin password?
O Yes

No

*Password

*Retype Password

Password must contain at least 4 characters.

On Step 5, set the Time Zone.

Optionally, select Yes to enable NTP.

Set the time and date if they are incorrect.
Click Next.

Step4

Step5
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Step1
-

Time Zone

Step2 Step3 Step4 Step5

(UTC - 8:00) Pacific Tim | ¥

Would you like to enable NTP?

Yes
O No
Date 2020-07-22 ﬁ
Time

w0

17. On Step 6, review the appliance settings.

18. Click Finish.
Grid Setup Wizard
Step1 Step2 Step3 Stepd
- - - -

Setting up a standalone appliance

Grid Name Infoblox

Host Name infoblox.localdomain
Grid Master's IP Address (IPv4) 172.17.1.201
Subnet Mask (IPv4) 255.255.255.0
Gateway (IPv4) 17214711

Time Zone (UTG - 8:00) Pacific Time (US
and Canada), Tijuana
Cancel Previous

Step5

Step6

Finish

2]
«

19. Click Yes in the Warning window to restart your vNIOS appliance and apply the settings.
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Warning [ % |

Some of the changes require a product restart. Your session will be terminated, and
you must log in again. Are you sure you want to proceed?

No Yes

20. Your vNIOS for AWS instance will restart.

Use vNIOS Instance as Primary DNS for VPC

Infoblox vNIOS for AWS instances can be used as the primary DNS servers for AWS VPC. This allows
you to extend your enterprise DNS and RPZ services into your AWS networks.

Setup DNS Service

First, we will configure basic DNS service on the Infoblox vNIOS for AWS instance. In this guide we wiill
configure the server for both authoritative and recursive DNS; in production environments you will
likely want to separate these roles on multiple appliances.

1. Login to your vNIOS for AWS instance Grid Manager GUI.
2. Navigate to the Grid —» Grid Manager — Services tab.
3. Click on the DNS service.

Infoblox &2 Dashboards Data Management Cloud Smart Folders Grid Administration
Ad

Grid Manager Upgrade Licenses HSM Group Amazon

5 Infoblox 2 g R
DHCP H TFTP HTTP (File Dist) FTP DFP NTP bloxTools Captive Portal Subscriber Collection

Members Services

4. Select the checkbox next to your vNIOS member.

5. Click the > start button to start the DNS service.
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Members Services

DNS V4

Quick Filter| None j | m Filter On Show Filter Toggle Restart Groups View
| Group Results Group By +

z|» -8

[7] Name Service Status IPv4 Address GeolP Database Version EA Databas

4 infoblox.localdomain CEGTGEEI  172.17.1.201

6. Click Yes in the popup window to confirm.
Start Member DNS Service a8

You are about to start the DNS service for the selected member(s). Are you sure
you want to proceed?

Yes

7. Once the service is started, open the dropdown next to Edit in the right-hand menu.
8. Select Grid DNS Properties.

Infoblox w #*

Toolbar
- == Add
DHCP DNS TFTP HTTP (File Dist) FTP DFP NTP bloxTools Captive Portal Subscriber Collection
' Restart Services
Members Services
Z Edit
>
DNS & Grid DNS Properties
Quick Filter None j ‘ m Filter On Show Filter Toggle Restart Groups View
Grid Properties
" Group Results Group By +
. Downloa
-f- v E Goto Go £= Manage Dynamic
Update Groups
[T] Name Service Status IPv4 Address GeolP Database Version EA Database Version Comment Site
) _f. Export
[T 4 infoblox.localdomain |DNSISERicelisWe 172.17.1.201

E Print

9. Inthe Grid DNS Properties window, select the Queries tab.
10. Optionally, change Allow queries to Set of ACEs.

11. Use the + - add dropdown to select IPv4 Network.
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12.
13.
14.

15.
16.

17.

Infoblox (Grid DNS Properties)

@ Toggle Advanced Mode Basic
General
Fe Resolver queries 0 Seconds
‘orwarders timeout
Updates
Queries Allow queries from
Zone Transfers .
Any
") Named ACL Select Named ACL ] { Clear ]

© Setof ACEs

[7] Permission = Type Value

No data

o+~

IPv4 Address

IPv4 Network

IPv6 Address

IPv6 Network

TSIG Key

Any Address/Network

For Address enter the network prefix for your VPC. For example: 172.17.0.0.
Use the Netmask slider to select the correct mask size. For example: /16.

Click Add.

Add IPv4 Network

Address 172.17.0.0 /16 (255.255.0.0))

Netmask
1 4 8 12 16 20 24 28 32
T e I o A A I B

)

Permission

Allow -

Scroll down and select Allow recursion.
Select Set of ACEs.

Use the + - add dropdown to select IPv4 Network.

Add Cancel
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Allow recursion
Allow recursive queries from

None

Named ACL Select Named ACL ’ ‘ Clear |

© Setof ACEs

[”] Permission = Type Value IPv4 Address

No data IPv4 Network
IPv6 Address
IPv6 Network
TSIG Key

Any Address/Network

18. For Address enter the network prefix for your VPC. For example: 172.17.0.0.
19. Use the Netmask slider to select the correct mask size. For example: /16.
20. Click Add.

o+ -
Add IPv4 Network [ x|
Address 16 (255.255.0.0))
Netmask
1 4 8 12 16 20 24 28 32
RN RN
)
Permission Allow j
Add Cancel
21. Click Save & Close.
22. In the Warning window, click Yes.
Warning a

answer from the root zone when you enable DNSSEC validation. Are you sure you

e No trust anchor has been configured. You must add a trust anchor to get the secure
want to proceed?

No Yes

23. Click Restart in the banner that opens in the top of the window.

The configuration changes require a service restart to take effect. Click Restart to restart relevant services now or click Ignore to restart the services later. ~ Restart | View Changes | Ignore

nfoblox :E: Dashboards Data Management Cloud Smart Folders Grid Administration Q Search  admin
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24, Click the Restart button in the Restart Grid Services window.

Restart Grid Services [}
e
= 2]
Restart Grid Services © !fneeded «

Force service restart
A forced restart may be delayed if there are pending restarts for the same service.
Restart Method ° Restart all Restart Groups

Simultaneously for all members

Sequentially for all members

Affected Members and Services View Pending Changes

Cancel Restart

Add DNS Zone
1. To add an authoritative DNS zone, navigate to the Data Management — DNS — Zones tab.

2. Usethe + - add dropdown to select Authoritative Zone.

Infoblox :E: Dashboards Data Management Cloud Smart Folders Grid

IPAM VLANs Super Host DHCP File Distribution

? Zones Members Name Server Groups Shared Record Groups Subscriber Services Deployment
>

default s R

Quick Filter| None j | m Filter On Show Filter ~ "i= Toggle flat view
+ - A RaE-
D Authoritative Zone Cloud Usage Owned By Delegated To
§ Forward Zone
O
Stub Zone
O

3. On Step 1 of the Add Authoritative Zone Wizard, select Add an authoritative forward-mapping
zone.

4. Click Next.

Add Authoritative Zone Wizard > Step 1 of 6 [ x |
- ) e
° Add an authoritative forward-mapping zone &

Add an authoritative IPv4 reverse-mapping zone

Add an authoritative IPv6 reverse-mapping zone

Cancel Next Schedule for Later Save & Close ~
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5. On Step 2 enter a name for your DNS zone.
6. Click Next.

Add Authoritative Zone Wizard > Step 2 of 6

*Name ‘ demozone.local |

7. On Step 3 select Use this set of name servers.

8. Usethe +- add dropdown to select Grid Primary.
Add Authoritative Zone Wizard > Step 3 of 6

None

Use this Name Server Group Choose One j

° Use this set of name servers

[7] Name - IPv4 Address IPv6 Address  Type Stealth TSIG Grid Primary

Grid Secondary

No data

External Primary

External Secondary

9. Click Select. The single member of this Grid will automatically be selected.
10. Click Add.

+ -
Add Grid Primary 5]
Select Clear | infoblox.localdomain
| Stealth
Add Cancel
11. Click Save & Close to create the new zone. Or click Next to proceed to optional steps.
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Add Authoritative Zone Wizard > Step 3 of 6 [ ]

(7]
None &
Use this Name Server Group Choose One j
o Use this set of name servers
[7] Name « IPv4 Address IPv6 Address Type Stealth TSIG
[T] infoblox.local... 172.17.1.201 Grid Primary No No
Cancel Previous Next Schedule for Later Save & Close ~

12. Click Restart in the banner that opens at the top of the window.
13. Click the Restart button in the Restart Grid Services window.

Create AWS DHCP Options Set

AWS VPCs use DHCP options sets to specify optional configurations such as a default domain name or
the DNS servers your instances should use. We will use an options set to make the Infoblox vNIOS for
AWS instance the primary DNS server for a VPC. DHCP options sets cannot be modified after creation,
so we will start by creating a new DHCP options set.

1. Inthe AWS Management Console, Use the Services menu to navigate to VPC under Networking
& Content Delivery.
2. From the VPC menu, click on DHCP Options Sets.

S
~—

Services v Resource Groups v *

@ New VPC Experience

Tell us what you think

VPC Dashboard

Filter by VPC:
Q Select a VPG ¢ Q 1 @

VPC DHCP options sets

v ‘éTJSSL PRIVATE Name v DHCP options set ID v Options v

Your VPCs o ~ dopt-aeb05bc7 domain-name: us-east-2.compute.internal

Subnets domain-name-servers: AmazonProvidedDNS

Route Tables
Internet Gateways

Egress Only Internet
Gateways

DHCP Options Sets

Elastic IPs

3. Click Create DHCP options set.
4. Enter aname for your option set.

5. Under Domain name servers, enter the private IP address of your vNIOS for AWS eth1 (LAN1)
interface.
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VPC DHCP option sets Create DHCP option set

Create DHCP option set i«

Dynamic Host Configuration Protocol (DHCF) provides a standard for passing configuration information to hosts on a TCP/IP
network. The options field of a DHCP message contains configuration parameters.

Tag settings

DHCP option set name - optional

DN5-Server-Set

DHCP option

Specify at least one configuration parameter.

Domain name Info

Domain name servers Info

10.19.19.92

Enter up to four IPv4 addresses and four IPv6 addresses, separated by commas.

6. Scroll down and click Create DHCP options set.

Tags - optional

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Key Value - optional

Q. Name X Q, DNS-Server-Set X Remove

Add new tag

You can add 49 more tags.

Cancel Create DHCP options set

7. To assign this DHCP options set to your VPC, select Your VPCs in the menu.
8. Select your VPC.
9. Use the Actions dropdown menu to select Edit VPC settings.
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VPC dashboard

X Your VPCs (1/2) info

EC2 Global View [ new

[C ][ Acors + |

a 0
Filter by VPC: Create flow log
Select a VPC v ‘ -] Name v VPCID State v ‘ Edit VPC settings |
Virtual private cloud DemoCenter Vpe-00b6993d9a2149fdS @ Available Edit CIDRs
Your VPCS New ‘ Demo-VPC vpc-0b6a04eedesbSadf2 © Available Manage middlebox routes
Subnets Manage tags
Route tables Delete VPC
10. Use the dropdown menu for DHCP options set to select the new options set you created.

Edit VPC settings

® Introducing the new edit VPC settings experience
We've added a new option to make it easier to edit VPC settings. You c

one place. Tell us what you think.

VPC details

VPCID
vpc-Ob6a0deeOetb5adf2

Name
Demo-VPC

DHCP settings

DHCF option set Info

dopt-0f2a71eb02d086d45 (DNS-Server-Set)

i e}

Mo DHCP option set

dopt-aeb05bc7

dopt-0f2a71eb02d086d45 (DNS-Server-Set)
DN5-5erver-5Set

11. Scroll down to click Save.

Note: Any new VM instances you create in this VPC will use your Infoblox vNIOS for AWS appliance for DNS
resolution. Existing VM instances must be rebooted to apply this change.
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vDiscovery for AWS

The Infoblox vDiscovery feature is very useful for detecting and obtaining information about Tenants,
VPCs, Subnets, and Virtual Machines (VM’s) operating in your public cloud environments.

Many organizations operate hybrid and multi-cloud environments that may contain many
subscriptions and accounts. These environments tend to be very dynamic, with things such as VMs
being created and terminated on a frequent basis. This makes it difficult to keep track of everything.
With Infoblox vDiscovery, tasks can be configured to run automatically allowing your Infoblox vNIOS
appliance to keep track of all cloud environments, storing this data in IPAM. Infoblox vDiscovery can
also be used to automate creation of DNS records for VMs running in your cloud environments. Using
vDiscovery in conjunction with the Cloud Network Automation (CNA) feature, you will gain enhanced
visibility into your cloud environments, all within a ‘single pane of glass’.

Configure vDiscovery in Grid Manager

DNS Resolver: In order to conduct vDiscovery for AWS, your Infoblox vNIOS for AWS instance must
be able to resolve AWS endpoints such as ec2.us-west-1.amazonaws.com. Configuring the DNS
Resolver in NIOS will achieve this.

1. Loginto the Grid Manager GUI of your vNIOS for AWS instance.
2. Navigate to the Grid —» Grid Manager — Members tab.

3. Inthe Toolbar, Open the Grid Properties dropdown.

4, Select Edit.

Infoblox :E: Dashboards Data Management Cloud Smart Folders Grid Administration Q Search  admin

Grid Manager Upgrade Licenses HSM Group Amazon

[ o Toolbar » €
5 Infoblox m # R &

- = Add -
DHCP DNS TFTP HTTP (File Dist) FTP DFP NTP bloxTools Captive Portal

Subscriber Collection

Members Services

Quick Filter ‘ None v | D Fiter on Show Fiter  [E]] Replication Status View

C' Restart Services

Control -
"~ Group Results Group By + £ Control
i= Grid
Properties e
1+ - Go to Go
+ = 2] Edit -
[ = Name HA Status IPv4 Address IPv6 Address Identify Setup Wizard M
= -
= infoblox.locald N 172.17.1.201
B = @ infobloxlocald No [Running | 0 LT =& GMC Promote Test
[# Configure

5. Navigate to the DNS Resolver tab of the Grid Properties Editor.
6. Select the checkbox next to Enable DNS Resolver.

7. Click the + (Add) to add an upstream Name Server to use for DNS resolution.
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Note:

Infoblox (Grid Properties Editor)

@ Toggle Advanced Mode Basic

General

CSP Config Enable DNS Resolver
Security
Password LE
DNS Resolver ["] Name Servers Add
Monitoring No data

Syslog Backup

SNMP

Email

. Enter the IP address of the name server you wish to use. For example, 172.17.1.201.
. Click Save & Close.

Infoblox (Grid Properties Editor)

@ Toggle Advanced Mode Basic

General
CSP Config

Security

Enable DNS Resolver

Password
DNS Resolver [] Name Servers

Monitoring [ 172.147.1.201
Syslog Backup

SNMP

Email

LOM

Cancel Save & Close ~

If you have set up your vNIOS for AWS instance as a DNS resolver for the VPC, as specified in the Setup

DNS Service section of this guide, you can enter the IP address of the instance’s eth1 (LAN1) interface, to use
itself for DNS resolution. This method is used in the example system for this guide.

vDiscovery Job: To conduct vDiscovery in AWS, you must configure a discovery job, using the Access

Key ID and Secret Access Key created with AWS IAM, as well as the regional EC2 Endpoint identified in

AWS.,

1
2
3
4

. Loginto the Grid Manager GUI of your vNIOS for AWS instance.
. Navigate to the Data Management - IPAM tab.

. Inthe Toolbar, Open the vDiscovery dropdown.

. Select Discovery Manager.
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Toolbar » e
«
= add .

Q vDiscovery -

MNew...

Discovery Manager

C' Restart Services

X CsV Import
# ©SV Jeb Manager

= IDN Converter

5. Inthe vDiscovery Job Manager window, click + (Add) to add a new job.

vDiscovery Job Manager %]
wvDiscovery Jobs 9
«
D = NAME STATUS SCHEDULE PUBLIC IF'S NETW... PRIVATE IP'S MET... MEMBER LAST RUN COMMENT
No data
s |
=
Close

6. Inthe vDiscovery Job Wizard, enter a name for the job.

7. Next to Member, click Select.

8. For a Grid with only one member, it will be automatically selected. If your Grid has multiple
members, select the one you want to use for vDiscovery.
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vDiscovery Job Wizard > Step 1 of 5

: e

<

*Member infoblox.localdomain Select Clear

Comment

Cancel Next Save & Close ~

9. Click Next.
10. On Step 2, select AWS for Server Type.
11. For Service Endpoint, enter the ec2 endpoint for the AWS region you will conduct

vDiscovery in, for example ec2.us-west-1.amazonaws.com. A full list of AWS endpoints can be
found at https://docs.aws.amazon.com/general/latest/gr/rande.html.

12. Select Use IAM credential.

13. Enter the Access Key ID and Secret Access Key for the user you created. You will find these
inthe CSV file you downloaded earlier.

vDiscovery Job Wizard > Step 2 of 5 a

*Server Type AWS v (2]
«

Protocol

Allow unsecured Only select this when the connection is protected by other means than

connection TLS/SSL, e.g. an isolated private circuit or if security is irrelevant.

CREDENTIALS

Use instance profile

o Use IAM credential

*Access Key ID o i w o o
*Secret A Key |
Cancel Previous Next Save & Close ~

Note: If you have configured the IAM role to use with your vNIOS instance, select Use instance profile here
instead.

14. Click Next.
15. Review the configuration for Network Views on Step 3.
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vDiscovery Job Wizard > Step 3 of 5 [ ]

If a network view is not au ically detected
For public IP addresses, use:

© This network view: default j

The tenant's network view (if it does not exist, create a new one)

For private IP addresses, use:

© This network view: default j

The tenant's network view (if it does not exist, create a new one)

Cancel Previous Next Save & Close ~

Note: The most common cause for vDiscovery to fail to import any data is a “Sync Error” due to
overlapping/conflicting address space. To account for any address space conflicts that are encountered during
the vDiscovery process or with your existing IPAM data, you may need to select the option to use The tenant's
network view (if it does not exist, create a new one).

16. Click Next.

17. Optional: For automatic creation of DNS records, on step 4 select the checkbox For every
newly discovered IP address, create:

18. Select the desired DNS record object type. If in doubt, stick with the default (Host) option.

19. The name for DNS records that are created is controlled with a macro, with the most
commonly used macro being ${vm_name). In the text box, type the desired macro, followed by
the zone that you want to use. Example: ${vm_name}.testzone.com.

vDiscovery Job Wizard > Step 4 of 5 a
When inserting discovered data into NIOS

Merge the discovered data with existing data

Update discovered data for managed objects

For every newly discovered IP address, create:

© Host

A & PTR Record

The DNS name will be computed from

the formula: |$(vm_name).demozone.local | For example,

${vm_name}.mycompany.com

Select the DNS view to which the DNS records are being added:

| Use this DNS view for public IPs: S (O v|

Cancel Previous Next Save & Close ~
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Note: If a different format is desired for the DNS record name, a full list of available macros can be found in the

2]

Help panel. To view this, click on " (Help) at the top-right hand corner of the window and scroll down to the
section titled “The DNS name will be computed from the formula”. Automatic creation of DNS records for
discovered VMs is available with the CNA license.

20. Click Next.

21 Optional: Configure a schedule to automatically run the vDiscovery task.
vDiscovery Job Wizard > Step 5 of 5 a
~ | Enable ()
«
© Once Schedule once
) Hourly
Daily

" Start Time 01:14:07 PM o
Weekly
~) Monthly Time Zone (UTC - 8:00) Pacific Tirr | v

Cancel Previous Save & Close ~

Note: The scheduler enables you to run the vDiscovery task as frequently as once an hour. If this must be run
more frequently, you can accomplish this using the API. Refer to the Infoblox REST API guide for examples and
guidelines on this process.

22. Click Save & Close.
Run vDiscovery

1. Torunyour vDiscovery job, from the vDiscovery Job Manager window click the = (Action
Menu) for your vDiscovery job.
2. Select Start.

vDiscovery Job Manager

vDiscove

]

Status Schedule Public IP's Net...  Private IP's Net... Member Last Run ~

<l

ery I} Job created Y No schedule  default default infoblox.locald...

3. Click Yes in the popup window.
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Start vDiscovery Job %}

g Are you sure you want to start the selected job?

No Yes

vDiscovery Data

Data collected by vDiscovery can be tracked through Data Management (IPAM, DHCP and DNS) and if
the CNA license is installed, additional details will be found under the Cloud tab. Objects created by
vDiscovery will automatically include metadata in their properties or extensible attributes (EA’s), a
useful addition that enables you to easily identify, locate and report on your resources deployed in the
cloud.

Data Management: From the Data Management tab, you can access IPAM and DNS data discovered
from your AWS environment.

e [IPAM: IPAM, or IP Address Management, provides an easy view of all data from an IP address
perspective. If you are looking for an object based on its IP address, this can be one of the
easiest ways to drill down and see everything there is for that IP, including all objects that are
associated with it.

Infoblox :E: Dashboards Data Management Cloud Smart Folders Grid Administration

VLANs Super Host DHCP DNS File Distribution

¥ IPAMHome > VPC-01172.23.0.0/16

172.23.1.0/24 =, IPvaNetwork 4° [ Go to DHCP View

IP Map List
Quick Filter| None j | m Filter On Show Filter
+ - . aEAr- Goto [
0l = IP Address « Name MAC Address DHCP Client Id... = Status Type Discover Now Usage
| = 172.23.1.3 Used IPv4 Reservation DHCP
B = 172.23.1.4 Unused
| = 172.23.1.5 Unused
| = 172.23.1.6 Unused
B = 172.23.1.7 Unused
B = 172.23.1.8 Unused
| = 172.23.1.9 Unused
B = 172.23.1.10 client-1.demoz...  02:68:b7:70:31... Used Host DNS
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e DNS: If you enabled the automatic creation of DNS records, the records can be viewed by
drilling down into the DNS zone you specified.

Dashboards Data Management Cloud Smart Folders Grid Administration
IPAM VLANs Super Host DHCP File Distribution
? Zones Members Name Server Groups Shared Record Groups Subscriber Services Deployment Blacklist Rulesets DNS64 Groups Query Monitoring

default
demozone.local  Authoritative Zone & #* R

Records Subzones
Quick Filter| None j | m Filter On Show Filter "i= Toggle flat view
&+ - -l A8 Go to
[ = Name - Type Data Record Source Principal Protected Comment Monitored Since
B = SOA Record Serial 6 System Auto-created b...  Not Monitored
MNAME infoblox.localdo
RNAME please_set_em
Refresh 10800
Retry 3600
Expire 2419200
Negative Caching TTL 900
| = NS Record infoblox.localdomain System Auto-created b...  Not Monitored
B = client-1 Host 172.23.1.10 Static No Auto-created b...  Not Monitored
| = cp-01 Host B 172.31.1.46 172.31.2....  Static No Auto-created b...  Not Monitored
[_' = gm-01 Host | ™ 172.23.1.142172.23...  Static No Auto-created b...  Not Monitored

Cloud Network Automation: When the CNA license is installed, you will find the Cloud tab in your Grid
Manager GUI. The Cloud tab includes five additional tabs that each provide different perspectives for
viewing your cloud data, making it easy to see what is running in your cloud environments.

e Tenants: For AWS vDiscovery, entries on this tab correspond to AWS accounts. You can drill
down to review all subnets and VMs that have been discovered under that account.

Infoblox :E: Dashboards Data Management Cloud Smart Folders Grid Administration

Tenants VPCs Networks VMs Cloud Platform Members

; All Tenants

Quick Filter [ one v | EQriter on Show Filter

X228 Go to
[7] Actions Mgmt Platform Name - ID VMs Networks Created Last updated Comment Network Views Managed
B = Amazon s 4 9 2020-07-30 14:... 2020-07-30 14:... default Managed

e VPCs: This tab displays any discovered AWS VPCs. You can drill down to review all subnets and
VMs that have been discovered under an individual VPC.
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VMs

Cloud

Smart Folders Grid

Cloud Platform Members

Administration

Infoblox :s: Dashboards Data Management
Tenants Networks

=

S VPCs

>
Quick Filter [ None v | EQ Fiter on Show Filter

e
[] Actions Mgmt Platform VPC Name Networks
| = # Amazon VPC-01 2
| = # Amazon VPC-02 4
[ ]

Network View VMs
default 2
default 2

Goto

Tenants Cloud Usage Owned By Delegated To Network =
1 Used by cloud Grid 172.23.0.0/16
1 Used by cloud Grid 172.31.0.0/16

Networks: This tab displays all subnets that have been discovered in your AWS VPCs. Easily

jump to IPAM or other perspectives to view additional details for a subnet. Searches, Smart
Folders and reports can also leverage the metadata stored as EAs for each subnet.

>

Dashboards Data Management

Infoblox

Tenants VPCs Networks

: All Networks

Cloud

VMs

Smart Folders

Cloud Platform Members

Grid

Administration

Cloud Usage Owned By
Used by cloud Grid
Used by cloud Grid
Used by cloud Grid

Goto

Delegated To Network View Mgmt Platform Comment
default Amazon
default Amazon
default Amazon

Quick Filter i one v | EQFiter on Show Filter
L8
[7] Actions Network « Tenant VPC Name
| = & 172.23.2.0/24 915693437317 VPC-01
| = 5 172.31.1.0/24 915693437317 VPC-02
B = 5 172.31.2.0/24 915693437317 VPC-02
[ ]

Metadata is stored in the properties for each VM, and you can readily jump to other
perspectives to view and manage additional resources, including any DNS records that may
have been created for the VM.

Dashboards Data Management

Infoblox $5

Tenants VPCs Networks

Cloud

Smart Folders Grid

Cloud Platform Members

Administration

VMs: This tab shows all VMs that have been discovered and are displayed per IP address.

¥ All Cloud VMs by IP Address

Quick Filter | yone v | EQ Fiter on Show Filter
L8

[ Actions Mgmt Platform VM Name -« VM ID

B = Amazon client-1 i-05285faae06...

B = Amazon cp-01 i-0ef383f4982a...
" = Amazon cp-01 i-0ef383f4982a...
A = A mazon cp-01 i-0ef383f4982a...
B = Amazon resol-client i-01922dccabb...

IP Address
172.23.1.10

172.31.1.46

172.31.2.127

VM Avail Zone

us-west-1c

us-west-1b

us-west-1b

us-west-1b

us-west-1b

Networks VMVPC VM Tenant Port ID Network View
1 VPC-01 915693437317 eni-0dd18ac38...  default
3 VPC-02 915693437317 eni-0d52ec830...  default
3 VPC-02 915693437317 eni-0d52ec830...  default
3 None 915693437317 eni-0d52ec830...  default
2 None 915693437317 eni-0a49b69d5...  default

Cloud Platform Members: This tab shows all Cloud Platform appliances in your Grid. For more

information on Cloud Platform appliances, refer to the appropriate deployment guides at
https://www.infoblox.com/resources/.
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Metadata collected for each type of object discovered varies and is stored as Extensible Attributes in
the Infoblox Grid. The following is an example of EAs for a Subnet.

172.23.1.0/24 (Cloud IPv4 Network) [ %]
a
@ e
. «
@ Toggle Advanced Mode Basic
General
Member Assi it
LI Extensible Attributes +
IPv4 DHCP Options
| Attribute Na... Value Inheritance State ~ Required
VLAN Assignment
Extensible Attributes |} Cloud API ... False Disabled No
Permissions |} CMP Type Amazon Disabled No
|} Network ID vpc-0751455b251b4613f Disabled No
|| Network N...  VPC-01 Disabled No
|} Subnet ID subnet-0f158beae41f976e6 Disabled No
|| SubnetNa... VPC1-LAN1 Disabled No
[ Tenant ID — Disabled No

Configuring for Highly Available Services

Infoblox NIOS/vNIOS provides configuration options that can be used to ensure high availability of the
Grid and core services such as DNS and DHCP. Additionally, features of AWS global infrastructure such
as Regions and Availability Zones can be leveraged to deploy highly available Infoblox Grids.

Grid Master Candidate

To ensure high availability and recoverability of your Grid, Infoblox recommends your Grid has at least
one Grid Master Candidate (GMC), an optional designation when adding a member to the Grid. The
GMC holds a complete copy of the Grid database. Ideally, the GMC should be deployed in a different
location than the Grid Master so an outage is unlikely to affect both (for example, deploy the GM
on-premises and the GMC in AWS or deploy GM and GMC to different regions in AWS). If the Grid
Master fails, the GMC can be promoted to GM using the instructions provided in the Backup and
Recovery section of this document. To designate a member as a Grid Master Candidate, select this
option when adding the member to your Grid.
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Add Grid Member > Step 1 of 3

Member Type Virtual NIOS v «

*Host Name Must be a fully qualified domain name

Time Zone
Override

Inherited from Grid Infoblox

Comment

Master Candidate K

Cancel Next Save & Close ~

For additional details on adding a Grid Master Candidate, including which virtual appliance models can
be used as a GMC, refer to Infoblox documentation:
https://docs.infoblox.com/display/nios85/Adding+Grid+Members.

DNS

Highly available DNS services can be provided by ensuring at least two DNS servers, a primary and
secondary are specified for each client endpoint. For example, in an AWS VPC, two DNS servers can be
specified in a DHCP option set. If the first server is unavailable, the second will be used for DNS
resolution. Deploy the primary and secondary DNS servers in different availability zones, regions, or
datacenters to increase availability.

DHCP options sets (1/1) info

Q
‘ search: Multiple > ‘ ‘ Clear filters
Name v DHCP options set ID v Options v
| (o] Multiple-Name-Ser... dopt-020493de95d357a58 domain-name-servers: 172.23.1.142, 172.31.2.127

Additionally, to increase availability of DNS zones, Infoblox NIOS allows you to configure multiple
primary servers for a zone. When you define multiple primary servers for a zone, each server will hold a
copy of the zone’s authoritative data that can be updated independently.
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demozone.local (Cloud Authoritative Zone)

e
__ 7]
i «
D Toggle Basic Mode Basic
General
O None
Name Servers
O Use this Name Server Group Chooze One W
Settings
Quaries @ Use this set of name servers
Zone Transfers - | |
Updates [ Name - IPvé Address  IPv6 Address | Type Stealth 1
Active Directory
. |:| cpl.lecaldomain  172.31.2.127 Grid Primary Mo
® DNE Integrity Chack
® Host Naming |:| infoblox.local. . 172.23.1.142 Grid Primary Mo
@ Shared Record Groups
Cancel Save & Close -

To resolve any conflicts between zone updates on the multiple primaries, generally the latest update is
selected based on the timestamp. Therefore, it is recommended that all DNS primaries have NTP
enabled. For additional details and best practices for designating multiple primary DNS servers for a
zone, refer to Infoblox NIOS documentation:
https://docs.infoblox.com/display/nios85/Assigning+Zone+Authority+to+Name+Servers.

DHCP

Highly available DHCP service can be achieved using DHCP failover. To use DHCP failover, two
NIOS/vNIQOS appliances are configured with a failover association. The two appliances share a pool of
IP addresses to issue to clients. If the Primary DHCP is unavailable, the Secondary is able to continue
issuing address leases. To increase availability of appliances in a failover association, they should be
deployed in different locations, for example, each in a different region of AWS or one on-premises and
one in AWS. For additional details and configuration steps, refer to Infoblox NIOS documentation:

Regions and Availability Zones

To maximize availability in the configurations described for Grid Master Candidates, DNS, and DHCP,
the appliances used for these services should be deployed across multiple Availability Zones and/or
Regions. For example, a Grid Master Candidate should be deployed in a different Region than the Grid
Master. If the GM fails or connectivity is interrupted due to failures in a specific Region, the GMC in
another Region can be promoted to continue Grid services. DNS zones should always use multiple
name servers, running in as many different Availability Zones and Regions as feasible. When
configuring DHCP failover pairs, the two appliances should be deployed into different Availability
Zones.
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Operational Guidance

Monitoring

The Infoblox Grid Manager provides monitoring tools for the Grid, Grid members, and services. To view
the status, in Grid Manager navigate to the Grid — Grid Manager — Members tab.

e Inthe upper left of the tab, next to the Grid name, the small colored square shows the Grid
status. Green indicates all Grid members are operating normally in a running state. Yellow
indicates at least one Grid member is connecting or synchronizing. Red indicates at least one
Grid member is offline or experiencing a different issue.

Infoblo :E;- Dashboards Data Managemant Cloud Smart Folders Grid Administration

Grid Manager Upgrade Licensas HSM Group Microsoft Servers Amazen

=
5 Infoblox m # R

- -

DHCP DNS Cloud-API TFTP HTTP (File Dist) FTP DFP NTP blaxToaols Captive Portal Subscribar Collaction

Membars Sarvices
Quick Filter [ gana |v | EXFiter on Show Fiter |Gl Replication Status View

Group Results Group By +
|:| = Mame HA Staius |Pv4 Address IPvE Address Identify DHCP DNS
] = 4 infobloxlocald No _ 172.23.1.142 T — 1
= = & cpiiocaldome No _ 172.31.2.127 T —

e Status for individual appliances and virtual appliances is shown in the center pane. Under the
status column for each member, the color-coded operational state is shown. To view detailed
status on a member, select the member checkbox and click the Detailed Status icon.
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Members Services

Show Filtar .l Aeplication Status View

Quick Filter | jgone w

Group Results Group B "

+ZEE 2L 8 infoblox.localdomain Detailed Status <8

m = Name HA Status Node 1 - 172.23.1.142 INE
Device Status [ Running

= & infobloxocald  No _ CPU Usage [l CPU Usage: 41% |
DB Capacity Usage Il 7% - Database capacity usage is OK.

B = & cpilocaldoms No m Disk Usage | 9% - Primary drive usage is OK.
LAN1T Port B 172.23.1.142
Memory Usage B 14% - System memory usage is OK.
Swap Usage B 0% - System swap space usage is OK.
NTP Synchronization Il The NTP service resumed

synchronization.

Replication Online

e Summary status for services is displayed under the Grid name. Service status on individual
members is shown next to the member name. Green indicates the service is enabled and
running. Yellow indicates the service is enabled, but there may be issues requiring attention.
Red indicates the service is enabled, but it is not running properly. Grey indicates that the
service is disabled or not configured. To get detailed information on a service’s status, navigate
to that service’s page by clicking on its name. The screenshot below shows the DNS service

page.

=
= Infoblox m # R

- -
DHCP DNS Cloud-AP1 TFTP HTTP (File Dist) FTP DFF NTR bloxTools Captive Portal Subscriber Collection
Mambers Sarvices
DNS | r
Quick Filter| None | | EZ Fiteron Show Filter  Toggle Restart Groups View
Group Results Group By +
(> mL-18

[[] Name Service Status IPv4 Address GeolP Database Version EA Database Version Comment Site

[ @intoblox.locald _ 172.23.1.142

O & cpl.iocaidom: [Ny 172.31.2.127

For additional information on Infoblox Monitoring and Reporting tools and configuration, refer to the
Infoblox NIOS documentation:
https://docs.infoblox.com/display/NAG8/Part+7+Monitoring+and+Reporting.
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Backup and Recovery

Infoblox recommends that you regularly back up your configuration files and/or discovery database
files. You can back up your system files locally on the appliance or to your management system, or use
TFTP (Trivial File Transfer Protocol), FTP (File Transfer Protocol), or SCP (Secure Copy) to back them
up to aremote server.

Automated Backup

To configure automatic backup of configuration files and/or discovery database files, use the following
procedure:

1. In Grid Manager, navigate to the Grid — Grid Manager tab.
2. Inthe Toolbar, click the dropdown for Backup. Select Grid Backup and then Schedule Backup.

Toolbar » @

«
== Add o

C Restart Services

= Grid
=TP DFP Properties
0 Backup v

Manual Backup Grid Backup b
apsno

Schedule Backup

& GMC Promote Test

Manage Local Backup

7 Configure
Captive Portal

&, Download -
# Certificates S

& Traffic Capture

3. Inthe Schedule Backup dialog box, select the destination from the Backup to dropdown.

Schedule Grid Backup  p
| scP |
Backup to Grid Master (local)
Recurrence Weekly j
Every Saturday Ll
Time 03:00:00 AM o

| Disable Scheduled Backup
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4. Fill in details based on your destination selection:
a. TFTP: Back up system filestoa TFTP server.

o Keep local copy: Select this to also save a local copy of the backup file on your
appliance. This is disabled by default. The local backup contains only the Grid
backup, it does not contain backups for reporting and Network Automation.
Note that when you select this, the total backup time will increase.

o IP Address of TFTP Server: Enter the IP address of the TFTP server to which
you want to back up the system files.

o Directory Path: Enter the directory path of the file. For example, you can enter
/archive/backups. The directory path cannot contain spaces. The folder or
directory you enter here must already exist on the specified server. Do not
include the file name in the directory path.

o Recurrence: Select how often you want to back up the files. You can select
Weekly, Daily, or Hourly from the drop-down list. When you select Weekly,
complete the following:

m Every: Choose a day of the week from the drop-down list.

m Time: Enter atime in the hh:mm:ss AM/PM format. You can also click
the clock icon and select a time from the drop-down list. The Grid
Master creates a backup file on the selected day and time every week.

o Disable Scheduled Backup: Select this if you want to disable automatic
backups from occurring now. You can still save the settings for future use.

Schedule Grid Backup x|
Backup to TFTP - e
«

Keep local copy

*IP Address of TFTP 172.23.1.245
Server
Directory Path farchive/backups
Recurrence Weekly =
Every Saturday -
Time 03:00:00 AM ()

Disable Scheduled Backup

Cancel Save & Close

b. FTP:Back up system files to an FTP server.
o Keep local copy: Select this to also save a local copy of the backup file on your
appliance. This is disabled by default. The local backup contains only the Grid




backup, it does not contain backups for reporting and Network Automation.
Note that when you select this, the total backup time will increase.

IP Address of FTP Server: The IP address of the FTP server.

Directory Path: Enter the directory path of the file. For example, you can enter
/archive/backups. The directory path cannot contain spaces. The folder or
directory you enter here must already exist on the specified server. Do not
include the file name in the directory path.

Username: Enter the username of your FTP account.

Password: Enter the password of your FTP account.

Recurrence: Select how often the scheduled backups should occur. You can
select Weekly, Daily, or Hourly. For information, see TFTP.

Disable Scheduled Backup: Select this if you want to disable automatic
backups from occurring now, but want to save the settings for future use.

Schedule Grid Backup [x ]
Backup to FTP - [2)
(<4
Keep local copy
*IP Address of FTP 172.23.1.245
Server
Directory Path /archive/backups

*Username admin

*Password

Recurrence Weekly -

c. SCP: Back up system files to an SSH server that supports SCP.

o

O O O O

Keep local copy: Select this to also save a local copy of the backup file on your
appliance. This is disabled by default. The local backup contains only the Grid
backup, it does not contain backups for reporting and Network Automation.
Note that when you select this, the total backup time will increase.

IP Address of SCP Server: The IP address of the SCP server.

Directory Path: Enter the directory path of the file. For example, you can enter
/archive/backups. The directory path cannot contain spaces. The folder or
directory you enter here must already exist on the specified server. Do not
include the file name in the directory path.

Username: Enter the username of your SCP account.

Password: Enter the password of your SCP account.

Optionally, select Use Keys and select keys to Upload.

Recurrence: Select how often the scheduled backups should occur. You can
select Weekly, Daily, or Hourly. For information, see the TFTP section.
Disable Scheduled Backup:Select this if you want to disable automatic backups
from occurring now. You can still save the settings for future use.




Backup to SCP j

Usage of SCP will be done without validation of the server. There is no
protection against 'man-in-the-middle' attacks. Make sure that you enter the
correct IP address of the SSH server; the appliance does not check the
credentials of the SSH server to which it connects.

| Keep local copy

*IP Address of SCP 172.23.1.245
Server

Directory Path /archive/backups
*Username admin

Use Keys B

For the first time, please upload keys to SCP server. Password is mandatory
for uploading keys.

*Password =00 |eeesceesce

Keys Type RSA j

d. Grid Master (Local): Back up to a local directory on the Grid Master. This is the default.
o Recurrence: Select how often the scheduled backups should occur. You can
select Weekly, Daily, or Hourly. For information, see the TFTP section.

5. Click Save & Close.

Restoring From Backup

To restore a backup file to a standalone appliance or Grid Master, use the following procedure:

1. In Grid Manager, navigate to the Grid — Grid Manager tab.
2. Inthe Toolbar, click the dropdown for Restore. Select Restore Grid.

Toolbar » 0
«
== Add -

C' Restart Services

* Control -
i= Grid

JFP Properties v
D) Backup -
= Restore =

Restore Grid e

5 GIVIG PTOMOTE T8

[# Configure

3. Inthe Restore dialog box, choose a location from the Restore from dropdown list.
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Restore

Restore from

Filename
Grid Master (local)

4. Fill in details based on your selection:
a. My Computer: Restore a file from your local computer. This is the default.
o Filename: Click Select File to navigate to the configuration file.

File IC:\lakepalh‘database.bak l Select Upload

Close

b. TFTP: Restore afile from a TFTP server.
o Filename: Enter the directory path and the file name you want to restore. For
example, you can enter /archive/backups/Infoblox_backup.
o IP Address of TFTP Server: Enter the IP address of the TFTP server from which
you restore the configuration file.

Restore
Restore from | TFTP j
*Filename ’ Iarchive/backupsllnfotl
*IP Address of TFTP (172.23.1.145 |
Server

c. FTP:Restore afile from an FTP server.
o Filename: Enter the directory path and the file name you want to restore. For
example, you can enter /archive/backups/Infoblox_backup.
IP Address of FTP Server: Enter the IP address of the FTP server.
Username: Enter the username of your FTP server account.
Password: Enter the password of your FTP server account.
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Restore

Restore from FTP j
*Filename /archive/backups/Infob
*IP Address of FTP 172.23.1.145

Server

*Username admin

*Password = ==0 |sesssseses

d. Todownload a backup file from one appliance to a different appliance, use any of the
above sources and select Force Restore from Different Grid to enable the feature, and
then select one of the following:

o Retain Current Grid Master IP Settings (this is the default)
o Overwrite Grid Master IP Settings

Restore X
(2]
Restore from My Computer j «
Filename database.bak | Select

Force Restore from Different Grid © Retain Current Grid Master IP Settings

Overwrite Grid Master IP Settings from Backup

Cancel Restore

5. Click Restore. In the Confirm Restore dialog box, click Yes.

Instance Failure

Actions to take if an Infoblox vNIOS for AWS appliance fails differ based on whether the appliance is a
Grid Master or Grid Member.

For a Grid Master, Infoblox recommends your Grid has at least one Grid Master Candidate (GMC), an
optional designation when adding a member to the Grid. The GMC holds a complete copy of the Grid
database. Ideally, the GMC should be deployed in a different location than the Grid Master so an
outage is unlikely to affect both (for example, deploy the GM on-premises and the GMC in AWS or
deploy GM and GMC to different regions in AWS). If the Grid Master fails, the GMC can be promoted
to GM. To promote a GMC, use the following procedure:

1. Establish a serial connection (through a serial console or remote access using SSH) to the
Master Candidate.

2. At the CLI prompt, use the command set promote_master to promote the Master Candidate
and send notifications to all Grid members immediately, or promote the Master Candidate to

Infoblox Deployment Guide - Deploy Infoblox vNIOS Instances for AWS (November 2022)

88



the Grid Master immediately and specify the delay time for the Grid members to join the new
Grid Master. For more information about the command, refer to the Infoblox CLI Guide.

3. To verify the new master is operating properly, log in to the Infoblox Grid Manager on the new
master using the IP address of the LAN1 port for a single master.

4. Check theicons in the Status column. Also, select the master, and then click the Detailed Status
icon in the table toolbar. You can also check the status icons of the Grid members to verify that
all Grid members have connected to the new master. If you have configured delay time for Grid
member notification, it will take some time for some members to connect to the new master.
You can also check your firewall rules and log in to the CLI to investigate those members.

For a Grid with no GMC or a standalone appliance, a new vNIOS appliance can be deployed and
restored from a backup as described in the Restoring From Backup section of this document.

If a Grid Member fails, actions to take will depend on the services that member was providing. Attempt
to restart/restore the member. If this fails, a new member can be deployed and added to the Grid to
backfill the role. No restore from backup is necessary as the Grid Master will push configuration to the
new virtual appliance.

RTO and RPO

Core network services such as DNS and DHCP provided by the Infoblox Grid should have a recovery
time objective (RTO) shorter than that of the most critical application using these services. You can
decrease RTO of Infoblox core network services by implementing the highly available, redundant
configurations for the Grid, DNS, and DHCP detailed in the Configuring for Highly Available Services
section of this guide.

The Infoblox Grid is designed to avoid data loss and provide for short recovery point objectives (RPO).
Local changes on DNS and DHCP appliances, such as issuing a DHCP lease or updating a DNS record
are propagated almost immediately to the Gid Master and vice versa. The Grid database contained on
the Grid Master and Master Candidates reflects the real-time state of data across all appliances in the
Grid.

The following failure scenarios demonstrate how the Infoblox Grid maximizes availability of services
and minimizes RTO/RPO:

1. Loss of connectivity between a member and the Grid Master: The member devices will enter a
disconnected operation state and continue to provide all services. Any updates bound for the
GM are queued until connectivity is restored. When connectivity to the GM is restored, the
member will propagate all updates to the GM. Once the GM receives updated data, it will
synchronize with all Grid members.

2. Replacement of a failed appliance or virtual appliance: Any appliance or virtual appliance of
the same type can be used to replace a failed appliance. For example a new vNIOS TE-V1425
instance on AWS can replace a failed TE-V1425. Once the new appliance is configured with the
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IP address of the failed one and reaches out to the GM, the following will take place
automatically:
a. Thenew appliance establishes connectivity with the GM.
b. The GM checks the version of software on the replacement member.
c. The GM will download and upgrade the new appliance software to the version running
on the Grid.
d. The GMwill load all configuration and service data and will start services on the
replacement appliance.

3. Loss of Grid Master: If the GM fails or becomes unreachable due to network or other failure, all
member appliances will enter the disconnected operation state and continue to provide
services. At any time, before or after the loss of the GM, an administrator can promote a Grid
Master Candidate to the master role as described in the Instance Failure section of this guide.
The GMC will then assume the role of GM and contact all members informing them of the
change.

If the promotion takes place before a GM is lost, the newly promoted candidate’s database will
contain an identical copy of the master’s database, so time required to re-synchronize between
the new GM and members will be minimal.

If the promotion takes place after failure of the GM, and member devices have entered the
disconnected operation state, the new GM will automatically re-synchronize the Grid. This can
occur in a matter of seconds depending on the total number of objects in the database,
bandwidth of network connections, and number of changes that occurred during disconnected
operation. At no time is service interrupted on the member devices and synchronization
activities are invisible to users.

Routine Maintenance
NIOS Software Patches and Upgrades

All software patches and updates are controlled and distributed by the Grid Master for membersin a
Grid. Software updates can be downloaded from https://support.infoblox.com. For detailed information
on uploading, distributing, and scheduling/performing software upgrades, refer to NIOS
documentation https://docs.infoblox.com. Use the following process to update a standalone appliance
or Grid immediately:

1. Download the appropriate upgrade file from the Infoblox support site.
2. Login to your Grid Manager. Navigate to the Grid -~ Upgrade tab.
3. Click on Upload.



https://support.infoblox.com
https://docs.infoblox.com

Infoblox :s: Dashboards Data Management Cloud Smart Folders Grid

Grid Manager Upgrade Licenses HSM Group Microsoft Servers

=

» | Grid Version Information

Running: Uploaded:
8.5.0-394706

( pistribute ] (Test | Upgrad

The appliance uploads the file and displays the status of the upload in the status bar. You can click the
Stop icon in the status bar to stop the upload. Ensure that you do not navigate away from the Upgrade
tab until after the upload is complete. Otherwise, the upload process stops.

Upload Status 4% Upload in progress

4. Todistribute the software upgrade to each member immediately, including the Grid Master
itself, open the dropdown for Distribute in the Toolbar. Select Distribute Now. Click Yes in the
Confirm Start Distribution dialog.

Toolbar »
2. upload
«§ Distribute -

Distribute Now

Schedule Distribution

5. After distribution is complete, you can optionally test the upgrade on your Grid Master without
implementing it. Click on Test Upgrade in the Toolbar to run this test.
6. To perform the actual software upgrade, open the Upgrade dropdown in the Toolbar and select

Upgrade Now.
Toolbar » €
<
_?m Upload
.c Distribute -

) Test Upgrade
& Upgrade v

Upgrade Now

Schedule Upgrade

& Csv import
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7. Click Yes in the Confirm Start Upgrade dialog box.
Managing Licenses

For full details on managing licenses for Infoblox vNIOS and other services, refer to Infoblox

documentation https://docs.infoblox.com/display/nios85/Managing+Licenses. The following important

information should be noted regarding subscription licenses.

When a subscription license expires, all features continue to work as is with the following exceptions:

e Ifthe DNS or DHCP license expires, if you add a new authoritative zone or a network, they do
not appear in Grid Manager.

e [fthe Threat Protection or Threat Protection Update license expires, you may experience
problems when creating custom rules or publishing data.

e Although NIOS continues to collect data, you will not be able run reports on the data collected
during the expired period. After you renew the subscription license, you can run reports on this

data.
e Datafeeds for features such as RPZ, Threat Analytics, and ADP stop. The services keep running

with existing data.

Managing AWS Service Quotas

Itis important to be aware that each AWS account has default quotas/limits, setting a maximum
number of each resource type you can deploy. For example, there is a limit on how many EC2 instances
you can deploy in each region. It is especially important to consider these quotas when planning for
high availability and disaster recovery. For additional information on Service Quotas, including how to
request increases, refer to AWS documentation:

https://docs.aws.amazon.com/general/latest/gr/aws service limits.html.

The following is one method available to check your limits and usage:

1. Inthe AWS Management Console, Use the Services menu to navigate to Trusted Advisor under
Management & Guidance.
2. Select Service Limits from the Trusted Advisor menu.
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QV_VE Services ¥

Dashboard
Cost Optimization « Service Limits
Performance
Security
Fault Tolerance
47@ 1A 10

I Service Limits

Preferences

Service Limits Checks

13 o EC2-VPC Elastic IP Address

Checks for usage that is more than 80% of the EC2-VPC Elastic IP Address Limit.

1 of 16 items have usage that is more than 80% of the service limit.

» A VPG
Checks for usage that is more than 80% of the VPC Limit.

1 of 16 items have usage that is more than 80% of the service limit.

> Auto Scaling Groups

Checks for usage that is more than 80% of the Auto Scaling Groups Limit.

0 of 17 items have usage that is more than 80% of the service limit.

3. Expand any of the categories to view details on the service limit and your usage.

Service Limits Checks

v o EC2-VPC Elastic IP Address Refreshed: 7 minutes ago | &, =)
Checks for usage that is more than 80% of the EC2-VPC Elastic IP Address Limit. Values are based on a snapshot, so your current usage might differ. Limit and usage data can take up to

24 hours to reflect any changes. In cases where limits have been recently increased, you may temporarily see utilization that exceeds the limit.

Alert Criteria

Yellow: 80% of limit reached.

Red: 100% of limit reached.

Blue: Trusted Advisor was unable to retrieve utilization or limits in one or more regions.

Recommended Action
If you anticipate exceeding a service limit, open a case in Support Center to request a limit increase.

Additional Resources
VPC Elastic IP Limits

1 of 16 items have usage that is more than 80% of the service limit.

Exclude & Refresh | Item View Included items v Columns View | Columns Display v

M4 «41t0160f 16 I W View 20 +

J Service  Region Limit Amount Current Usage
[] @ we us-west-2 5 5
(] vpe ap-northeast-1 | 5 N

In the above screenshot, you can see this account has reached the limit for Elastic IP Addresses in the
US West 2 region.
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Emergency Maintenance

Infoblox recommends that you deploy a full Grid with availability and fault tolerance in mind to avoid
outages. The most common issue that can affect performance of an Infoblox vNIOS for AWS instance
serving as a Grid member, caused by transient failure of services, is loss of network connectivity with
the Grid Master. In many cases, no action is necessary; the member will continue to provide services
such as DNS. When connectivity with the Grid Master is restored, the member will resynchronize with
the Grid. For a more permanent failure, actions depend on the role of your vNIOS for AWS instance in
the Grid. For failure of a Grid Master, you should promote a Grid Master Candidate as described in the
Backup and Recovery section of this guide. For a Grid member, a new instance should be deployed and
added to the Grid, also described in the Backup and Recovery section of this guide.

Support

Receiving Support

Infoblox Support is available for customers with active maintenance contracts via Web, Chat (for
certain products), and Phone. Infoblox offers options for maintenance contracts to fit your
organization’s needs. Details can be found here: https://www.infoblox.com/support/.

Service Level Agreements

Service Level Agreements (SLA) are based on the maintenance contract the customer has and the
severity of the case. Details on the SLA matrix can be found here:
https://www.infoblox.com/company/legal/terms-premium-maintenance/.

Additional Services

In addition to our world-class support, Infoblox offers the following services to ensure our customer’s
success:

e Professional Services: Infoblox Professional Services help you maximize your investment in
your network infrastructure and your Infoblox products by giving you a holistic view of your
network. Our experienced and highly skilled consultants work with you in depth to understand
your organization’s unique challenges and goals, design strategies to help you meet these
challenges and achieve your business goals, while reducing the total cost of ownership. For

more information see: https://www.infoblox.com/support/professional-services-overview/.

e Education Services: Drive the success of your Infoblox implementation with the learning path
that works for you! Infoblox Education provides learning options that work for your role -
Operator, Administrator, or Architect - and your learning style. Interested in an introduction to
Infoblox powerful products or quickly getting up to speed on our most popular product
features - then get started with our Free Learning. If hands-on training delivered by an Infoblox
expert is more your style, then check out our courses at

Infoblox Deployment Guide - Deploy Infoblox vNIOS Instances for AWS (November 2022)

94


https://www.infoblox.com/support/
https://www.infoblox.com/company/legal/terms-premium-maintenance/
https://www.infoblox.com/support/professional-services-overview/
https://www.infoblox.com/infoblox-education/

Additional Resources

e AWSEC2 Documentation:
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html.

e Infoblox NIOS and vNIOS Documentation: https://docs.infoblox.com.

e Inaddition to the method detailed in this guide, vNIOS for AWS instances may be deployed
using automation platforms such as AWS CloudFormation:

https://blogs.infoblox.com/community/deploying-vnios-for-aws-with-cloudformation/
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